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TERMS AND CONDITIONS

The Government of the HKSAR (“HKSARG”) has the sole discretion to amend or vary the Developer
Guide from time to time.

The contents of the Developer Guide remain the property of, and shall not be reproduced in whole or
in part without the express permission of HKSARG. Information provided by the Developer Guide
and all the associated intellectual property rights are retained by HKSARG.

Online service Providers and their contractors (and sub-contractors, if applicable) (hereafter referred
as users) may use the Developer Guide for the purpose of designing, developing, testing and running
of their applications when adopting iAM Smart. By using the Developer Guide, users agree not to
sue HKSARG and agree to indemnify, defend and hold harmless HKSARG, its officers and employees
from any and all third party claims, liability, damages and/or costs (including but not limited to, legal
fees) arising from the use of the Developer Guide.

HKSARG will not be liable for any direct, indirect, incidental, special or consequential damages of
any kind resulting from the use of or inability to use the information provided by the Developer Guide.

Users agree to abide the usage terms and conditions specified here before
releasing the Developer Guide to their contractors (and sub—contractors, if

applicable).



DEFINITIONS

The following terms and abbreviations are used in this document.

Terms / Abbreviations

Definition

“IAM Smart” System

The “iAM Smart” backend services to provide “iAM Smart” APIs and
trigger Online Service callback APIs to return results to Online Service
applications.

Online Service server

The Online Service backend services make use of “iAM Smart” APIs
and provide Online Service callback APIs to receive results from “iIAM

Smart” System.

Online Service client
terminal

The browser (PC or mobile) and/or Online Service mobile application
that provide user interface to “iAM Smart” user and backend interface
to Online Service server.

Online Service Website

It is the webpage generated by the Online Service server and displayed
by a browser (Desktop PC or mobile).

“IAM Smart” e-Cert

Digital certificate issued by Recognized Certification Authority for
“IAM Smart” account with digital signing function enabled. The
usage and maintenance of the “iAM Smart” e-Cert are managed by
“1AM Smart” System for the “1AM Smart” account.

Content Encryption Key
or CEK

Symmetric encryption key provided by “iAM Smart” System for API
data encryption and decryption.

Key Encryption Key or
KEK

The public key certificate of Online Service for encrypting the CEK
from the “1AM Smart” System.

Cross-Site Request
Forgery or CSRF Attack

CSREF is an attack that forces an end user to execute unwanted actions
on a web application in which he/she is currently authenticated.

“IAM Smart” BDSS

The “1AM Smart” Bulk Digital Signing System to support the provision
of digital signing for the “iAM Smart” users to perform digital signing
on multiple documents with only one digital signing cycle.




1. INTRODUCTION

1.1 OVERVIEW

“iAM Smart” is a one-stop personalised digital services platform which enables users to log in and
use online services by their personal mobile phone in a smart and convenient way. “iAM Smart”
users can currently conduct authentication, digital signing and “e ME” form-filling functions via
“1IAM Smart” mobile app or website services. They can also set up personalised notification
services for receiving government service updates with “iAM Smart” mobile app. Users can
register “1AM Smart” accounts using the “iAM Smart” mobile app, at the self-registration kiosks and
at the registration counters. As of end April 2024, there were over 370 government and commercial
online services adopted “iAM Smart” with over 2 million “iAM Smart” registered users.

To build a smart government, which in turn contributes to the development of Hong Kong into a
smart city, the Chief Executive announced in the 2022 Policy Address the initiative to turn all
government services online in two years by end-2024 and provide one-stop digital services by fully
adopting “iAM Smart” within three years by 2025 so as to realise “single portal for online
government services (—4giE¥E)”.

To support this initiative of building a smart government, the Digital Policy Office (DPO), formerly
known as the Office of the Government Information Officer (OGCIO), will upgrade “iAM Smart” to
enable Government and Related Organisations (“GRQO”) to integrate their existing online services
with it in a more convenient and simple manner, simplify the workflows and develop more services
that can bring convenience to the public. It also allows citizens to enjoy the use of various online
services more conveniently and swiftly, reducing their needs to visit the relevant offices to submit
applications and deal with various businesses in person. Moreover, “IAM Smart” will be re-
positioned not only for the sole purpose as a digital identity but also a portal for easy access to key
government information and online services without the need of account registration.

Online Services shall follow both “1AM Smart” API Specification and “iAM Smart” Developer
Guide for “1AM Smart” Adoption.



1.1.1 Introduction of API functions

“1AM Smart” functions are built in the form of RESTful Application Program Interface (API), which
could be accessed by registered Online Services upon “1AM Smart” user authorisation. “1AM Smart”
makes reference to OAuth 2.0 for authentication and authorisation amongst “iAM Smart” users,
Online Services and the “iAM Smart” System. Online services adopting “iAM Smart” are required
to provide RESTful callback APIs to receive API responses from the “iAM Smart” System. “IAM
Smart” APIs support the following functions:

e Authentication
Online services can make use of the Authentication API provide by “i1AM Smart” to verify
the identities of the users in a simple and secure way. The API can be used in various

scenarios, such as user login, membership system, booking system, etc.

e Form Filling with Service Login (aka Form Filling)
Online services can make use of the Form Filling API to retrieve data of "profileFields" and
“eMEFields” in Streamline Workflow. The API can be used in various scenarios, such as
account opening, account linkup, form filling, etc.

e Form Filling without Service Login (aka Anonymous Form Filling)

Online services can make use of the Anonymous Form Filling API to request user’s personal
information without the need of prior authentication to Online Service with “1AM Smart”.

e Digital Signing with Service Login
Online Services can make use of Digital Signing API to enable “1AM Smart” user to complete
online digital signing with legal backing after user has authenticated with Online Service
using “iAM Smart”. It can be used in many cases, such as digital signing an online

application form and digital signing a contract and agreement.

e Digital Signing without Service Login (aka Anonymous Digital Signing)
Online services can make use of the Anonymous Digital Signing API to enable “1AM Smart”
user to complete online digital signing without the need of prior authentication with “iAM
Smart”.

¢ Re-authentication with Service Login
Online services can make use of the Re-authentication API provide by “iAM Smart” to re-
confirm the “IAM Smart” user’s identity before completing a critical transaction (e.g.,

confirm submission of tax return).



1.1.2

After a “1AM Smart” user has authenticated Online Service with “iAM Smart”, Online
Service can leverage “Request Re-authentication” API to request the same “1AM Smart” user
to re-authenticate himself/herself to “iAM Smart” System via “iAM Smart” Mobile App.

e Bulk Digital Signing with Service Login

Online Services can make use of Bulk Digital Signing API to enable “iAM Smart” user to
complete online digital signing for multiple documents with legal backing after user has
authenticated with Online Service using “iAM Smart”.

e Bulk Digital Signing without Service Login (aka Anonymous Bulk Digital Signing)
Online services can make use of the Anonymous Bulk Digital Signing API to enable “1AM
Smart” user to complete online digital signing for multiple documents without the need of

prior authentication with “1AM Smart”.

“iAM Smart” Account Version and User Profiles

“iAM Smart” Account Version

There are two versions of “iAM Smart”, namely “iAM Smart” and “iAM Smart+”. “1AM
Smart” will provide general identity authentication and majority of the functions (such as “e-
ME” form filling and personalised notifications), while “iAM Smart+” will provide the
additional function of digital signing. Residents may download the mobile app and register
for “1AM Smart+” with mobile phones supporting NFC. Without NFC supported mobile phone,

“IAM Smart” acocunt will be registered.

Registration of “iAM Smart”

® Remote registration for “1AM Smart” requires applicant to use personal mobile phone for
taking photos of the HKIC and selfies for identity verification purpose. The whole
process can be completed online using mobile phone.

Registration of “iIAM Smart+”

® Remote registration for “1AM Smart+” requires applicant to use personal mobile phone
supporting NFC to read the HKIC and take selfies for identity verification purpose. The
whole process can be completed online using mobile phone.

® In-person registration for “iAM Smartt+” can be made at self-registration kiosks in
specified government premises and public locations by inserting HKIC for data retrieval
and taking selfies to perform identity verification.



® In-person registration for “iAM Smart+” can also be made at registration service counters
or “iAM Smart” mobile registration teams. The registration staff will check and verify
the HKIC of the applicant. No photo-taking of the HKIC or selfie would be required
during the registration process.

More information can be found in “iAM  Smart” Thematic Website
(https://www.iamsmart.gov.hKk).

“iAM Smart” User Profiles

An “iAM Smart” User Profiles contains both the account information and the personal data
provided voluntarily in “e-ME” profile of corresponding “iAM Smart” account. Online
Services can request “profileFields” and/or "eMEFields" of "iAM Smart" User Profiles via
“IAM Smart” Profiles and Form filling API for the purpose of identity verification and form
filling respectively.

e  “profilefields”

The “profileFields” consist of the account information including Hong Kong Identity
Card (HKIC) number, English Name, Chinese Name (if available), date of birth and
gender. The “profileFields” are solely used for the purpose of identity verification,

such as account opening, account matching, remote account opening, etc.

° “eMEFields”

In addition to the account information, “1/AM Smart” user can voluntarily input and
update his/her personal information for the purpose of online form filling in “e-ME
profile”.  All these information for “iAM Smart” form filling are named as “eMEFields”
which include HKIC number, English Name, marital status, phone number, email
address, residential address and billing address?, etc.

Details of the “iAM Smart” “profileFields” and “e-MEFields” can be found in Appendix A of
the “1AM Smart API Specification”.

Both User Profiles of “iAM Smart” and “iAM Smart+” account version consist of HKIC
number, English Name, date of birth and gender.  In most cases, the field “Chinese Name” is

! The billing address information is retrieved from one of the address data providers, including the electricity and gas
companies and the Water Supplies Department.  The billing address information consists of a PDF e-bill file and the
related data, such as the provider name, owner name, service address, postal address, etc.  This information could be
used by Online Services as a kind of address proof, subject to the need for individual services.


https://www.iamsmart.gov.hk/

also available in “iAM Smart” User Profiles, however, only the “iAM Smart+” version has
verified the user’s “Chinese Name”. Depending on the “iAM Smart” version, the account
information would be verified with records stored at Immigration Department (ImmD) during
registration. Regular checks for the “iAM Smart” user’s account information with ImmD will
also be conducted?.

The account information in “profileFields” and “eMEFields” are the same for same user (e.g.,
Online Service would get the same HKIC number of specific “1AM Smart” user, no matter the
information is from “profileFields” or “eMEFields”). However, both authentication and form
filling statistic report in “iAM Smart” system would be updated if Online Service requests both
“profileFields” and “eMEFields” in one API request. In addition, unlike
“profileFields”which is for the purpose of identity verification, Online Service can allow “i1AM

Smart” user to modify online form data filled with “eMEFields”.

1.1.3 Authorisation Scope and Access Token

“IAM Smart” System makes reference to the OAuth 2.0 authentication framework to enable
Online Service to gain access to “iAM Smart” APIs, with “1AM Smart” user's authorisation
using “1AM Smart” Mobile App.

Determine Authorisation Scope

To access “i1AM Smart” APIs, Online Service should first determine the authorisation scope(s)
required for the “1AM Smart” API(s) invoked for its business needs. Online service may refer
the table below for the authorisation mapping:

API Scope Value
Authentication eidapi auth
Form Filling with Service Login (aka Profiles) eidapi_profiles
Form Filling without Service Login (Anonymous Form | eidapi_formFilling
Filling)
Digital Signing with Service Login eidapi_sign

2 For the “iAM Smart+” account, the value of "chName" is verified, and the additional property "chNameVerified" with
ImmD characters code point (with Private Use Areas (PUA), unable to render) will also be returned. Online Service shall
use the “chName” for rendering purposes.

3 When changes are found during regular check, the “/AM Smart” user will be notified to re-register his/her “iAM
Smart” account in order to update the profile information. The last modification date (“lastModifiedDate” provided in
the POST response of APl “Request accessToken & Tokenised ID”) of his/her “iAM Smart” Profile will also be
updated to the current date upon completion of re-registration in this situation.



Digital Signing without Service Login (Anonymous | eidapi_sign

Digital Signing)

Re-authentication with Service Login eidapi fr

Bulk Digital Signing with Service Login eidapi_bulksign

Bulk Digital Signing without Service Login (Anonymous | eidapi_bulksign
Bulk Digital Signing)

Online Service should combine all authorisation scope(s) required into a single request to get
authorisation from “iAM Smart” user through “itAM Smart” System when “1AM Smart” user
requests login to Online Service using “iAM Smart” Mobile App. For example, authorisation
scope ‘“‘eidapi_auth”, “eidapi formFilling” and “eidapi sign” are for “IAM Smart”
authentication form filling and digital signing respectively.

Get Access Token

Online Service should invoke “iAM Smart” API “Request QR Page” with the required
authorisation scope(s). With successful authorisation of the “1AM Smart” user, “1AM Smart”
System will return an Authorisation Code (“authCode’) with the required authorisation scopes
(i.e., access rights for “iAM Smart” APIs) to Online Service via the Online Service client
terminal (e.g., browser). Online Service then exchanges the authCode with “iAM Smart”
System for the Access Token (“accessToken”), the Tokenised ID and other metadata of the
“I{AM Smart” user. The accessToken is bound to the authorisation scope(s) and Online
Service must present the accessToken and relevant parameters to access the “iAM Smart” APIs.
Online Service should retain the accessToken for access to “iAM Smart” APIs within its
validity period and destroy the accessToken when it expired, become invalid N or the “iAM

Smart” user left the Online Service (e.g., logout).

The process to get accessToken by Online Service is summarised below:

Step Description

1 Online Service requests for authCode with required authorisation scope(s) by using

Online Service client terminal (e.g., browser or Online Service App) to invoke the

“IAM Smart” API “Request QR Page”. Depending on the API request parameters,

either:

- A webpage with QR code will be shown in Online Service client terminal [A];
or

- “iAM Smart” Mobile App installed in the device of the Online Service client
terminal will be launched [B].




1.14

Step Description

2 “1AM Smart” user logs in his/her “iAM Smart” Mobile App. To synchronise “iIAM

Smart” System with his/her “1AM Smart” Mobile App:

- For [A], “i1AM Smart” user will use the “iAM Smart” Mobile App to scan the
QR code.

- For [B], the synchronisation will be established upon login of “iAM Smart”
Mobile App.

3 “IAM Smart” user gives authorisation in “iAM Smart” Mobile App for Online

Service’s request of authCode.

4 “1AM Smart” System returns authCode to Online Services using Online Service
callback API via the same Online Service client terminal in Step 1.

5 Online Service invokes the “1AM Smart” API “Request accessToken & Tokenised
ID” to get accessToken using the authCode.

6 “1AM Smart” System returns the accessToken, Tokenised ID and other metadata of
the “1AM Smart” user to Online Service.

7 Online Service uses the accessToken and relevant parameters to access “iAM Smart”
APIs.

Note 1 The accessToken obtained for invoking “iAM Smart” APIs for anonymous form filling
and anonymous digital signing on document hash can be used only once. The
accessToken obtained for invoking other “1AM Smart” APIs is valid for multiple use
within its lifetime as indicated in the response of “iAM Smart” API “Request
accessToken & Tokenised ID”.

Details of authorisation scope can be found in the “1AM Smart” API Specification.

Authentication for Online Service Login and Authorisation for Anonymous “iAM
Smart” APIs

Authentication for Online Service Login

To complete the “Get Access Token” process as stipulated in Section 1.1.3, “1AM Smart” user
has to authenticate his/her identity using 2FA (i.e., the mobile device bounded with his/her
“1AM Smart” account and a local biometric authentication with the “iAM Smart” Mobile App)
to log in “iAM Smart” System to give authorisation. As such, successful completion of this
“Get Access Token” process resulting in return of accessToken and Tokenised ID to Online
Service should be accepted as successful authentication of the “i1AM Smart” user to the Online
Service.
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Details of authentication can be found in Section 3.4.

Authorisation for Anonymous “iAM Smart” APIs

For Online Service to access “iAM Smart” APIs for anonymous form filling and anonymous
digital signing using “iAM Smart”, unlike the above Online Service Login process, the
successful completion of “Get Access Token” process means that “iAM Smart” user has
authorised a one-time access to the relevant “iAM Smart” API. The relevant accessToken
should be valid for only one usage. Online Service must go through the same “Get Access

Token” process for every access to the same or different anonymous “iAM Smart” APIs.

Details of authorisation for anonymous “iAM Smart” API can be found in Section 3.6 and 3.8.

Callback API and Transient Input Data

Due to the possible unexpected delay (e.g., network latency) and/or action time of the “iAM
Smart” user to perform authorisation in the “iAM Smart” Mobile App (e.g., to determine which
data items in “e-ME profile” are allowed for retrieval by Online Service), Online Service may
experience timeout if an instant API response design is used. Therefore, asynchronised API
response is adopted in “1AM Smart” APIs. Online Service is required to implement its own
callback APIs to support the return of asynchronised API response from the “iAM Smart”
System after invoking the relevant “1AM Smart” APIs. Online Service should also manage

“1AM Smart” user's transient input data before invoking any “1AM Smart” APIs.

Data Protection for “iAM Smart” API

All “iAM Smart” and Online Service callback APIs are protected by HTTPS protocol during
transmission.  Additional API data encryption on API POST request and response body is
implemented with encryption key being generated and renewed in “1AM Smart” System using
a dedicated “1AM Smart” API “Request/Revoke Symmetric Content Encryption Key”. The
data encryption key has its validity and registered Online Service must request/renew the key
by itself and make use the key to protect the data when invoking the relevant “iAM Smart”
APIs.
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1.1.7 Identification Code and Result Notification for Digital Signing

For “iAM Smart” user to digitally sign a document in Online Service, Online Service should
first generate the hash from the document (or document digest for a PDF document) to be
signed (“Document Hash). The Document Hash will be sent to “iAM Smart” System for
digital signing using the private key of “iAM Smart” user's “1AM Smart” e-Cert. A signature
bundle including the digital signature, “iAM Smart” e-Cert, etc., will be returned to Online
Service for further computing of the signed document. When “iAM Smart” user has logged
in the Online Service, both Online Service and “iAM Smart” System will compute and display
a 4-digit identification code using the Document Hash and the hash of Tokenised ID of the
“IAM Smart” user. For anonymous digital signing, the 4-digit identification code will be
computed using the Document Hash, the hash of HKIC number and the hash of client ID of
Online Service. “iAM Smart” User should be requested to verify the two identification codes
are the same before authorising the digital signing request. ~ After receiving and verifying the
signature bundle using the “iAM Smart” e-Cert, Online Service should notify the digital
signing result to “i1AM Smart” System by calling the “Online Service Acknowledges Digital
Signing Result” “1AM Smart” API.

Details of the computation algorithm of the 4-digit identification code can be found in Section
3.7 and 3.8.

For bulk digital signing, Online Service should first generate the hash from the documents
(and/or document digest for PDF documents) to be signed (“Document Hash”). The
Document Hash will be sent to “1AM Smart” System for Bulk Digital Signing using the private
key of “iAM Smart” user's “iAM Smart” e-Cert. A signature bundle including the digital
signature, “iAM Smart” e-Cert, etc., will be returned to Online Service for further computing
of the signed documents. When “1AM Smart” user has logged in the Online Service, both
Online Service and “iAM Smart” System will compute and display a 6-digit identification code
using the Document Hash and the hash of Tokenised ID of the “i/AM Smart” user. For
anonymous digital signing, the 6-digit identification code will be computed using the
Document Hash, the hash of HKIC number and the hash of client ID of Online Service. “iAM
Smart” User should be requested to verify the two identification codes are the same before
authorising the digital signing request. ~After receiving and verifying the signature bundle
using the “iAM Smart” e-Cert, Online Service should notify the digital signing result to “iAM
Smart” System by calling the “Online Service Acknowledges Bulk Digital Signing Result”
“IAM Smart” APL

11



1.1.8

1.19

Details of the computation algorithm of the 6-digit identification code can be found in Section
3.11.1.1.

Re-authentication

Re-authentication provides an alternative for Online Service to re-confirm the “iAM Smart”
user’s identity before completing a critical transaction (e.g., confirm submission of his tax
return). After an “iAM Smart” user has authenticated in Online Service using “iAM Smart”,
Online Service can leverage the “Request Re-authentication” “iAM Smart” API to request the
same “iAM Smart” user to re-authenticate himself/herself to “1AM Smart” System via “iAM
Smart” Mobile App.

Consular Corps Identity Card (“CCIC”)

“IAM Smart” System supports the holders of Consular Corps Identity Card (“CCIC”) to
register for “iAM Smart+” accounts with effect from November 2022. A dedicated

registration team is responsible for the registration of “1AM Smart+” accounts for CCIC holders.

CCIC is one kind of Hong Kong Identity Card issued by Immigration Department (“ImmD”)
since 20 February 2019 and the registration data of the CCIC holders are recognised as part of
the Registration of Persons (“ROP”) data. CCICs are issued to consuls, consular staff, the
head and members of the Office of the European Union in Hong Kong, their spouses and
dependent children of age 11 or above.

More information about CCIC can be  found on ImmD  website:
(https://www.immd.gov.hk/eng/services/hkid/ccic.html).

There are two ways for Online Services to verify whether the specific “iAM Smart” user is a
CCIC holder:

1. Since “J” prefix of identity card number is only allotted for the holders of CCIC, Online
Services may invoke the “GetProfile” or form filling API and check against the prefix of
the identity card number of the “1AM Smart” user so as to distinguish whether it is a CCIC
holder.

2. Online Services can also invoke the “verfiylsCcic” API to verify whether the “iAM Smart”
user is a CCIC holder after the user performs the authentication process and obtain the

accessToken and Tokenised ID. Details of verification of CCIC holder can be found in
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Section 0.

1.1.10 Service Catalogue and Direct Login

“1AM Smart” Platform provides a Single Portal for Online Services to enable users to access
Online Service directly with one single login through “iAM Smart”.  Online Service
Catalogue within “iAM Smart” Mobile App offers a list of Online Services which have adopted
the features of “iAM Smart”. With Direct Login function, “iAM Smart” users can choose the
desired Online Service to launch its web application for logging into the Online Service directly
(i.e., without the need of providing further login credentials from user). Authentication is
performed at the background with minimal user intervention for better user experience.
Currently, Direct Login function is only available for “iAM Smart” enabled web service, but
not mobile app service.

Direct Login

To provide a better user experience to “iAM Smart” user, “iAM Smart” provides a simplified
Direct Login process, allowing user to initiate the login request from “iAM Smart” service
catalogue (i.e., Direct Login v2). The implementation details can be found in Section 3.10.1
of this developer guide.

Direct Access

Similar to Direct Login workflow, “1AM Smart” users can choose the desired Website or App
from Service Catalogue to launch its web application with external browser if their business
process does not involve “Authentication”.  Special approval is required to use Direct Access,
and Online Service using the Direct Access function needs to provide sound justification to the
Support Team.

13



1.1.11 Not Applicable

1.1.12 Bulk Digital Signing

The 1AM Smart Bulk Digital Signing System (BDSS) is to support the provision of digital

signing for the “iAM Smart” users to perform digital signing on multiple documents with only
one digital signing cycle.

BDSS is composed of the following segmentations:

1.

Bulk Digital Signing Module — provide functions including batch submission & handling
and bulk digital signing for digital signing process which is initiated by the Online Service
to submit the request for bulk digital signing with “1AM Smart” authorisation by the user.
This bulk digital signing supports mix of hash and/or PDF digital signings, normal and
anonymous digital signing flow.

Integration with Online Service — provide the RESTful APIs for integration with the
Online Service.

Integration with “iAM Smart” Mobile App — integrate with the existing “iAM Smart”
Mobile App for user authorisation of the bulk digital signing request, push notification
and related notification function.

Integration with “1AM Smart” support functions — implement the system support
functions including but not limited to statistical reports, billing reports, audit trails and
audit log

14



1.2 ASSUMPTIONS AND CONSTRAINTS

1.

“1AM Smart” System adopts HTTPS to protect the data in transmission. Additional API
data encryption is adopted for API POST request and response body.

Application data in the APl POST request and response is in JSON format. Online
Service Applications are responsible for processing of the returned data and reflecting the
result to end users if required.

List of browsers supported by “iAM Smart” System is shown in Appendix B of the “iIAM
Smart” API Specification. Online Service should detect the browser’s user agent value

and pass respective source value in the list to “1AM Smart” System when necessary.

For Online Service not using Spring Boot, Spring Cloud development platform nor
Microservices style for development, Online Service should follow HTTPS standard
protocols, “iAM Smart” API Specification and “1AM Smart” Developer Guide to develop
the interfaces with “1AM Smart” System.

Please also refer to “iAM Smart” API Specifications and other technical documents for
other assumptions and possible constraints.
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1.3 ONLINE SERVICE REGISTRATION TO “IAM SMART” SYSTEM

Online Service Providers are required to register their Online Services in “iAM Smart” System
for accessing “iAM Smart” APIs. Registration information including application name,
digital certificate for encipherment, redirect URL, etc., are required to be submitted by Online
Services for the registration. A client ID (“clientID”’) and a secret key (“clientSecret”) will
be generated by “iAM Smart” System to the Online Service for accessing “iAM Smart” APIs
upon the completion of the registration.

Online Service Provider is also required to provide Universal Link (i0S) / App Link
(Android) and Package Name (Android) that offer better user experience and greater security
for “1AM Smart” Mobile App to launch Online Service App from Service Catalogue.

Custom URL scheme is not accepted unless sound justification can be provided.

1.4 POTENTIAL BUSINESS CASES USING “IAM SMART”

Potential business cases using “iAM Smart” are listed in the following sections for reference.
For each case, possible high-level steps and the corresponding “iAM Smart” APIs and callback
APIs to be used and/or implemented are provided (depending on the interface of Online Service
and “iAM Smart” Mobile App as stipulated in Section 3.2.1).

While the involved “1AM Smart” APIs and callback APIs are listed below, details of the “1AM
Smart” APIs and callback APIs can be found in the “1AM Smart” API Specification.

“IAM Smart” APIs:

# | “iIAM Smart” API Type

1 | Request Symmetric Content Encryption Key Data encryption / decryption
2 | Revoke Symmetric Content Encryption Key Data encryption / decryption
3 | Request QR Page Authentication

4 | Request accessToken & Tokenised ID Authentication

5 | Open “iAM Smart” Mobile App for | Authentication

Authentication
6 | Open “iAM Smart” Mobile App for Getting | Interface with “iAM Smart”

Context Mobile App for business
operation
Request Form Filling (Profile) User Registration/Update
Request Form Filling Business operation
Request Digital Signing Business operation
10 | Request Re-authentication Business operation
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# | “4AM Smart” API Type
11 | Online Service Acknowledges Digital Signing | Business operation
Result
12 | Request PDF Digital Signing Business operation
13 | Request Anonymous Form Filling Business operation
14 | Obtain Anonymous Form Filling Result Business operation
15 | Request Anonymous Digital Signing Business operation
16 | Obtain Anonymous Digital Signing Result Business operation
17 | Request Anonymous PDF Digital Signing Business operation
18 | Obtain Anonymous PDF Digital Signing Result | Business operation
19 | Verify CCIC User Business operation
20 | Obtain User Profiles information Business operation
21 | Request Bulk Digital Signing Business operation
22 | Request Anonymous Bulk Digital Signing Business operation
23 | Request BSQC Token Business operation
24 | Online Service Acknowledges Bulk Digital | Business operation
Signing Result
25 | Enquire Bulk Digital Signing Status Business operation
26 | Cancel Bulk Digital Signing Request Business operation

Callback APIs implemented by Online Services:

Result

# | Callback APl (Implemented by Online Type
Service)

A | Callback with authCode to Online Service App | Authentication

B | Callback with authCode to Online Service | Authentication
Server

C | Callback to Receive “iAM Smart” Profile Business operation

D | Callback to Receive Form Filling Information Business operation

E | Callback to Receive Digital Signing Result Business operation

F | Callback to Receive Re-authentication Result Business operation

G | Callback to Receive PDF Digital Signing Business operation
Result

H | Callback with AuthCode to Online Service Authentication
Server (Direct Login V2)

I Callback to Receive BSQC Token Business operation

J Callback to Receive Bulk Digital Signing Business operation
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1.41 Not Applicable
1.4.2 User Authentication

User authentication is similar to user registration. For “iAM Smart” user who has linked
his/her “iAM Smart” account (i.e., Tokenised ID) to Online Service user repository, Online

Service can authenticate the “1AM Smart” user with the following steps:

“IAM
. Callback
Step Description Smart”
API
API

la Online Service provides a link for login by “iAM Smart” in the
application.

1b | Alternatively, “iAM Smart” user can login the Online Service
via “iIAM Smart” service catalogue

2a Online Service requests for authCode with required | 3,5 A B
authorisation scopes (e.g., “iAM Smart” authentication, form
filling authorisation, etc.).

2b | Alternatively, if “iAM Smart” user login the Online Service via H
“1AM Smart” service catalogue, Online Service would receive
the authCode accordingly.

3 Online Service gets accessToken and Tokenised ID of “iAM | 4
Smart” user and checks if it has linked with any user account in
the Online Service.

4 User authentication completes if linkage found in Step 3 and
Online Service permits “iAM Smart” user's login.

5 Online Service keeps the accessToken for subsequent access to
“IAM Smart” APIs.

1.4.3 Not Applicable
1.4.4 Digital Signing with Service Login

The accessToken of the “1AM Smart” user that possessed by Online Service should include the
authorisation scope of digital signing authorisation. Online Service can request for “iAM
Smart” digital signing with the following steps:
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Step

Description

“JAM
Smart”
API

Callback
API

Online Service provides digital signing using “iAM Smart” in
Online Service application.

Online Service requests for authCode with required authorisation
scopes (e.g., “1AM Smart” authentication, Digital Signing
authentication).

3,5

Online Service gets accessToken and Tokenised ID of “iIAM

Smart™ user.

Online Service calculates hash of the document (or digest for pdf
document) to be signed and requests digital signing from “iIAM

Smart” System.

9,12

“1AM Smart” System notes receipt of Online Service's request.

Online Service generates a 4-digit identification code using hash
of document (or digest for pdf document) and hash of Tokenised
ID.

7a

When Online Service client terminal and “iAM Smart” Mobile
App are in different device, Online Service client terminal shows
the 4-digit identification code with instructions to inform “iAM
Smart” user to verify the identification code and complete the
“IAM Smart” digital signing in “iAM Smart” Mobile App and
polls Online Service server for response from “iAM Smart”

System.

70

When Online Service client terminal and “iAM Smart” Mobile
App are in same device, Online Service client terminal shows a
4-digit identification code and invokes “iAM Smart” Mobile App
and polls Online Service server for response from “iAM Smart”
System.

Online Service server receives signing response from “iAM
Smart” System via Online Service callback API and computes
the signed document.

E,G

Online Service server verifies and acknowledges digital signing
result to “1AM Smart” System.

11

10

Online Service server informs Online Service client terminal to
stop polling.

11

Online Service saves the accessToken for subsequent access to
“1AM Smart” APIs.

19



1.45 Re-authentication with Service Login

The accessToken of the “1AM Smart” user that possessed by Online Service should include the

authorisation scope of Re-authentication authorisation.

request for re-authentication with the following steps:

Online Service application can

Step

Description

“IAM
Smart”
API

Callback
API

Online Service provides re-authentication using “iAM Smart”
in Online Service application.

authCode with
authorisation scopes (e.g., “IAM Smart” authentication, Re-
authentication authorisation).

Online Service requests for required

3,5

Online Service gets accessToken and Tokenised ID of “1AM

Smart™ user.

Online Service requests for re-authentication from ‘“iAM
Smart” System.

10

“IAM Smart” System notes the receipt of Online Service's
request.

6a

When Online Service client terminal and “iAM Smart” Mobile
App are in different devices, Online Service client terminal
shows instruction to inform “iAM Smart” user to complete re-
authentication in “iAM Smart” Mobile App and polls Online
Service server for response returned from “iAM Smart”

System.

6b

When Online Service client terminal and “iAM Smart” Mobile
App are in the same device, Online Service client terminal
invokes “iAM Smart” Mobile App and polls Online Service

server for response returned from “iAM Smart” System.

Online Service server receives Re-authentication response from
“IAM Smart” System via Online Service callback API and
proceeds its processing.

Online Service server informs Online Service client terminal to
stop polling.

Online Service saves accessToken for subsequent access to
“1AM Smart” APIs.
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1.46 Anonymous Form Filling

Anonymous form filling describes the situation that user initiates a form filling request without

prior authentication to Online Service using “iAM Smart”.

anonymous form filling with the following steps:

Online Service can request

Step

Description

“JAM
Smart”
API

Callback
API

Online Service provides a link for anonymous form filling in the
application.

Online Service requests “Profile Field” and “e-ME Field” for the
purpose of identity verification and form filling respectively from
“1AM Smart” System.

13

“1AM Smart” System notes receipt of Online Service's request.

4a

When Online Service client terminal and “iAM Smart” Mobile
App are in different device, Online Service redirects client
terminal to “iAM Smart” QRIApp broker page.

4b

When Online Service client terminal and “iAM Smart” Mobile
App are in the same device, Online Service client terminal
invokes “iAM Smart” Mobile App, Online Service App polls

Online Service server for response from “iAM Smart” System.

3,6

Online Service receives authCode from “iAM Smart” System via
Online Service callback API.

Online Service gets accessToken and Tokenised ID of “iIAM

Smart” user.

Online Service server obtains authorised information of
“eMEFields” from “1AM Smart” System using accessToken and
Tokenised ID and processes the form filling.

14

8a

When Online Service client terminal is browser, Online Service
server redirects the browser to view the form filling result.

8b

When Online Service client terminal is Online Service App,
Online Service server informs Online Service App to stop polling
and Online Service App shows the form filling result.

1.4.7 Anonymous Digital Signing

Anonymous digital signing describes the situation that user initiates a digital signing request

without prior authentication to Online Service using “IAM Smart”.
request anonymous digital signing with the following steps:

Online Service can
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Step

Description

“JAM
Smart
” API

Callback
API

Online Service provides a link for anonymous digital signing in
the application.

Online Service calculates hash of the document (or digest for pdf
document) to be signed and hash of the HKIC number, and
requests digital signing from “1AM Smart” System.

15, 17

“IAM Smart” System notes receipt of Online Service's request.

Online Service generates a 4-digit identification code using hash
of document (or digest for pdf document), hash of the HKIC
number and hash of clientID of the Online Service.

5a

When Online Service client terminal and “iAM Smart” Mobile
App are in different devices, Online Service client terminal shows
the 4-digit identification code. For browser, Online Service
redirects the browser to “iAM Smart” QRIApp broker page. For
Online Service App, it polls Online Service server for response
from “iAM Smart” System.

5b

When Online Service client terminal and “iAM Smart” Mobile
App are in the same device, Online Service client terminal shows
a 4-digit identification code. For browser, Online Service
redirects the browser to “iAM Smart” QR/App broker page. For
Online Service App, it invokes “iAM Smart” Mobile App and
polls Online Service server for response from “iAM Smart”

System.

3,6

Online Service receives authCode from “iAM Smart” System via
Online Service callback API.

Online Service gets accessToken and Tokenised ID of “iIAM

Smart” user.

Online Service server obtains digital signing result from “1AM
Smart” System using accessToken and Tokenised ID and
computes the signed document.

16, 18

Online Service server verifies and confirms digital signing result
to “1AM Smart” System.

11

10a

When Online Service client terminal is browser, Online Service
server redirects the browser to view digital signing result.

10b

When Online Service client terminal is Online Service App,
Online Service server informs Online Service App to stop polling
and Online Service App shows the digital signing result.
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1.4.8

Bulk Digital Signing with Service Login

The accessToken of the “1AM Smart” user that possessed by Online Service should include the

authorisation scope of bulk digital signing authorisation.

“1AM Smart” bulk digital signing with the following steps:

Online Service can request for

Step

Description

“JAM
Smart”
API

Callback
API

Online Service provides bulk digital signing using “iAM Smart”
in Online Service application.

Online Service requests for authCode with required authorisation
scopes (e.g., “IAM Smart” authentication, Digital Signing
authentication).

3,5

Online Service gets accessToken and Tokenised ID of “iIAM

Smart™ user.

Online Service calculates hash of the documents (and/or digest
for pdf documents) to be signed and requests bulk digital signing
from “1AM Smart” System.

21

“iAM Smart” System notes receipt of Online Service's request.

Online Service generates a 6-digit identification code using hash
of documents (and/or digest for pdf documents) and hash of
Tokenised ID.

7a

When Online Service client terminal and “iAM Smart” Mobile
App are in different device, Online Service client terminal shows
the 6-digit identification code with instructions to inform “iAM
Smart” user to verify the identification code and complete the
“IAM Smart” bulk digital signing in “iAM Smart” Mobile App.

70

When Online Service client terminal and “iAM Smart” Mobile
App are in same device, Online Service client terminal shows a
6-digit identification code and invokes “iAM Smart” Mobile App.

Online Service server receives BSQC Token and signing

response from “1AM Smart” System via Online Service callback
API.

Online Service server verifies and acknowledges bulk digital

signing result to “1AM Smart” System if request completed.

24

10

Online Service saves the accessToken and BSQC Token for
subsequent access to “1AM Smart” APIs.
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“IAM

signing status or cancel bulk digital signing requests.

. Callback
Step Description Smart”)
API
API
11 Online Service uses the BSQC Token to enquire bulk digital | 25, 26

149 Anonymous Bulk Digital Signing

Anonymous bulk digital signing describes the situation that user initiates a bulk digital signing

request without prior authentication to Online Service using “iAM Smart”.

can request anonymous bulk digital signing with the following steps:

Online Service

Step

Description

“IAM
Smart
” API

Callback
API

Online Service provides a link for anonymous bulk digital
signing in the application.

Online Service calculates hash of the documents (and/or digest
for pdf documents) to be signed and hash of the HKIC number,
and requests bulk digital signing from “iAM Smart” System.

22

“IAM Smart” System notes receipt of Online Service's request.

Online Service generates a 6-digit identification code using hash
of documents (and/or digest for pdf documents), hash of the
HKIC number and hash of clientID of the Online Service.

5a

When Online Service client terminal and “iAM Smart” Mobile
App are in different devices, Online Service client terminal shows
the 6-digit identification code. For browser, Online Service
redirects the browser to “iAM Smart” QRIApp broker page.

5b

When Online Service client terminal and “iAM Smart” Mobile
App are in the same device, Online Service client terminal shows
a 6-digit identification code. For browser, Online Service
redirects the browser to “iAM Smart” QR/App broker page. For
Online Service App, it invokes “iAM Smart” Mobile App.

3,6

Online Service receives authCode from “1AM Smart” System via
Online Service callback API.

Online Service gets accessToken and Tokenised ID of “iIAM

Smart” user.

Online Service server obtains BSQC Token from “iAM Smart”

System using accessToken and Tokenised ID.

23
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“IAM

. Callback
Step Description Smart
API
” API

9 Online Service server receives signing response from “iAM J

Smart” System via Online Service callback API.
10 | Online Service server verifies and confirms bulk digital signing | 24

result to “1AM Smart” System if request completed.
11 Online Service saves the accessToken and BSQC Token for

subsequent access to “iAM Smart” APIs.
12 | Online Service uses the BSQC Token to enquire bulk digital

signing status or cancel bulk digital signing requests.
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2. SYSTEM WORKFLOW USING “IAM SMART”

There are two types of system workflows using “iAM Smart”:

1.

“Authentication to Online Services using iAM Smart” for Online Service to authenticate
“IAM Smart” user who gives authorisation to Online Service to get the accessToken to

access the required “iAM Smart” APIs (e.g., user authentication).

“Online Service business operations using iAM Smart” for Online Service to access the

required “iAM Smart” APIs for completing its business operations (e.g., form filling).

For details, please refer to corresponding system workflows described in Section 3.

3. IMPLEMENTATION PROCEDURE

3.1 PREREQUISITE

(@)

(b)

(©)

(d)

(€)

(f)

(@)

(h)

(i)

Work out the usage of “iAM Smart” for the Online Service application (e.g., form filling,
digital signing, etc.) and determine the authorisation scopes (e.g., form filling
authorisation for form filling) required

Design the lifecycle management of the API data encryption/decryption key (e.g., get,
renewal)

Apply the digital certificates for encipherment as KEK (i.e., for API data
encryption/decryption key)

Study the specifications of relevant “1AM Smart” APIs and Online Service callback APIs
Prepare the redirect URIs and/or URL scheme (or Universal Link/App Link) (for invoking
Online Service App to return authorisation code to Online Service server) for each Online
Service callback endpoint to be implemented for the Online Service application

Work out and enable the bi-directional network connectivity between Online Service
server and “1AM Smart” System

Register Online Service application to “iAM Smart” System and get the corresponding
client ID, client secret and/or URL scheme (or Universal Link/App Link) (for invoking
“IAM Smart” Mobile App)

Configure client authentication for “1AM Smart” System in Online Service callback
endpoint (optional)

Study the relevant system workflows and start implementation
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3.2 ONLINE SERVICE AND “IAM SMART” SYSTEM INTERACTION DESIGN

3.2.1 Interaction between Online Service and “iAM Smart” Mobile App

The “iAM Smart” API is designed to provide better user experience when two forms of Online

Service client terminal, Online Service App and Online Service Website (i.e., browser) are

interacting with “iAM Smart” Mobile App in the same device and different devices. There

are three scenarios for the interactions: (1) for authentication using “iAM Smart” (2) for

authorisation of anonymous “iAM Smart” API access (e.g., Anonymous Form Filling) and

(3) for performing Online Service business operations with authentication using “iAM

Smart” (e.g., Form Filling by “iAM Smart”) as follows:

1.

For authentication using “iAM Smart”, Online Service should invoke the “i1AM Smart”
API “Request QR Page”. By default, this API returns a webpage with a QR code for
scanning by “1AM Smart” Mobile App in different device.

e \When Online Service detects that the Online Service client terminal is a browser
running in personal computer (“PC”), the API request parameter “brokerPage” can be
kept as “false” and QR Code webpage will be shown.

e \When Online Service detects that the Online Service client terminal is a browser
running in mobile platform, the API request parameter “brokerPage” can be set to

29

“true”. The broker page of “1AM Smart” System will show a button to invoke the
“IAM Smart” Mobile App. If “1AM Smart” Mobile App is not installed in the same

device, QR Code webpage will be shown.

e When Online Service client terminal is Online Service App, it should detect the
existence of “1IAM Smart” Mobile App in the device using program code. If the
“IAM Smart” Mobile App is installed in the same device, Online Service App should
invoke “iAM Smart” Mobile App using URL Scheme with the API parameters.
Otherwise, Online Service App should make use the device browser to invoke the
“IAM Smart” API with “brokerPage” set to “false” such that QR Code webpage will
be shown.

For authorisation of anonymous “iAM Smart” API access, Online Service will first
invoke the relevant anonymous “iAM Smart” APIs and get the “ticketID”. Online
Service will then invoke the “1AM Smart” API “Request QR Page” using the “ticketID”
to get the accessToken and Tokenised ID for obtaining the result of the relevant
anonymous “1AM Smart” API. Same detection for client terminal by Online Service as
in authentication using “iAM Smart”, is applied.
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To perform Online Service business operations with authentication using “iAM Smart”

such as “Form Filling”, “1AM Smart” System will return the immediate API response with

parameters “authByQR” and “ticketID” (optional) to Online Service server before the final

result is returned to Online Service using Online Service callback API.

Online Service

should determine the next action based on “authByQR™:

® When it is “false”, Online Service client terminal (both browser and Online Service
App) should invoke the “iAM Smart” Mobile App using URL Scheme with the

“ticketID”.

Online Service client terminal should keep polling Online Service server

for the result returned to relevant Online Service callback API.

® Otherwise, Online Service client terminal should show instructions to inform “1AM
Smart” user to complete the request in “iAM Smart” Mobile App (“iAM Smart”
System will also notify “iAM Smart” Mobile App using push message) and keep
polling Online Service server for the result returned to relevant Online Service

callback API.

The table below summarises the scenarios:

Scenario Online Service App/“iAM Smart” | Online Service Website/“iAM Smart”
Mobile App Mobile App
Authentication / e Determine “iAM Smart” Mobile

Authorisation for
anonymous “iAM
Smart” API

(Same device)

App existence by program code
Invoke “iAM Smart” Mobile App
using URL scheme with API

parameters

* Determine browser platform by
program code
* Invoke “Request QR Page” with

“brokerPage” set to “true”

Authentication /
Authorisation for
anonymous “iAM
Smart” API
(Different device)

Determine “iAM Smart” Mobile
App existence by program code
Invoke “Request QR Page” using
device browser with

“brokerPage” set to “false”

* Determine browser platform by
program code:

- If browser in PC, invoke “Request
QR Page” with “brokerPage” set to
“false”

- If browser in mobile, invoke
“Request QR Page” with

“brokerPage” set to “true”

Business operations

with authentication

using “iAM Smart”

(Same device)

Determine by “authByQR” is “false”
Invoke “iAM Smart” Mobile App using URL scheme with “ticketID”

Business operations

with authentication

using “iAM Smart”

Determine by “authByQR” is “true”

Show instructions to inform “iAM Smart” user to complete the request in

“1AM Smart” Mobile App and keep polling Online Service server for result
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(Different device) returned to relevant Online Service callback API

Specific for the situation when “¢AM Smart” Mobile App and Online Service App are in the
same device,

(@) In the scenario (2) when invoking “iAM Smart” Mobile App (i.e., “iAM Smart” API: Open
“1AM Smart” Mobile App for Getting Context), Online Service App is required to provide
“source” and “redirectURI” parameters. Online Service can specify “source” parameter as
“App_Scheme” (for URL Scheme) or “App_Link” (for iOS Universal Link/Android App
Link) depending on its implementation method and the information submitted at Online
Service registration. The “source” provides information for how “iAM Smart” Mobile App
can invoke Online Service App to return Online Service the authCode for authorisation of
anonymous “iAM Smart” API access (i.e., “i1AM Smart” API: Callback with authCode to
Online Service App):

® If Online Service specify “source” = “App_Scheme”, then “1AM Smart” System will
consider it as Online Service App and using URL Scheme to invoke the Online Service
App. Online Service should specify the corresponding URL Scheme in
“redirectURI” and “1AM Smart” System will verify it with the URL Scheme submitted
at Online Service registration.

® If Online Service specify “source” = “App_Link”, then “iIAM Smart” System will
consider it as Online Service App and using Universal Link/App Link to invoke the
Online Service App. Online Service should specify the corresponding Universal
Link/App Link in “redirectURI” and “iAM Smart” System will verify it with the
Universal Link/App Link submitted at Online Service registration.

(b) In the scenario (3) when Online Service backend invokes the required “iAM Smart” API
(e.g., “1AM Smart” APIL: Request Form Filling), Online Service backend is required to
provide “source” parameter. Online Service can specify ‘“source” parameter as
“App_Scheme” (for URL Scheme) or “App_Link” (for 10S Universal Link/Android App
Link) depending on its implementation method and the corresponding scheme or link
information submitted to “1AM Smart” System during Online Service registration. “1AM
Smart” System will query such scheme or link information using the “source” provided for

“1AM Smart” Mobile App to invoke Online Service App.

3.2.2 Process of Common API Request and Response Parameters

There are common parameters defined in the HTTP request header, HTTP request body of
“IAM Smart” POST APIs. Common parameters are also defined in the “1AM Smart” POST
API response body and Online Service callback API request body. This section describes
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how these common parameters should be prepared and processed by Online Service.

Relevant information can be found in the “iAM Smart” API Specification.

Common parameters in the HTTP request header and body of “iAM Smart” POST APIs:

Request

Parameters

Description

Request
Header

clientlD

The Client Identity provided by “iAM Smart” System during Online

Service registration.

signatureMethod

Name of signature algorithm used to compute the POST request signature
Currently only support HmacSHA256 and its value must be set to

“HmacSHA256”, case sensitive.

timestamp

The timestamp is a number expressed in the number of milliseconds since
January 1, 1970 00:00:00 GMT. It must be greater than or equal to the
timestamp of previous request submitted by Online Service. “iAM
Smart” System compares the timestamp with system time and treats it as

valid when the difference is within 60 seconds.

nonce

A unique, non-repetitive random string for each request submitted by
Online Service. Itis used with timestamp to prevent Replay Attack. Its

value cannot be repeated within 60 seconds.

signature

It is a HmacSHAZ256 digital signature signed by Online Service using its
client secret (paired with the clientID) provided by “iAM Smart” System
during Online Service registration. The object to be signed includes the
parameters concatenating in the following sequence:
clientiD + signatureMethod + timestamp + nonce + encrypted
request body

All parameters are case sensitive.

Request
Body

content

Its value is created using API data encryption. It is BASE64 encoded

with the following components concatenating in the following sequence:
Content value: 4 bytes IV length + IV + ciphertext

IV is the initialisation vector of the encryption algorithm

“AES/GCM/NoPadding” used in API data encryption. The ciphertext is

the encrypted textual content of request body of the “iAM Smart” POST

API. Details of API data encryption can be referred to Section 3.3.

Common parameters in the “iAM Smart” POST API response body and Online Service

callback API request body:
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Response/
Callback

Parameters

Description

Response/
Callback
Body

txID

It is a unique transaction ID allocated by “IAM Smart” System for the
Online Service request. Online Service is suggested to record this
transaction ID for future reference or problem diagnostics.

code

It is the return code of the processing result of the “iAM Smart” API
invoked by Online Service. For details, please refer to “1AM Smart”

API Specification.

message

It is the text description of the “code” parameter.

secretKey

It exists only in Online Service callback API request body. Its value is
the encrypted CEK of Online Service (in AES256 format) using Online
Service’s KEK based on RSA algorithm. It is BASE64 encoded.
Details of CEK and KEK can be referred to Section 6.1 of “iAM Smart”
API Specification.

content

Its value is created using API data encryption. It is BASE64 encoded
with the following components concatenating in the following sequence:
Content value: 4 bytes IV length + IV + ciphertext
IV is the initialisation wvector of the encryption algorithm
“AES/GCM/NoPadding” used in API data encryption. The ciphertext
is the encrypted textual content of the JSON data inside “content” of the
“4AM Smart” POST API response body and Online Service callback
APIs request body. Details of API data encryption can be referred to
Section 3.3.

Common parameters in JSON data of the “iAM Smart” APIs request body:

Request/
Callback

Parameters

Description

Request
Body

businessID

It is a unique identifier generated by Online Service for identifying the
business request of Online Service for invoking the “iAM Smart” APL.
It will be returned to Online Service via the corresponding Online
Service callback API.  For Online Service, it is used to match the result
returned via Online Service callback APl and thus should not be
repeated. It is recommended to use 36-byte UUID number (ASCII

character set) for this parameter.

accessToken

It is the accessToken Online Service retained after authentication of the
“1IAM Smart” user and must be still valid. accessToken can be used
multiple of times before expiry except that requested through the

anonymous “iAM Smart” APIs which can only be used once.
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Request/
Callback

Parameters

Description

openlD

It is the Tokenised ID of the “iAM Smart” user. Online Service should
ensure the accessToken and Tokenised ID are in pair and belongs to the

target “iAM Smart” user for the request.

source

It can be “App Scheme” (for URL Scheme), “App Link” (for iOS
Universal Link/Android App Link), or the user agent’s name value of
the browser. Please refer to Appendix B of the “iAM Smart” API
Specification for the list of source values. It is used by “iAM Smart”
System to determine how to process the interaction with the Online
Service client terminal after receiving the “iAM Smart” API call.

Please refer to Section 3.2.1 for details.

redirectURI

It is the callback URI of Online Service. It is used by “iAM Smart”
System to return the result via Online Service callback API and its value
must match with the value provided by Online Service during

registration to “iAM Smart” System.

state

It is an optional parameter to prevent CSRF attack. The value of “state”
is defined and managed by Online Service. It is recommended to use
36-byte UUID number (ASCII character set) or less with random value.
It will be returned to Online Service via the corresponding callback API
and Online Service is suggested to verify this value to prevent CSRF

attack.

3.2.3 Process of Common Errors Returned from “iAM Smart” APIs

There are two tiers of errors returned from “iAM Smart” System: HTTP error and application
error returned from “1AM Smart” APIs (given in parameter “code” or “error code” in the POST
response, Online Service callback APl and URL Scheme). For application error, the
parameter “message” presents the error description.

Common application errors are listed below:

Error Code

Parameters in

Error Description Suggested Action

POST request

Common Error Code

D20000

unknown exception N/A Unknown error happened in “iAM

Smart” System. Retry later or contact
“IAM Smart” System administrator if

problem persists.
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Parameters in

Error Code Error Description Suggested Action
POST request
D20001 parameter  {%s} is | All parameters in | Check parameter in {%s} is provided
missing request
D20002 empty parameter {%s} | All parameters in | Check parameter in {%s} provided has
request correct value and format
D20003 invalid parameter {%s} | All parameters in | Check parameter in {%s} provided is
request defined in the corresponding API
D20004 duplicated request “timestamp”, Check same “timestamp” and “nonce”
“nonce” are used in different requests submitted
D20005 unsupported  signature | “signatureMethod” | Check signature method is supported by
method “IAM Smart” System and its value must
be “HmacSHA256”, case-sensitive
D20006 signature  verification | “signature” 1. Check correct client secret is used to
failed calculate signature
2. Check any missing fields or incorrect
field sequence when generating signature
D20007 unsupported source “source” For Online Service Website, check
browser user agent value is one of the
browsers supported by “iAM Smart”
System (Please refer to Appendix B of
“IAM Smart” API Specification for
details.)
For Online Service App, check the source
is “App_Scheme” or “App_Link” (Please
refer to Appendix B of “1AM Smart” API
Specification for details).
D20008 unregistered “redirectURT” Check value is registered with “iAM
redirectURI Smart” System
D20009 accessToken not exist or | “accessToken” 1. Check correctness of accessToken
expired 2. Check accessToken is not expired
D20010 openlD not exist “openiD” Check validity of openID
D20011 duplicated businessID “businessID” Check uniqueness of businessID
D20012 insufficient scope “scope” Check authorisation scope(s) requested
is/are sufficient for invoking the
corresponding “iAM Smart” API
D20012 Forbidden N/A Check your endpoint is requested in the

application form.
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Error Code

Parameters in

Error Description
POST request

Suggested Action

D20015

Scope mismatch N/A

Online service shall verify the scopes
approved for the client id in ESP and the
scopes configured in Online Service
catalogue.

Encryption/Decryption Error Code

D30001 key encryption key not | N/A Check whether Online Service public key
exist or expired certificate (i.e., KEK) has been registered
with “iAM Smart” System or it is expired
D30002 content encryption key | N/A 1. Check validity of CEK
not exist or expired 2. Check CEK is not expired
3. Check value of “content” is BASE64
encoded
D30003 encryption exception N/A Unknown error when performing API
data encryption in “iAM Smart” System:
please contact “IAM Smart” System
administrator if problem persists
D30004 decryption exception N/A API data decryption failed: check validity

of encrypted “content”, encryption
process and validity of initialisation

vector 1V

A list of common HTTP errors which may be returned from “1AM Smart” System:

Error Code

Error Description

Suggested Action

302 Found

The requested resource  resides

temporarily under a different URI.

Browser directs or initiates request to new

address.

400 Bad Request | The request could not be understood by

the server due to malformed syntax.

Check syntax and correctness of the HTTP

request and its parameters

401

Unauthorised

The request has not been applied
because it lacks valid authentication

credentials for the target resource.

No authorisation: please contact “iAM

Smart” System Administrator

403 Forhidden

The server understood the request but is

refusing to fulfil it.

1. “1AM Smart” System verifies the request
header anti-replay parameter to be empty or
illegal: check parameters and re-request

2. “iAM Smart” System request is detected
as Replay: check if timestamp and nonce

parameters meets the requirements
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Error Code

Error Description

Suggested Action

3. “iAM Smart” System verifies the
signature verification parameter to be
empty or illegal: check the parameters and
re-request

4. “1AM  Smart” System signature
verification fails: check if the signature rule
is incorrect and re-request after
modification

5. “iAM Smart” System business data
decryption fails: check if the encryption
rule is incorrect and re-request after

modification

404 Not Found

The server has not found anything

matching the Request-URI.

Check if interface address is correct

429 Too Many

The user has sent too many requests in

“IAM Smart” System is busy: resubmit

Requests a given amount of time. request after a period of time (e.g., 30s) or
contact “iAM Smart” System administrator
if problem persists

500 Internal The server encountered an unexpected | Retry later, or contact “iAM Smart”

Server Error

condition which prevents it from

fulfilling the request.

System administrator

503 Service

Unavailable

The server is currently unable to handle
the request due to a temporary
overloading or maintenance of the

Server.

Retry later, or contact “iAM Smart”

System administrator
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3.3 API DATA ENCYPTION AND DECRYPTION

HTTPS will be used to secure communication channels between Online Services and “iAM
Smart” System. However, there are chances that the data transferred by HTTPS could be
eavesdropped or manipulated by malicious service providers in some special situations. To
protect the data in transit, an additional layer of data encryption will be applied to all APIs
POST request and response body (except the API that Online Service request for getting the
data encryption key). The response body of all Online Service callback POST APIs invoked
by “1AM Smart” System will also be encrypted using the same key and method as described in
this section. The process is as below:

1.  Online Service requests for data encryption key from “1AM Smart” System;
2. “iAM Smart” System generates an AES256 symmetric data encryption key;

3. “iAM Smart” System stores the generated key and returns to the Online Service who
initiated the request in secure manner;

4.  For subsequent interactions between Online Service and “iAM Smart” System, business
data will be encrypted by the generated key;

5. Both “1AM Smart” System and Online Service will use the same key to decrypt the API
data;

(Note: For the callback to Online Service, considering that CEK may time out when “iAM
Smart” System received the request and consequently be regenerated, the encrypted CEK
(probably new) will be returned to Online Service in the Online Service callback API.
Online Service should use the CEK in callback body for data decryption, but does not
retain this CEK.)

6.  If the generated key is expired, Online Service have to request a new key and repeat the
above process.
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3.3.1 Workflow for Encryption and Decryption

The following diagram describes the detailed workflow how Online Service can request data
encryption key, perform encryption and decryption with the key, and request for another new
encryption key if the existing key is expired:

e-Service Server IAM Smart Server
1
) 1. Request symmetric encryption Request 2. Generate symmetric content
key request encryption key (CEK)
3. Encrypt CEK using e-Service
4. Do_ecrypt_the encrypted CEK . Return encrypted | certificate (KEK) submitted
using private key of KEK CEK . -
during the on-boarding process
5. Generate |V, encrypt business
data using IV & CEK, request Request 6. Verify if CEK is valid
with encrypted data and IV
Yes ;
No (return error response code 7. vdid?
Request CEK ( P
10. Check response code
Yes
|
8. Decrypt business data using IV
& CEK
Return encrypted data
1. Get key em0) and response code

code?

9. Generate IV, encrypt response
No using IV & CEK, response with
il encrypted dataand IV

Decrypt encrypted data using 1V
& CEK

Figure-1 Application of Content Encryption Key and Procedures of Encryption and Decryption
(Perform by Online Service)

Step 1. Online Service requests for data encryption key from “iAM Smart” System
through invoking “1AM Smart” API;

“IAM Smart” API (POST: Request Symmetric Content Encryption Key),

Step 2. “IAM Smart” System generates an AES256 content encryption key (“CEK”) for
the Online Service and saves it in “iAM Smart” System;
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Step 3. “1AM Smart” System encrypts the CEK using the public key certificate A (“KEK”)
provided by the Online Service in registration to “iAM Smart” System based on
RSA algorithm, and returns the encrypted CEK, key expiry time to the Online
Service;

Step 4. Online Service decrypts the encrypted CEK using the private key of its KEK and
saves it and its key expiry time;

Step 5. Before Online Service calling APIs of “iAM Smart” System, Online Service
should check whether its CEK is still valid and use it to encrypt all the JSON data
of the POST request body as ciphertext using encryption algorithm
“AES/GCM/NoPadding”. This algorithm requires an initialisation vector (“IV”)
which is provided by Online Service. The ciphertext, IV and length of IV are
then concatenated in the following sequence and BASE64 encoded to formulate

the value of JSON name/value pair called “content™:
Content value: 4 bytes IV length + IV + ciphertext

Step 6-7.  After receiving the Online Service request, “i{AM Smart” System first checks
whether the KEK, CEK of the Online Service exist or expired and returns with
corresponding error code if required,;

Step 8. “IAM Smart” System extracts the initialisation vector IV from the Online Service
request and decrypts the JSON data of the POST request body using Online
Service's CEK and IV. “iAM Smart” System then validates the request
parameters and returns error response to Online Service if required,;

Step 9. After “iAM Smart” System has processed the request, it generates its initialisation
vector IV and encrypts all the JSON data of POST response (except “txID”, “code”
and “message”) as ciphertext using the valid Online Service's CEK (i.e., CEK is
not expired) and IV by the same encryption algorithm (“AES/GCM/NoPadding”):

* For “1AM Smart” POST API response, if CEK does not exist or expires,

corresponding error code will be returned.

* For Online Service callback, if CEK is expired, “1AM Smart” System will re-

generate a new CEK for the Online Service to perform the encryption.

The ciphertext of encrypted POST response / callback JSON data, 1V and length
of IV are then concatenated in the following sequence and BASE64 encoded to

formulate the value of JSON name/value pair called “content”:
Content value: 4 bytes IV length + IV + ciphertext

For Online Service callback, the CEK used for this encryption (e.g., new CEK)
will also be encrypted using Online Service's KEK and BASE64 encoded, and
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will be returned to Online Service as part of the POST callback body as JSON
name/value pair called “secretKey”;

Step 10-11. For the response received, the Online Service should first check whether the
return code contains any key-related error code such as “key does not exist or has
been expired”. For “iAM Smart” POST API response, if there are no such key-
related errors, Online Service should use its CEK and IV (extracted from
“content”) to decrypt the response data. For Online Service callback, Online
Service should decrypt the CEK from “secretKey” parameter in the callback body
using its KEK’s private key and then use this CEK and IV (extracted from
“content”) to decrypt the callback data. Online Service should request for a new
CEK when it is expired.

3.3.1.1 Implementing (1) POST: Request Symmetric Content Encryption Key

e-Service Server iAM Smart Server

1. Request symmetric encryption
] key

2. Generate symmetric content
encryption key (CEK)

Request

4. Decrypt the encrypted CEK ‘_Return encrypted__| 3. Encrypt CEK using e-Service

: . certificate (KEK) submitted
using private key of KEK | CEK | during the on-boarding process

Pre-conditions
e Online Service can access the private key of its KEK.
® Online Service has registered to “1AM Smart” System and uploaded its KEK.

Post-conditions
® Online Service decrypts CEK received from “iAM Smart” System using the private key of

its KEK and saves the CEK and its key expiry time.

Error conditions
e For common errors, please refer to Section 3.2.3.

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.
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Notes

® Online Service should ensure the KEK registered to “i1AM Smart” System is valid and keeps
the private key of KEK. The KEK used for this “iAM Smart” API should be bound to the
same clientID allocated to Online Service by “iAM Smart” System.

® If the current CEK for Online Service is not expired, “iAM Smart” System will return the
same CEK to Online Service with “issuecAt” and “expiresIn” unchanged.

e For common parameters in request and response, please refer to Section 3.2.2.

® Response parameter “secretKey”: It is a CEK generated by “iAM Smart” System for the
Online Service and is encrypted using the RSA algorithm and the latest Online Service's
KEK. Online Service should use the private key of its KEK to decrypt “secretKey” to get
the CEK.

® Response parameter “pubKey”: It is the latest Online Service’s KEK that is used to encrypt
the CEK to form value of “secretKey”. Online Service may make use “pubKey” to locate
the corresponding private key.

® Response parameter “issueAt”: It is the issue time of CEK expressed in the number of
milliseconds since January 1, 1970 00:00:00 GMT.

® Response parameter “expiresIn”: It is the validity period of CEK expressed in milliseconds.

3.3.1.2 Implementing (2) POST: Revoke Symmetric Content Encryption Key
This APl allows Online Service to revoke symmetric Content Encryption Key when necessary.
Pre-conditions

e Nil

Post-conditions
e Nil

Error conditions
e For common errors, please refer to Section 3.2.3.

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes

e Each Online Service can only request for one CEK. When CEK was revoked, Online
Service is required to request for a new CEK.
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3.3.2

3.3.3

Encryption & Decryption Scope and Examples
Please refer to “1AM Smart” API Specification.

Proper Handling of Encryption and Decryption

Online Service shall handle the following scenarios properly in their system design:

Due to unexpected reasons, Online Service may receive Encryption/Decryption Error Code.
Online service shall perform retry of the “Request Symmetric Content Encryption Key” API
specified in section 6.3.1.1 of “iAM Smart” API Specification to obtain the latest CEK and
try to decrypt content with such CEK when it is received.

Due to operational needs, the “expiresIn” response parameter of the “Request Symmetric
Content Encryption Key” API specified in section 6.3.1.1 of “iAM Smart” API Specification
may dynamically change, Online Service shall calculate the expiry time of the CEK with
“issueAt” and “expiresIn” response parameters.

Under certain circumstances, “iAM Smart” API service may be unavailable for a certain
period of time. The Online Service shall prepare the fallback procedures (e.g., switch to paper
mode, prevent users from accessing “iAM Smart” functions, etc.)

When there are too frequent API requests from an Online Service, the Online Service may
receive HTTPS status Code 429, “Too Many Requests”.  Online service shall store the CEK
to avoid unnecessary “Request Symmetric Content Encryption Key” API request (see section
6.3.1.1 of “iAM Smart” API Specification)

“1AM Smart” API Online Service has to use the old private key to decrypt the CEK until the
expiry time. Online service shall match the public key returned from the “Request Symmetric
Content Encryption Key” API response to determine which private key should be used for the
decryption

Even a new KEK is configured for effective in a specified period, the existing CEK will still
be returned through the “Request Symmetric Content Encryption Key” API specified in
section 6.3.1.1 of “iAM Smart” API Specification and encrypted by the old KEK until the
expiry of the existing CEK. To use the new KEK, Online Service shall request a new CEK
through the “Revoke Symmetric Content Encryption Key” and “Request Symmetric Content
Encryption Key” APIs specified in sections 6.3.1.2 and 6.3.1.1 respectively of “iAM Smart”
API Specification or to request a new CEK after its expiry through the same APIs.
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3.4 WORKFLOWS FOR AUTHENTICATION

3.4.1 Scenario 1: Authentication (Online Service Website in Different Device)

The sequence diagram below shows how Online Service website leverages the “1AM Smart”
System to perform user authentication when the “iAM Smart” Mobile App is installed in a
separated mobile device.

iAM Smart
core system

14. Redirect to

3. Redirect to iAM

. iAM Smart
user browser e-Service server| .
; | : mobile app|
1 1.Click | | ! [
loginby .M I |
iAM Smart | 2. Send login : |
request __['] !
I
I
I

iAMS&:

Smart core system
<« Y

equest QR/App broker pa:ge
|

<

l
tomatically request QR page
T

9. Long polling

how QR login page to usd][

\ 4

10. Scan QR by
app and confi

A
m

M Smart mobile

login request —

|

11. Login process

13. Return result

12. Perform checking

=

2 15. Redirect to

14. Redirectto e

response for step 9)

-Bervice callback URL Wit}] auth _code
|
[

Step 1.

Step 2.

Step 3-5.

A\ 4

e-Service K- ——— 44— - - - - ————————— =
|
< 16. Redirect to :
callback URL » :
3 17. Request access_ﬂoken by auth_code
|
|

|
< 19 Return access_token and tokenised ID__

L

18. Check auth_code

, 21. Login success

<

A. User matching:

Figure-2 Authentication (Online Service Website in Different Device)

User clicks “Login by iAM Smart” button on Online Service Website;

Online Service Website initiates login request to Online Service Server with the

browser's user agent value (for use as value for request parameter “source”);

Online Service Server prepares the request parameters such as “clientID”,

“redirectURI”, “source

29
3

13

the “1AM Smart” API using browser redirection;

scope”, etc. and constructs the GET request to invoke
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Step 6-8.

Step 9.

Step 10-11.

Stepl2-13.

Step 14-16.

Step 17-109.

Step 20.

Step 21.

“IAM Smart” API (GET: Request OR page)

“UIAM Smart” System returns the broker page (if Online Service has set
“brokerPage” to “true”) and after the broker page fails to find the “iAM Smart”
Mobile App, it will request QR page to be displayed in browser. If Online
Service does not request for broker page (i.e., no broker page will be returned),
the browser will directly display QR Code page;

QR Code page of “iAM Smart” System polls “iAM Smart” System for the QR
Code status;

“IAM Smart” user logs in “iAM Smart” Mobile App to scan the QR Code and
confirms Online Service's login request;

“IAM Smart” System verifies the validity of QR code and other necessary
information, and responses the login result to “iAM Smart” Mobile App (e.g.,
login success and inform “iAM Smart” user to proceed in Online Service, invalid
/ expired QR code, etc.);

QR Code page of “iAM Smart” System receives the polling result returned by
“IAM Smart” System (i.e., response for the polling in Step 9) which includes
authCode or any error code (e.g., “iAM Smart” user rejects the login request),
assembles and invokes the Online Service callback API given in “redirectURI”
using browser redirection;

Online Service Callback APl (GET: Callback with authCode to Online Service
Server)

When Online Service Server gets the authCode, it should invoke the “iAM Smart”
API to obtain the accessToken and the Tokenised ID (i.e., openlD) of the “iIAM

Smart” user. API data encryption is required;
“tAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server then performs user matching using the Tokenised ID with
its user repository and determines the result of this login request;

The Online Service Website shows the login result (e.g., successful when
Tokenised ID matched with a user account of Online Service).
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3.4.1.1 Implementing (1) GET: Request QR page

iAM Smart iAM Smart

user browser e-Service server| .
mobile app core system

1 _ 3. Redirect to iAM |
4. Redirect to Smart core system I
|
|

iAM Sm Ko ——=====—1
< 5] Request QR/App broker page o
T Ll

Pre-conditions

e Online Service should determine all the authorisation scopes required for this authentication
request.

e Online Service should detect the browser's user agent name.

)

® Online Service Website can use the optional “brokerPage” parameter (Details please refer
to Section 3.2.1), or determine whether the browser and “iAM Smart” Mobile App are on
different devices or not by using its program code (e.g., the browser's agent name, client
configure check). For browser type supported by “1AM Smart” System, please refer to
Appendix B of “iAM Smart” API Specification.

® Online Service should determine if it would generate the optional “state” request parameter
to prevent CSRF attack. The “state” will be returned to Online Service for checking
through the Online Service callback API for receiving the authorisation code from “iAM
Smart” System in Step 16.

Post-conditions
® The browser will show the QR Code page of “iAM Smart” System with a “Return” button
to allow user to return to Online Service.

Error conditions
® This “iAM Smart” API does not return JSON response (i.e., no application error will return).
For common errors, please refer to Section 3.2.3.

Request Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e For common parameters, please refer to Section 3.2.2.

® Request parameter “responseType”: Value must be 'code’.

® Request parameter “source”: Value should be the browser's user agent value.

® Request parameter “redirectURI”: This is Online Service URL for receiving the
authorisation code. The value should be URL encoded. For details, please referred to

44



“1AM Smart” API Specification “Callback with authCode to Online Service Server”. The
value must be the same as provided during Online Service registration.
® Request parameter “scope”: All authorisation scopes required for this authentication request
should be specified. Multiple values should be separated by space (e.g., eidapi_auth
ediapi_eMe eidapi_sign). The value should be URL encoded.
Request parameter “ticketID’”: Not required in this scenario.
Request parameter “lang”: Display language of the QR code page.
Request parameter “state”: The value should be URL encoded.

Request parameter “brokerPage”: Value should be set to “false” in this scenario. For
details, please refer to Section 3.2.1.

3.4.1.2 Implementing (2) GET: Callback with authCode to Online Service Server

iAM Smart iAM Smart

user browser e-Service server| .
mobile app core system

2 . 14. Redirect to e-Service callback URL Wit"\ auth _code
15. Redirect to response for step 9)

. |
e-Service €= ———————— T ———————— m—————————

|

16. Redirect to !

callback URL :

|

Pre-conditions
® “iAM Smart” user has scanned the QR Code using “1AM Smart” Mobile App and authorised
Online Service's authentication request.

® “iAM Smart” user can also reject the authentication request in “1AM Smart” Mobile App.

Post-conditions
e authCode will be expired in 1 minute and Online Service can only use the authCode once

for requesting the accessToken from “1AM Smart” System.

Error conditions
® This Online Service callback APl is a HTTP GET request. If parameter “error code” is
returned, it means the authentication request is failed.

Error Code Error Description Suggested Action
error_code - D40000 User cancelled authentication Inform user the authentication
request request is cancelled
error_code - D40001 User rejected authentication request | Inform user the authentication

request is rejected

error_code - D40002 Failed to authenticate Inform user the authentication

request is failed and retry later
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The error_code D40003 (authentication request timeout) does not appear in this scenario.
For the QR code timeout or request confirmation timeout in the “iAM Smart” Mobile App,
message will be prompted in the corresponding user interface.

Callback Parameters
® Please refer to “1AM Smart” API Specification.

Notes

® Callback parameter “businessID”: Not required in this scenario.

® Callback parameter “code”: It is the authCode for requesting the accessToken from “iAM
Smart” System. Its validity is 1 minute and can only be used once.

e If “iAM Smart” user rejects the authentication request or other errors occur, “error code”
instead of “code” will be returned.

3.4.1.3 Implementing (3) POST: Request accessToken & Tokenised ID

. iAM Smart iAM Smart
user browser e-Service server| .
mobile app core system
3 17. Request access_foken by auth_code 18. Check auth_code

Pre-conditions

e Online Service should request the accessToken using a valid authCode. authCode is valid
for 1 minute and should not be used more than once.

e API data encryption is required.

Post-conditions

e API data decryption is required.

e Online Service should save the accessToken and Tokenised ID for subsequent access to
other “iAM Smart” APIs.

® The validity period of accessToken is given in the response parameter “expiresin”.

e The accessToken can be used multiple of times before expiry.

e Depending on its business needs, Online Service may also keep and check other response

29 ¢¢

parameters such as “userType”, “scope” to determine subsequent actions to access to other

“IAM Smart” APlIs.
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Error conditions

For common errors, please refer to Section 3.2.3. Other error for this “iAM Smart” API
includes:

Error Code Error Description Suggested Action

code - D40004 authCode not exist or expired Check authCode, or redo authentication

Request and Response Parameters

Please refer to “1AM Smart” API Specification.

Notes

For common parameters in request and response, please refer to Section 3.2.2.
Request parameter “code”: It is the authCode for requesting the accessToken from “iAM

Smart” System. Its validity is 1 minute and can only be used once.

® Request parameter “grantType”: Value must be “authorization_code”.

29 ¢ 29 (154 99 ¢¢

® Response Parameters “accessToken”, “tokenType”, “issueAt”, “expiresln”: These are the

accessToken information of the “1AM Smart” user. The accessToken is issued by “i1AM
Smart” System at time specified by “issueAt” and valid for the period specified in
“expiresIn”. The “tokenType” must be “Bearer”.

Response parameter “openID”: It is the Tokenised ID of the “iAM Smart” user for the
Online Service. The Tokenised ID of an “1AM Smart” user for different Online Services
are different. Online Service can use it to verify if the “iAM Smart” user has linked with
any user account in Online Service user repository.

Response parameter “lastModifiedDate™: It is the last update timestamp of “iAM Smart”
user's CFD information in his/her “iAM Smart” Profile.

Response parameter “userType”: It is the type of the “1AM Smart” account owned by the
“IAM Smart” user. It is either “default” (i.e., default “iAM Smart”) or “sign” (i.e., “i1AM
Smart” with digital signing function) and only “userType” with value “sign” is given an
“i{AM Smart” e-Cert to carry out digital signing operation.

Response parameter “scope’: It is the authorisation scope of the accessToken and it should
match with the authorisation scope requested by Online Service in Step 5.
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3.4.2 Scenario 2: Authentication (Online Service Website in Same Device)

The sequence diagrams below show how an Online Service website leverages the

“IAM

Smart” System to perform user authentication when the “iAM Smart” Mobile App is installed

in the same mobile device.

- iIAM Smart
user browser e-Service server| .
mobile app
I . I T
| 1. Click | |
] login by I I
e | |
IAM Smart | 2.Send login request L
| |

iAM Smart
core system

3. Redirect to iIAM

14- Redirect to Smart core system

iAM Sm Dttty
< 5] Request QR/App broker page
T
i
< 6] Return QR/App broker page
7. Lang polling

C

8. Automatically opep i

JAM Smart mobile app,

2 15. Redirect to

9. Confirm Ipglin request
| -
: 10. Login process
| Lad
|
I 12 Return result__
|
| ) 13. Open griginal browser
| el L
1 1
14. Redirect|to e-Service callback UR:L with auth _code

16. Redirect to
callback URL

e-Service

»
»

(response for step 7)i

—— -1

Step 1.

Step 2.

Step 3-5.

A 4

, 21. Login success
.

|
|
|
20. User matchingi

11. Perform checking

18. Check auth_code

Figure-3 Authentication (Online Service Website in Same Device)

User clicks “Login by iAM Smart” button on Online Service Website;

Online Service Website initiates login request to Online Service Server with the

browser's user agent value (for use as value for request parameter “source”);

Online Service Server prepares the request parameters such as “clientID”,

“redirectURI”, “source” (set as browser's user agent value), “scope”, “brokerPage”
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Step 6.
Step 7.
Step 8-9.

Step 10.

Step 11-13.

Step 14-16.

Step 17-19.

Step 20.

Step 21.

(set as “true”). etc. and constructs the GET request to invoke the “i1AM Smart”
API using browser redirection;

“IAM Smart” API (GET: Request QR Page)
“IAM Smart” System returns the broker page to the Online Service Website;
Broker page of “1AM Smart” System polls “iAM Smart” System for further action;

Broker page invokes the “iAM Smart” Mobile App in the same device
automatically and sends it the relevant parameters. “iAM Smart” user logs in
the “iAM Smart” Mobile App;

“IAM Smart” user confirms the Online Service login request in “iAM Smart”
Mobile App and “iAM Smart” Mobile App submits the login request to “iAM
Smart” System;

“1AM Smart” System verifies the validity of necessary information, and responses
the login result to “1AM Smart” Mobile App. “1AM Smart” Mobile App invokes
the original Online Service browser (i.e., using the browser's user agent value
submitted);

Broker page of “iAM Smart” System receives the polling result returned by “iAM
Smart” System (i.e., response for the polling in Step 7) which includes authCode
or any error code (e.g., “i1AM Smart” user rejects the login request), assembles
and invokes the Online Service callback API given in “redirectURI” using
browser redirection;

Online Service Callback APl (GET: Callback with authCode to Online Service
Server)

When Online Service Server gets the authCode, it should invoke the “1AM Smart”
API to obtain the accessToken and the Tokenised ID (i.e., openID) of the “iAM

Smart” user. API data encryption is required;
“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server performs user matching using the Tokenised ID with its
user repository and determines the result of this login request;

The Online Service Website shows the login result (e.g., successful when
Tokenised ID matched with a user account of Online Service).
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3.4.2.1 Implementing (1) GET: Request QR Page

iAM Smart iAM Smart

user browser e-Service server| .
mobile app core system

1 . 3. Redirect to iIAM
4. Redirect to <Smar‘c core system

| |
| |
iAM Smart—| K= —————=———1 : :
5/ Request QR/App broker pailge '
|
I

Pre-conditions
® Please refer to Section 3.4.1.1.

o)

dv

Post-conditions
® Online Service browser will display the broker page returned by “i1AM Smart” System and
“iAM Smart” Mobile App is launched automatically.

Error conditions
® Please refer to Section 3.4.1.1.

Request Parameters
e Please refer to Section 3.4.1.1.

Notes
e Please refer to Section 3.4.1.1 except the following parameter:
- Request parameter “brokerPage”: Value should be set to “true” in this scenario. Broker
page invokes the “IAM Smart” Mobile App in the same device automatically. For
details, please refer to Section 3.2.1.

3.4.2.2 Implementing (2) GET: Callback with authCode to Online Service Server

- iAM Smart iIAM Smart
user browser e-Service server .
mobile app core system
.

215. Redirect to 14. Redirgct|to e-Service callback URIL with auth _code

e-Service K —————— — 1 J-——=————==- -
|
16. Redirect to |
calloack URL :
I
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Pre-conditions
® “iAM Smart” user has authorised the authentication request of Online Service in “iIAM
Smart” Mobile App.

® “IAM Smart” user can also reject the authentication request in “iAM Smart” Mobile App.

Post-conditions
® Please refer to Section 3.4.1.2.

Error Conditions
® Please refer to Section 3.4.1.2.

Callback Parameters
® Please refer to Section 3.4.1.2.

Notes
® Please refer to Section 3.4.1.2.

3.4.2.3 Implementing (3) POST: Request accessToken & Tokenised ID

iAM Smart iAM Smart

user browser e-Service server| .
mobile app core system

i
3 17. Request access_foken by auth_code 18. Check auth_code

I Lad
I >
19 Return access_tgken and tokenised ID_ | |,

Please refer to Section 3.4.1.3.
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3.4.3 Scenario 3: Authentication (Online Service App in Different Device)

The sequence diagram below shows how Online Service mobile application leverages the

“1AM Smart” System to perform user authentication when the “iAM Smart” Mobile App is

installed in a separated mobile device.

| user | e-Service app| |in—app browser| |e Service server| IAM Smart JAM Smart
mobile app core system
| 1Clicklogin | | | | |
L by iAM Smart _ L : | | |
" 2. Send login yequest L : :
| | |
| | |
_ _3.ReturniAM Srfart QRIApD URL _ : :
| | |
| | |
4. Open browser _ : : :
L | |
1 5. Requpst QR login page : N :
i >
|
|
|

Step 1.

Step 2-3.

Step 4.

8. Scan QR hy|iAM Smart mobile app & confirm login requles

6. Show QR login page to user

7. Long|polling

A 4

__________________________________{

Y

9. Login process 10. Perform checking
—

>

11. Return result

< __________
2 12. Redirect to[e{Service callback URL wiih auth _code
(response for step 7) |
e ——— - A
13. Redirect to :
e-Service 14. Redirect to |
callback URL :
T
3 15. Request access_lloken by auth_code | l16lcheck auth_code
| ™
| >
|
17. Return access_token & tokenised ID
g T o 4]

|
; |
<1_9._L2g£n_su_cc_es_s 4% User matching !

20. Login success

[
[
{

-
|
|
|
I

Figure-4 Authentication (Online Service App in Different Device)
User clicks “Login by iAM Smart” button in Online Service App;

Online Service App determines there is no “iAM Smart” Mobile App in the device
using program code, requests Online Service Server to prepare the request
parameters including “clientID”, “redirectURI”, “scope”, “source” (set as in-app
browser’s user agent value), “brokerPage” (set as “false”), etc. and constructs the

GET request to invoke the “iAM Smart” API by Online Service App;

Online Service App invokes in-app browser (Safari for i0OS, Chrome for Android)
to submit the GET request and keeps synchronise with Online Service server for

the status of the login request;
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Step 5-6.

Step 7.

Step 8-9.

Step10-11.

Step 12-14.

Step 15-17.

Step 18.

Browser opens the GET request to invoke the “i1AM Smart” API and QR Code
page will be shown;

“IAM Smart” API (GET: Request OR page)

QR Code page of “iAM Smart” System polls “iAM Smart” System for the QR
Code status;

“IAM Smart” user logs in “iAM Smart” Mobile App to scan the QR Code and
confirms Online Service's login request;

“IAM Smart” System verifies the validity of QR code and other necessary
information, and responses the login result to “iAM Smart” Mobile App (e.g.,
login success and inform “iAM Smart” user to proceed in Online Service, invalid
/ expired QR code, etc.);

QR Code page of “iAM Smart” System receives the polling result returned by
“IAM Smart” System (i.e., response for the polling in Step 7) which includes
authCode or any error code (e.g., “iAM Smart” user rejects the login request),
assembles and invokes the Online Service callback API given in “redirectURI”
using browser redirection;

Online Service Callback APl (GET: Callback with authCode to Online Service
Server)

When Online Service Server gets the authCode, it should invoke the “1AM Smart”
API to obtain the accessToken and the Tokenised ID (i.e., openID) of the “1AM

Smart” user. API data encryption is required;
“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server then performs user matching using the Tokenised ID with
its user repository and determines the result of this login request;

Step 19-20. The Online Service App shows the login result (e.g., successful when Tokenised

ID matched with a user account of Online Service).

3.4.3.1 Implementing (1) GET: Request QR page

. - . iAM Smart i
| user | |e—SerV|ce app| ||n-app browser| |e-SEI’\/IC€ server| . JAM Smart
mobile app core system
1 1 1 1 .
| |
1 5. Refupst QR login page | L
|
|
6. Show QR login page to user !
<------:T PP SR T i
|
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Pre-conditions

e Online Service should determine all the authorisation scopes required for this authentication
request.

® Online Service should determine the “iAM Smart” Mobile App is not in the same device of
Online Service App using program code.

e Online Service should invoke in-app browser (Safari for i0S, Chrome for Android) to
submit the GET request, and transfer the browser's user agent name to “iAM Smart”.

® Online Service should determine if it would generate the optional “state” request parameter
to prevent CSRF attack. The “state” will be returned to Online Service for checking
through the Online Service callback API for receiving the authorisation code from “iAM

Smart” System in Step 14.

Post-conditions

® The browser will show the QR Code page of “iAM Smart” System with a “Return” button
to allow user to return to Online Service App.

e Online Service App should keep synchronising with Online Service server for the status of
the login request.

Error conditions
® This “iAM Smart” API does not return JSON response (i.e., no application error will be
returned). For common errors, please refer to Section 3.2.3.

Request Parameters
® Please refer to “iAM Smart” API Specification.

Notes

® Please refer to Section 3.4.1.1, except for the following parameter:

- Request parameter “source”: Value should be the in-app browser's user agent value.

3.4.3.2 Implementing (2) GET: Callback with authCode to Online Service Server

. . . iIAM Smart iAM Smart
| user | |e—SerV|ce app| ||n-app browser| |e-SerV|ce server| -
mobile app core system
1 1 1 I .
|
2 12. Redirect to|e{Service callback URL with auth _code

(response for step 7) Jl

13. Redirect to < !
e-Service 14. Redirect to !
callback URL :

A
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Please refer to Section 3.4.1.2.

3.4.3.3 Implementing (3) POST: Request accessToken & Tokenised ID

| user | |e—Serviceapp| |in-app browser| |e-Serviceserver|

Please refer to Section 3.4.1.3.

iIAM Smart

iAM Smart

mobile app

core system

15. Request accessfltoken by auth_code

16jCheck auth_code

|
17. Return access_token & tokenised ID

g L A pent oY

»
»

<
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3.4.4 Scenario 4: Authentication (Online Service App in Same Device)

The sequence diagram below shows how an Online Service mobile application leverages the

“1AM Smart” System to perform user authentication when the “i{AM Smart” Mobile App is

installed in the same mobile device.

| user |

| 1Clicklogin |

- . iAM Smart IAM Smart
e-Service app e-Service server| .
mobile app core system
| T T

1 by iAM Smart

|
|
2. Send login request _:_

QR/App URL

|
|
|
|
3. Return iAM Smart :
|
|
|

1 4. Open iAM Smart ap,

v

5. Confirm login request

A

Step 1.
Step 2-3.

Step 4.

|6- Request auth_code | | 7. perform checking

2 9. Open e-Service app with auth_code

|
10. Apply access_token N :
>

3 11. Request access_tdken by auth_code

y
-
N

Check auth_code

’ D

|
13. Return access_token & tokenised ID
i e e |

15. Login success A)M User matching

.I
.I

Figure-5 Authentication (Online Service App in Same Device)
User clicks “Login by iAM Smart” button on Online Service App;

Online Service App determines “1AM Smart” Mobile App is installed in the
device using program code, requests Online Service Server to prepare the request
parameters including “clientID”, “redirectURI” (set as Online Service App URL
Scheme or Universal Link/App Link depending on “source” parameter), “scope”,
“source” (set as “App_Scheme” or “App Link”), etc. and constructs the URL
Scheme to invoke “1AM Smart” Mobile App by Online Service App;

Online Service App invokes “1AM Smart” Mobile App using URL Scheme with
request parameters (set <Context> as “auth” in URL Scheme);

“IAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App for
Authentication)
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Step 5-7.

Step 8.

Step 9.

Step 10.
Step 11-13.

Step 14.

Step 15.

“IAM Smart” user logs in the “iAM Smart” Mobile App confirms the Online
Service login request and “iAM Smart” Mobile App submits the login request to
“1AM Smart” System;

“IAM Smart” System verifies the necessary information of the login request and
returns login result to “iAM Smart” Mobile App;

“1AM Smart” Mobile App invokes Online Service App with required parameters
using URL Scheme or Universal Link/App Link;

Online Service Callback API1 (Callback with authCode to Online Service App)
Online Service App sends authCode, etc. to Online Service Server,

When Online Service Server gets the authCode, it should invoke the “iAM Smart”
API to obtain the accessToken and the Tokenised ID (i.e., openID) of the “iAM

Smart” user. API data encryption is required;
“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service then performs user matching using the Tokenised ID with its user
repository and determines the result of this login request;

Online Service App shows the login result (e.g., successful when Tokenised ID is
matched with a user account of Online Service).

3.4.4.1 Implementing (1) URL Scheme: Open “iAM Smart” Mobile App for Authentication

| user |

. . iAM Smart iAM Smart
e-Service app e-Service server| -
mobile app core system|

Il
|
1 4. Open iAM Smart ap| | ‘ ‘

Pre-conditions

e Online Service should determine all the authorisation scopes required for this authentication

request.

® Online Service should determine the “itAM Smart” Mobile App is on the same device of
Online Service App using program code.

e Online Service should determine if it would generate the optional “state” request parameter

to prevent CSRF attack. The “state” will be returned to Online Service for checking

through the Online Service callback API for receiving the authorisation code from “iAM

Smart” System in Step 9.
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Post-conditions

® “iAM Smart” Mobile App will be launched.

e Online Service App should keep synchronising with Online Service server for the status of
the login request.

Error conditions
e Nil

Request Parameters
® This “iAM Smart” APIis a URL Scheme. Please refer to “iAM Smart” API Specification.

Notes
® Please refer to Section 3.4.1.1, except for the following parameters:

- Request parameter “source”: Value should be “App_Scheme” (for the Online Service
App URL scheme), or “App_Link” (for the Universal Link/App Link).

- Request parameter “redirectURI”: This is Online Service App URL scheme or
Universal Link/App Link depending on the “source” parameter, which is used for
receiving the authorisation code. The value should be URL encoded. For details,
please refer to “iAM Smart” API Specification. The value must be the same as
provided during Online Service registration.

e Set <Context> as “auth” in URL Scheme.

3.4.4.2 Implementing (2) Callback with authCode to Online Service App

| user | |e-Service a | iAM Smart iAM Smart
PP mobile app core system|

. Open e-Service app with auth_code
<

Pre-conditions
® Please refer to Section 3.4.2.2.

Post-conditions
® Please refer to Section 3.4.2.2.

Error conditions
e This Online Service callback API is a URL Scheme, or Universal Link/App Link. If

parameter “error_code” is returned, it means the authentication request is failed.
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Error Code

Error Description

Suggested Action

error_code - D40000

User cancelled authentication
request

Inform user the authentication

request is cancelled

error_code - D40001

User rejected authentication

request

Inform user the authentication

request is rejected

error_code - D40002

Failed to authenticate

Inform user the authentication

request is failed and retry later

error_code - D40003

Authentication request timeout

Inform user the authentication
request is timeout, and provide way

for user to do re-authentication

Callback Parameters

® Please refer to “1AM Smart” API Specification.

Notes

® Please refer to Section 3.4.2.2.

3.4.4.3 Implementing (3) POST: Request accessToken & Tokenised ID

| user | |e-Serviceapp|

- iIAM Smart iIAM Smart
e-Service server .
mobile app core system,
|
11. Request accessftriken by auth_code
3 + » \1 . Check auth_code

| D
13. Return access_token & tokenised 1D e

Please refer to Section 3.4.1.3.

3.45 Workflows for verifying CCIC user

3.4.5.1 Scenario : Verify whether the “iAM Smart” user is a CCIC holder

The sequence diagram below shows how Online Services invoke “verfiylsCcic” API to verify
whether the “1AM Smart” user is a CCIC holder after performing authentication process.
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IAM Smart

browser/app e-Service Server core system

| I
I |
I |
] |

1. Submit Verifying CCIC User request
with access_token and tokenized ID > 2. Perform
hecki
l 5 checking
3. Respond the verification result D
<
4. Proceed the login request
according to the verification result

e e T
|
|
|
|
|
I

Figure-6  Verify whether the “iAM Smart” user is a CCIC holder

Step 1.  Online Service Server initiates a request to invoke the “iAM Smart” verifylsCcic
API by sending user’s accessToken and openID to “iAM Smart” System. API data
encryption is required;

“iAM Smart” API (POST: verifylsCcic)

Step 2-3. “iAM Smart” core system receives the request and verifies the validity of the
accessToken and openlD, and then respond the result to Online Service Server.
API data encryption is required;

Step 4.  The Online Service Server will proceed subsequent login process or display error
message according to the verification result.
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3.45.11 Implementing (1) POST: VerifylsCcic

IAM Smart

browser/a e-Service Server
core system

| I
| I
| |
] |

1. Submit Verifying CCIC User request

with access_token and tokenized ID 2. Perform

checking

3. Respond the verification result D

[=—
+

<

Pre-conditions

® Online Service must possess a valid accessToken and OpenlD of the “iAM Smart” user.

e Online Service must apply the authorisation scope “Authentication” and APl Access Control
“verfiylsCcic” in advance.

e API data encryption is required.

Post-conditions

® Online Service should check the response parameters “verifyResult” and determine the next
action.

e API data decryption is required.

Error conditions
® Please refer to Section 3.2.3 for common errors.

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e For common parameters in request and response, please refer to Section 3.2.2.
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3.5

3.5.1

WORKFLOWS FOR FORM FILLING AFTER AUTHENTICATION API

Scenario 1: Form Filling (e-Service Website/App in Different Device)

The sequence diagram below shows how an authenticated user authorises an e-Service to use
his/her e-ME profile and/or iAM Smart profilefor form filling when e-Service and the iAM
Smart Mobile App are running in different devices.

User

Online Service “1AM Smart” “1AM Smart”
Browser/ App

11 Click “iAM Smart” |

| page/ consent page |

Server App Core System
|

[

I
I
I
I
| Button in initiation | |
I
|
I
I
1

>

2. Send Form Filling Request

[

g\
3. Submit “Request Form Filling” with access token and
tokenised ID L
i g
. . - I
5. Display instruction page to 4. Acknowledge Form Filling request
remind user to authorise (8 |- bl ______

request at “{AM Smart”
mobile app

6. Long polling Form Filling
result
7. Push notification to

[
I
\
I
I
I
‘ . P
1 “iAM Smart” mobile app

-

8 Show notification

9. Provide consent and confirm From Filling request

Step 1.

Step 2.

10. Authorisation grant

—~_
9 11. Perform
12. Callback with authorised Form Filling Result checking

= e | &

L L L ]
I \ I
I \ I
I \ I

v

13. Display/ Fill the Form
Filling result into web form

Figure-7 Form Filling (e-Service Website/App in Different Device)

User reads the consent page (if iAM Smart profile fields requested) and clicks the
button in e-Service Website/App;

e-Service Website/App initiates form filling request to e-Service Server with
browser's user agent name (for e-Service Website) or “App_Scheme”/“App_Link”
(for e-Service App) in this scenario (i.e. for use as value for request parameter

“source”);
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Step 3.

Step 4.

Step 5-6.

Step 7.

Step 8-10.

e-Service Server initiates a Form Filling request to invoke the iIAM Smart API
with the “businessID” of this request, accessToken, Tokenised ID, required e-ME
profile fields and/or iIAM Smart profile fields, etc. The request parameter
“source” will be the browser's user agent value or “App_Scheme”/“App_Link” in
this scenario. APl encryption is required,;

IAM Smart API (POST: Request Form Filling)

IAM Smart System verifies the validity of accessToken, Tokenised ID, other
parameters and confirms receipt of the Form Filling request to e-Service Server
by returning POST response with parameter “authByQR” (set to “true”) in this
scenario;

e-Service Website/App shows instruction to inform iAM Smart user to process
the Form Filling authorisation request in iAM Smart Mobile App. The e-Service
Website/ App should keep synchronising with the e-Service server for the request
result (e.g. polling);

IAM Smart System pushes a notification message to the iAM Smart Mobile App
based on the Tokenised ID;

IAM Smart user logs in iAM Smart Mobile App, reviews the Form Filling
authorisation request (e.g. continue or reject the request) and authorises those
selected e-ME profile fields and/or iAM Smart profile fields to e-Services (e.g.
authorise HKIC number and english name in iAM Smart profile and residential
address in e-ME profile(unchecked other e-ME profile fields) );

Step 11-12. iIAM Smart System invokes e-Service callback API to return the result with the

Step 13.

“businessID” of the form filling request. ~ API decryption is required;
e-Service Callback API (POST: Callback to Receive Form Filling Information)

e-Service Server processes and matches the result using the “businessID” and
shows the result in the corresponding e-Service Website/App.
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3.5.1.1 Implementing (1) POST: Request Form Filling

Online Service “1AM Smart” “9AM Smart”

User Browser/ App Server App Core System

|
|
L Click “1AM Smarf’:
| Button in initiation |
| page’ consent page |

1 2. Send Form Filling Request
P
3. Submit “Request Form Filling™ with access token and
tokenisad ID
I
. - - |
5. Display instruction page to 4. Acknowledge Form Filling request
remind user to authorise . b
request at “{AM Smart” |
mobile app
L oEEEEREE |
I
6. Long polling Form Filling |
——comlt L
4 | 7. Push notification to
1 “AM Smart”™ mobile app
8. Show notification
1_
9. Provide consent and confirm From Filling request
10. Authorisation grant
8 -
L H“‘\\
11. Perform
12. Callback with authorised Form Filling Result checking
13. Display/ Fill the Form < 4
Filling result into web form
S ——

L = L L -
I I I
I I I
I I I

|
|
|
Pre-conditions
e e-Service must possess a valid accessToken of the iIAM Smart user with authorisation scope
“Form Filling authorisation”.
e e-Service Website/App and iIAM Smart Mobile App are in different devices in this scenario.
® e-Service generates a “businessID” for this Form Filling request and uses this identifier to

match the callback result returned from iIAM Smart System.
e API data encryption is required.

Post-conditions

® e-Service server should check the response parameter “authByQR” and “ticketID” and
determine the next action. For details, please refer to Section 3.2.1. “ticketID” will not
be provided by iAM Smart System in this scenario.
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e-Service Website/App should show instructions to inform iAM Smart user to process the
Form Filling request in IAM Smart Mobile App when “authByQR” is “true” is returned.
e-Service Website/App should keep synchronising with e-Service server for the result
returned from iIAM Smart System.

API data decryption is required.

Error conditions

For common errors, please refer to Section 3.2.3.  Other error of this API includes:

Error Code Error Description Suggested Action

. . Inform user the Form Filling
code - D60002 Failed to request Form Filling o
request is failed and retry later

Request and Response Parameters

Please refer to Section 6.3.7 of iIAM Smart API Specification.

Notes

For common parameters in request and response, please refer to Section 3.2.2.

Request parameter “source”: Value should be matched with e-Service client terminal (e.g.
“App_Scheme”/“App_Link” or browser’s user agent value).

Request Parameter “redirectURI”: Value should equal to URI of “Callback to Receive Form
Filling Information” e-Service callback API. It must be in the same value as provided
during e-Service registration.

Request parameters “formName”, “formNum”, “formDesc”: They are the information of
the e-Service's form and will be shown in iAM Smart Mobile App for iAM Smart user's
reference. e-Service should determine the language of these items.

Request parameter “eMEFields”: It specifies the e-ME profile fields required by e-Service.
The item name must match with the specification of this iAM Smart API. Otherwise, error
code for the invalid parameter will be returned.

Request parameter “profileFields”: It specifies the iAM Smart profile fields required by e-
Service. The item name must match with the specification of this iAM Smart API.
Otherwise, error code for the invalid parameter will be returned.

Response parameter “authByQR”: The value returned by iIAM Smart System will be “true”
in this scenario.

IAM Smart System will not return the response parameter “ticketID” in this scenario.
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3.5.1.2 Implementing (2) POST: Callback to Receive Form Filling Information

Online Service “9AM Smart” “9AM Smart”

Server App Core System
| [ | | |

User Browser/ App

10. Authorisation grant

A4

11. Perform
12. Callback with authorised Form Filling Result checking
13. Display/ Fill the Form —= 4

Filling result into web form

N}

— = = — —

I I
Pre-conditions

e iAM Smart user can accept the request and authorise data fields to e-Service.
® iAM Smart user can also reject the form filling request.

Post-conditions

e API data decryption is required.

e e-Service Server should match the callback result with corresponding e-Service
Website/App using the “businessID”.

e e-Service Server should check the requested data fields has authorised for the Anonymous
Form Filling.

Error conditions

e For common errors, please refer to Section 3.2.3.  Other errors of this API include:

Error Code Error Description Suggested Action
code - D60000 User cancelled Form Filling | Inform user the Form Filling request is
request cancelled
code - D60001 User rejected Form Filling | Inform user the Form Filling request is
request rejected
code - D60002 Failed to request Form Filling | Inform user the Form Filling request is

failed and retry later

code - D60003 Form Filling request timeout Inform user the Form Filling request is
timeout, and provide way for user to
retry

Callback Parameters
e Please refer to Section 6.4.4 of iIAM Smart API Specification.

Notes
e For common parameters in request and response, please refer to Section 3.2.2.
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3.5.2

e e-ME profile fields that not authorised by iAM Smart user will not return in result (i.e. JSON
name/value of that item will not exist in result).

Scenario 2: Form Filling (e-Service Website in Same Device)

The sequence diagram below shows how an authenticated user authorises an e-Service to use
his/her e-ME profile and/or iAM Smart profilefor form filling when e-Service website and the
IAM Smart Mobile App are running in the same device.

User Browser

Online Service “iAM Smart”
Server

App
|

| 1. Click “iAM Smart”_|_

Button in initiation
page/ consent page
-

'

2. Send Form Filling Request

L

5. Display instruction page to
guide the user to open
“iAM Smart” App with ticketlD

6. Long polling Form Filling
result

“iAM Smart”
Core System

3. Submit “Request Form Filling” with
access token, tokenised ID, source and callback URL

|
|
4. Acknowledge Form Filling request

2’. Open “iAM Smart” App

A4

8. Provide consent and confirm From Filling request

13. Open original browser
4{source parameterin step 3)

14. Display/ Fill the Form Filling|
result into web form
(response for step 6)

9. Authorisation grant

3

11. Callback with authorised Form Filling Result

P
g —
—
10. Perform
checking
-
P

—
Y
\

_

—

12. Authorisation retum

(response for step 9)
et S

Figure-8 Form Filling (e-Service Website in Same Device)
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6-7.

Step 8-10.

Step 11.

Step 12-13.

Step 14.

User reads the consent page (if iIAM Smart profile fields requested) and clicks the
button in e-Service Website;

e-Service Website initiates form filling request to e-Service Server with browser's
user agent name (i.e. for use as value for request parameter “source”);

e-Service Server initiates Form Filling request to invoke the iIAM Smart API with
the “businessID” of this request, accessToken, Tokenised ID, required e-ME
profile fields and/or iIAM Smart profile fields, etc. The request parameter

“source” will be the browser's user agent value. API data encryption is required;
IAM Smart API (POST: Request Form Filling)

IAM Smart System verifies the validity of accessToken, Tokenised ID, other
parameters and confirms receipt of the Form Filling request to e-Service Server
by returning POST response with parameter “authByQR” (set to “false”) and

“ticketID” in this scenario;

After receiving the response, e-Service Server prepares and sends necessary
parameters such as “authByQR”, “ticketID”, etc. to e-Service Website;

e-Service Website invokes iIAM Smart Mobile App using URL Scheme with
“ticketID” (set <Context> as “form-filling” in URL Scheme). Other parameters
of this API are not used in this scenario. The e-Service Website should keep
synchronising with the e-Service Server for the request result (e.g. polling). API
data encryption is required;

IAM Smart API (URL Scheme: Open iAM Smart Mobile App for Getting Context)

IAM Smart user logs in iAM Smart Mobile App, reviews the Form Filling
authorisation request (e.g. continue or reject the request) and authorises those
selected e-ME profile fields and/or iAM Smart profile fields to e-Services (e.g.
authorise HKIC number and english name in iAM Smart profile and residential
address in e-ME profile(unchecked other e-ME profile fields) );

IAM Smart System invokes e-Service callback API to return the result with the
“businessID” of the Form Filling request. ~ API decryption is required;

e-Service callback API (POST: Callback to Receive Form Filling Information)

IAM Smart System instructs iAM Smart Mobile App to invoke the original e-
Service browser (i.e. using the browser's user agent value submitted in form filling
request in Step 3);

e-Service server processes and matches the result using the “businessID” and
shows the result in the corresponding e-Service Website.
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3.5.2.1 Implementing (1) POST: Request Form Filling

User

Browser

| 1. Click “iAM Smart”_|_

Online Service
Server

“IAM Smart”
App

“IAM Smart”
Core System

Button in initiation
page/ consent page

.
P

-

Pre-conditions

2. Send Form Filling Request
|-

I
|
|
|
|
|
> |
3. Submit “Request Form Filling” with |
access token, tokenised 1D, source and callback URL :
|
|
5. Display instruction page to 4. Acknowledge Form Filling request
guide the user to open —————————————————

“IAM Smart” App with ticketiD] | I

e Please refer to Section 3.5.1.1 except:

- e-Service Website and 1AM Smart Mobile App are in the same device in this scenario.

Post-conditions
e Please refer to Section 3.5.1.1 except:
- Response “authByQR” is “false”, “ticketID” will be provided by iIAM Smart System
in this scenario.

Error conditions
® Please refer to Section 3.5.1.1.

Request and Response Parameters

® Please refer

Notes
o Please refer

to Section 6.3.7 of iIAM Smart API Specification.

to Section 3.5.1.1, except for the following parameters:

- Request parameter “source”: Value should be the browser's user agent value.

- Response parameter “authByQR”: The value is “false” in this scenario.

- Response parameter “ticketID”: It will be provided by iAM Smart System in this
scenario. It is a 36-byte (or less) UUID number (ASCII character set).
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3.5.2.2 Implementing (2) URL Scheme: Open iAM Smart Mobile App for Getting Context

Online Service “iAM Smart” “iAM Smart”
User Browser
Server App Core System
| [ T T ]
e I
S I
.-’{' 6. Long polling Form Filling I
| result |
\ >
\ |
\\
“x‘ ]
4 7. Open “{AM Smart” App _
>

Pre-conditions

e e-Service Website and iAM Smart Mobile App are in the same user device.

® e-Service has the “ticketID” provided by iIAM Smart System for the form filling request;
e Other parameters of this API are not used in this scenario.

Post-conditions

e iAM Smart Mobile App will be launched.

e e-Service Website should keep synchronising with e-Service server for the callback
response of the form filling request from iAM Smart System.

Error conditions
e Nil

Request Parameters
® Please refer to Section 6.3.5 of iIAM Smart API Specification.

Notes
e Sect <Context> as “form-filling” in URL Scheme.
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3.5.2.3 Implementing (3) POST: Callback to Receive Form Filling Information

User

Browser

Online Service
Server

“iAM Smart”

A[IJp

“iIAM Smart”
Core System

9. Authorisation grant

Ll
—

3 11. Callback with authorised Form Filling Result

Please refer to Section 3.5.1.2.

—
10. Perform
checking
4"{/
12. Authorisation retum
(response for step 9)
S
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3.5.3 Scenario 3: Form Filling (e-Service App in Same Device)

The sequence diagram below shows how an authenticated user authorises an e-Service to use
his/her e-ME profile and/or iIAM Smart profile for form filling when e-Service App and the
IAM Smart Mobile App are running in the same device.

User

Online Service

Online Service

“iAM Smart”

“iAM Smart”
Core System

v

/

—

checking

10. Perform

App Server App
| ! | |
I I | |
1. Click “iAM Smart”_L | |
Button in initiation | |
page/ consent page | |
| |2.Send Form Filling Request | |
i '
3. Submit “Request Form Filling” with
access token, tokenised ID and callback URL
1 I
|
4. Acknowledge Form Filling request
5. Open “iAM Smart” App |
with ticketID. I
e mmmm e |
- |
// 6. Long polling Form Filling :
/ result > |
\ |
\ —
\ 2 7. Open “iAM Smart” App
il »
Ll
8. Provide consent and confirm Flom Filling request
>
9. Authorisation grant
3 11. Callback with authorised Form Filling Result
12 Authorisation retum
(response for step 9)
<::;< ————————
13. Open Online Service App Y
(Register in Application Form) ‘/
S
14. Display/ Fill the Form
Filling result into web form
(response for step 6)
e —
[ T | |
I | I I
I | [ |
I I [ |
I | | |
I | [ |
I I [ |
I I [ [
Figure-9 Form Filling (e-Service App in Same Device)
Step 1. User reads the consent page (if iAM Smart profile fields requested) and clicks the

button in e-Service App;
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Step 2.

Step 3.

Step 4.

Step 5.

Step 6-7.

Step 8-9.

Step 10-11.

Step 12-14.

e-Service App initiates form filling request to e-Service Server with

“App_Scheme” or “App_Link” (for use as value for request parameter “source”);

e-Service Server initiates form filling request to invoke the iIAM Smart API with
the “businessID” of this request, accessToken, Tokenised ID, required e-ME
items, etc.  The request parameter “source” will be “App Scheme” or
“App_Link”. API data encryption is required;

IAM Smart API (POST: Request Form Filling)

IAM Smart System verifies the validity of accessToken, Tokenised ID, other
parameters and confirms receipt of the form filling request to e-Service Server by
returning POST response with parameter “authByQR” (set to “false”) and
“ticketID” in this scenario;

After receiving the response, e-Service Server prepares necessary parameters
such as “authByQR?”, “ticketID”, etc. to e-Service App;

e-Service App determines “authByQR” to be false, or uses program code to check
if iIAM Smart Mobile App exists in the same device, then invokes iAM Smart
Mobile App using URL Scheme with “ticketID” (set <Context> as “form-filling”
in URL Scheme). Other parameters of this APl are not used in this scenario.
The e-Service App should keep synchronising with the e-Service Server for the
request result (e.g. polling);

IAM Smart API (URL Scheme: Open iAM Smart Mobile App for Getting Context)

IAM Smart user logs in iAM Smart Mobile App, reviews the Form Filling
authorisation request (e.g. continue or reject the request) and authorises those
selected e-ME profile fields and/or iAM Smart profile fields to e-Services (e.g.
authorise HKIC number and english name in iAM Smart profile and residential
address in e-ME profile (unchecked other e-ME profile fields));

IAM Smart System invokes e-Service callback API to return the result with the
“businessID” of the form filling request. ~ API decryption is required,;

e-Service Callback API (POST: Callback to Receive Form Filling Information)

IAM Smart System instructs iAM Smart Mobile App to invoke the e-Service App
using URL Scheme, or Universal Link/App Link (IAM Smart System queries the
information registered at e-Service registration depending on the “source”
submitted in Step 3).
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3.5.3.1 Implementing (1) POST: Request Form Filling

User

Online Service
App

|
1. Click “iAM Smart”_L

Button in

initiation

page/ consent page
| ™.

Online Service “iAM Smart”
Server App
|

2. Send Form Filling Request

“iAM Smart”
Core System

I
I
I
|
I
I
s T

Pre-conditions
® Please refer to Section 3.5.2.1 except:

e-Service App and iAM Smart Mobile App are in the same device in this scenario.

Post-conditions
® Please refer to Section 3.5.2.1.

Error conditions
® Please refer to Section 3.5.2.1.

3. Submit “Request Form Filling” with
access token, tokenised ID and callback URL

1 1

4. Acknowledge Form Filling request

5. Open “iAM Smart” App T

Request and Response Parameters
® Please refer to Section 6.3.7 of iIAM Smart API Specification.

Notes

e Please refer to Section 3.5.2.1, except for the following parameter:

Request parameter “source”: Value should be “App Scheme” (for the e-Service App

URL scheme), or “App_Link” (for the Universal Link/App Link).
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3.5.3.2 Implementing (2) URL Scheme: Open iAM Smart Mobile App for Getting Context

User

Online Service

App

Online Service
Server

“iAM Smart”
App
|

7. Open “IAM Smart” App

8. Provide consent and confirm

Fii

tom Filling request

Please refer to Section 3.5.2.2.

Y

“iAM Smart”
Core System

3.5.3.3 Implementing (3) POST: Callback to Receive Form Filling Information

User

Online Service

App

[

Online Service
Server

13. Open Online Service App
(Register in Application Form)

14. Display/ Fill the Form

Please refer to Section 3.5.1.2.

“iAM Smart”

App
|

“iAM Smart”
Core System

9. Authorisation grant

Y
/

—

3 11. Callback with authorised

Form Filling Result

12 Authorisation retum

(response for step 9
- (response for s ®9

10. Perform
checking
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3.6  WORKFLOWS FOR FORM FILLING WITHOUT SERVICE LOGIN

3.6.1

(AKA ANONYMOUS FORM FILLING)

Scenario 1: Anonymous Form Filling (Online Service Website in Different
Device)

The sequence diagram below shows how an anonymous user authorises an
Online Service to use his/her “eMEFields” for form filling when Online Service
website and the “1AM Smart” Mobile App are running in different devices.
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Online Service “9AM Smart” “IAM Smart”
User Browser

Server Mobile App Core System
X | |

I I
| I I

| Buttonininitiation | |
il 1 [ ]

page/ consent page
" 2. Send Form Filling Requeﬁ
3. Submit “Request Anmiamous Form Filling™
1
1 |
. I.
5. Redirect to 4. Acknowledge Form Filling request

“IAM Smart” Systern o ——— e m———————— 4 H
________________ |
6 Redirectto — | | [
. . |
2, “iAM Smart 7. Request QR/App broker page I
System — |
T
|
|

8. Return QR/App broker page
St por-= == - - - - Q== mm -

9. Automatically request QR page

10. Show QR login page touser
e ] T

11. Long polling

12. Scan QR by “iAM Smart” Mobile App

[ [
13. Authorise the “Anonymous Form Filling™ request

A 4

A 4

14. Authorisation grant

hh""‘-\-\_.
15. Perform
checking

16. Authorisation return

17. Redirect to Online Service callback URL with auth _code
(response for step 11)
T [ 1
315 Redirectfo

|

|

Online Sertvrice 19. Redirect to callback |
URL |
|

|

.
L

| 20. Request access_token with auth_code

|
| _21.Returnaccess tokenand tokenisedID ________

|
3 22. Request “Obtain Anonymous Form Filling Result™
24. Display/ Fill the Form <_2_3__Ij.ei:u_rg égtk(’_nfe_d_r E_gflf: ________________ 1
illing result into web form

&

Figure-10 Anonymous Form Filling (Online Service
Website in Different Device)
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5-7.

Step 8-10.

Step 11.

Step 12-14.

User reads the consent page (if “iAM Smart” profile fields
requested) and clicks the button in Online Service Website;

Online Service Website initiates anonymous form filling request
to Online Service Server with browser's user agent name (use as

value for request parameter “source”);

Online Service Server initiates an anonymous form filling request
to invoke the “iAM Smart” API with the “businessID” of this
request, required “eMEFields”, etc. =~ API data encryption is
required,;

“1AM Smart” API (POST: Request Anonymous Form Filling)

“/AM Smart” System verifies and confirms receipt of the
anonymous Form Filling request to Online Service Server by

returning POST response with parameter “ticketID”;

Online Service Server prepares the request parameters such as
“clientID”, “redirectURI”, “source” (set as browser’s user agent
value), “scope”, “ticketID”, etc. and constructs the GET request to

invoke the “iAM Smart” API using browser redirection;
“IAM Smart” API (GET: Request QR page)

“IAM Smart” System returns the broker page (if Online Service
has set “brokerPage” to “true”) and after the broker page fails to
find the “1AM Smart” Mobile App, it will request QR page to be
displayed in browser. If Online Service does not request for
broker page (i.e., no broker page will be returned), the browser will
directly display QR Code page;

QR Code page of “iAM Smart” System polls “iAM Smart” System
for the QR Code status;

“IAM Smart” user uses “iAM Smart” Mobile App to scan the QR
Code, reviews the form filling authorisation request (e.g., continue
or reject the request) and authorises those selected “eMEFields” to
Online Services (e.g., authorise only his HKIC number and
English name in account information and residential address in “e-
ME profile” (unchecked other “eMEFields”™) );
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Step 15-16.

Step 17-19.

Step 20-21.

Step 22-23.

Step 24.

“IAM Smart” System verifies the validity of QR code and other
necessary information, and return the authorisation result to “iAM
Smart” Mobile App;

QR Code page of “1AM Smart” System receives the polling result
returned by “1AM Smart” System (i.e., response for the polling in
Step 11) which includes authCode and businessID or any error
code (e.g., “1AM Smart” user rejects the request), assembles and
invokes the Online Service callback API given in “redirectURI”
using browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service Server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e., openID) of the “iAM Smart” user. API data encryption
is required,;

“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server invokes the “iAM Smart” API with the
accessToken and openlD to obtain the result of anonymous form
filling request.  API data encryption is required;

“IAM Smart” API (POST: Obtain Anonymous Form Filling Result)

Online Service Server processes and shows the result in the
corresponding Online Service Website.

3.6.1.1 Implementing (1) POST: Request Anonymous Form Filling

Online Service “IAM Smart” “iAM Smart”
User Browser .
Server Mobile App Core System
I I T T T
|
| 1 Click “iAM Smart” : : : |
| Buttonininitiation | I |
| page/ consentpage | 2.Send Form Filling [ ] | :
| » Request : |
— e |
3. Submit “Request Anon}mo'us Form Filling”
I
| |
5 Redirect to 4. Acknowledge Form Filling request
“IAM Smart”™ System Lo -
|
6. Redirectto _—| [~~~ """ 77777 I
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Pre-conditions
® Online Service Website and “iAM Smart” Mobile App are in different
devices in this scenario.

® Online Service generates a “businessID” for this request and uses this

identifier to match the authCode returned from “iAM Smart” System.
e API data encryption is required.

Post-conditions

e API data decryption is required.

Error conditions

e Please refer to Section $E:R! AT IEAKIE - .

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes

e Please refer to Section $E&zR! FHAFISIEAIR - , except for the following
parameters:

-  No request

parameter

“redirectURI” and “state”.
- No response parameter “authByQR”.

(13

accessToken”,

“openlD”,  “source”,

- Response parameter “ticketID”: It is returned from “i1AM Smart”

System for “1AM Smart” APIs for anonymous request.

It will be used

for invoking subsequent “iAM Smart” APIs “Request QR Page” and
“Open “1AM Smart” Mobile App for Getting Context” depending on the

scenario.

3.6.1.2 Implementing (2) GET: Request QR Page

It is a 36-byte (or less) UUID number (ASCII character set).

Online Service “1AM Smart”

User Browser .
Server Mobile App
1 T T
I
5 Redirect to 4. Acknowledge Form Filling request

2 “AM Smart” System | [ -—----—-------- 4| ——————
6. Redirectto _—| [<S """~ |
“IAM Smart ]
System 7. Request QR/App broker page I

i

[
|

80

“iAM Smart”
Core System
|




Pre-conditions
e Please refer to Section 3.4.1.1 except:
- Online Service has the “ticketID” provided by “iAM Smart” System for
the anonymous request in step 4.

- Authorisation scope submitted should be “eidapi_formFilling”.

Post-conditions
e Please refer to Section 3.4.1.1.

Error conditions
e Please refer to Section 3.4.1.1.

Request Parameters
e Please refer to Section 3.4.1.1.

Notes
e Please refer to Section 3.4.1.1 except the following parameter:
- Request parameter “ticketID”: Value provided by “iAM Smart” System
for the anonymous request.

- Request parameter “scope’: It should be “eidapi_formFilling”.

3.6.1.3 Implementing (3) GET: Callback with authCode to Online Service

Server
Online Service “1AM Smart” “iAM Smart”
User Browser .
Server Mobile App Core System
I I T T T
||
[ I
16. Redirect to Online Service callback URL |
with auth code (response for step 9) |
P e S —— 1
g |
3 17 Redifectto . |
Onliné Service 18. Redirect to |
\.__H___ callback URL I
- ” |

Pre-conditions
o Please refer to Section 3.4.1.2.

Post-conditions
® Please refer to Section 3.4.1.2 except:
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- Online Service Server should match the callback result with
corresponding Online Service client terminal using the “businessID”.

Error conditions

e This Online Service callback APl is a HTTP GET request.

“error_code” is returned, it means the request is failed.

If parameter

Error Code

Error Description

Suggested Action

error_code - D60000

User cancelled form filling request

Inform user the Form Filling request

is cancelled

error_code - D60001

User rejected form filling request

Inform user the Form Filling request

is rejected

error_code - D60002

Failed to request form filling

Inform user the Form Filling request

is failed and retry later

The error_code D60003 (Form Filling request timeout) does not appear in

this scenario.

For the QR code timeout or request confirmation timeout in

the “iAM Smart” Mobile App, message will be prompted in the
corresponding user interface.

Callback Parameters

® Please refer to Section 3.4.1.2.

Notes

e Please refer to Section 3.4.1.2 except the following parameter:
- Callback parameter “businessID”: Value returned by “iAM Smart”
System should be the same one as Online Service submitted in the

anonymous request.

3.6.1.4 Implementing (4) POST: Request accessToken & Tokenised ID

Browser

Online Service

Server

“1AM Smart”
Mobile App

Core System
|

“iAM Smart”

19. Request access_token wiih auth code

_ 20. Return access_token and tokenised ID
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Pre-conditions
® Please refer to Section 3.4.1.3.

Post-conditions
e Please refer to Section 3.4.1.3. except:

- The accessToken can only be used once before expiry.

Error conditions
® Please refer to Section 3.4.1.3.

Request and Response Parameters
® Please refer to Section 3.4.1.3.

Notes
® Please refer to Section 3.4.1.3.

3.6.1.5 Implementing (5) POST: Obtain Anonymous Form Filling Result

Online Service “9AM Smart”

User Browser Server Mobile App

“iAM Smart”
Core System
|

21. Request “Obtain Anon}'rlnous Form Filling Result”

23 Dlspla\,r,/. Fill the Form _ 22. Return Authorised result!
Filling result into web form = "

I
|
|
| D |
|
|
I I

Pre-conditions
e Online Service must possess a valid accessToken of the “iAM Smart” user

with authorisation scope “form filling authorisation”.

Post-conditions

e API data decryption is required.

e Online Service Server should check the requested data fields has authorised
for the Anonymous Form Filling.

e Online Service should discard the accessToken as it can only be used once.

Error conditions
e For common errors, please refer to Section 3.2.3.  Other errors of this API

include:
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Error Code Error Description Suggested Action

code - D60002 Failed to request Form Filling Inform user the Form Filling
request is failed and retry later

code - D60003 Form Filling request timeout Inform user the Form Filling
request is timeout, and provide

way for user to retry

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e For common parameters in request and response, please refer to Section 3.2.2.
® “c-ME” items not authorised by “iAM Smart” user will not return in result

(i.e., JSON name/value of that item will not exist in result).

3.6.2 Scenario 2: Anonymous Form Filling (Online Service Website in Same

Device)

The sequence diagram below shows how an anonymous user authorises an
Online Service to use his/her “eMEFields” for form filling when Online
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Service website and the “iAM Smart” Mobile App are running in the same

device.
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User

Browser

1. Click “iAM Smart”
Button in initiation

I
|
|
|
| page/ consent page

Online Service
Server

“{AM Smart”
Mobile App

2. Send Form Filling

“iAM Smart”
Core System

Figure-11

Anonymous Form Filling (Online Service
Website in Same Device)
86

> Request
1 3. Submit “Request Anmymdus Form Filling”
1
+ | [
gy l
= Redirect to idedoalnonilodga-bonn-billingsoquast
“{AM Smart” System <----------——————4| —————————————————
I I B |
uiAM £l I
System i 7. Request QR/App broker page |
— }
|
8. Return QR/App broker page :
R R Qe
9.L 1lin,
ong poling : »
10. Automatically open “iAM Smart” Mobile App |
> 1
11. Authorise the fAponymous Form Filling”™ reques
L 12. Authorisation grant
| | I
| 13. Perform
| 14. Authorisation return checking
I - =
| 15. Open original browsgr
| < .
| |
I 1
| 16. Redirect to Online Service callback URL |
I with auth_code (response for step 9) |
| e e b - -
| |
| 3 17. Redifect to |
| Onliné Service 18. Redirect to |
| callback URL |
I |
| +
: 4 19. Request access_token wii:h auth_code 1
| |
: 20. Return access_token and:tckenised ID
e A e
: 5 21. Request “Obtain Anmyrlnous Form Filling Result”
| |
| 23. Display/ Fill the Form .
| Filling result into web form | ez 22 Return Authorised re&u@
! <
I I —_
|
I
I
|
I
|
|



Step 1.

Step 2.

Step 3.

Step 4.

Step 5-7.

Step 8.

Step 9.

Step 10-12.

User reads the consent page (if “iAM Smart” profile fields
requested) and clicks the button in Online Service Website;

Online Service Website initiates anonymous form filling request
to Online Service Server with browser's user agent name (use as

value for request parameter “source”);

Online Service Server initiates an anonymous Form Filling request
to invoke the “iAM Smart” API with the “businessID” of this
request, required data fields, etc. APl data encryption is required,;

“IAM Smart” API (POST: Request Anonymous Form Filling)

“/AM Smart” System verifies and confirms receipt of the
anonymous Form Filling request to Online Service Server by

returning POST response with parameter “ticketID”;

Online Service Server prepares the request parameters such as
“clientID”, “redirectURI”, “source” (set as browser’s user agent
value), “scope”, “brokerPage” (set as “true”), “ticketID”, etc. and
constructs the GET request to invoke the “iAM Smart” API using
browser redirection;

“IAM Smart” API (GET: Request QR page)

“1AM Smart” System returns the broker page to the Online Service
Website;

Broker page of “1AM Smart” System polls “1AM Smart” System
for further action;

Broker page invokes the “iAM Smart” Mobile App in the same
device automatically and sends it the relevant parameters. “iAM
Smart” user logs in “1AM Smart” Mobile App, reviews the Form
Filling authorisation request (e.g., continue or reject the request)
and authorises those selected “eMEFields” to Online Service (e.g.,
authorise only his HKIC number and English name in “iAM Smart”
account information and residential address in “e-ME profile”
(unchecked other “eMEFields™) );

Step 13-15. “1AM Smart” System verifies the validity of necessary information,

and return the authorisation result to “iAM Smart” Mobile App.
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Step 16-18.

Step 19-20.

Step 21-22.

Step 23.

“IAM Smart” Mobile App invokes the original Online Service
browser (i.e., using the browser's user agent value submitted);

Broker page of “iAM Smart” System receives the polling result
returned by “iAM Smart” System (i.¢., response for the polling in
Step 9) which includes authCode and businessID or any error code
(e.g., ‘1AM Smart” user rejects the request), assembles and
invokes the Online Service callback API given in “redirectURI”
using browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service Server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e., openID) of the “1AM Smart” user. API data encryption
is required,;

“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server invokes the “iAM Smart” API with the
accessToken and openlD to obtain the result of anonymous form
filling request. APl data encryption is required;

“IAM Smart” API (POST: Obtain Anonymous Form Filling Result)

Online Service Server processes and shows the result in the
corresponding Online Service Website.
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3.6.2.1 Implementing (1) POST: Request Anonymous Form Filling

User

Browser

1. Click “iAM Smart”

T
I

. PR . |
Button in initiation I
1

page/ consent page
| S

6. Redirectto _—

Online Service
Server

2. Send Form
Request

5. Redirect to
“{AM Smart” System | L=

{ __________

Filling

“IAM Smart”
Mobile App

|
|
|
|
|
1

“iAM Smart”
Core System

—

3. Submit “Request Anm}'molus Form Filling™
I

|

I
4. Acknowledge Form Filling request
______ B

Y

Please refer to Section 3.6.1.1 except:
- Online Service Website and “iAM Smart” Mobile App are in the same

device in this scenario.

3.6.2.2 Implementing (2) GET: Request QR Page

User

Browser

Online Service
Server

5. Redirect to
“iAM Start”

System ' <

“1AM Smart”

“iAM Smart”
Core System

Mobile App

4. Acknowledge Form Fil]ingfreques‘r

6. Redirectto _—
ZiAM Smart”

ystem
—

.{: __________

7. Request QR/App brclnkelrpage

Pre-conditions
e Please refer to Section 3.4.2.1 except:
- Online Service has the “ticketID” provided by “iAM Smart” System for

the anonymous request in step 4.

- Authorisation scope submitted should be “eidapi_formFilling”.

Post-conditions
® Please refer to Section 3.4.2.1.

Error conditions
® Please refer to Section 3.4.2.1.
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Request Parameters
® Please refer to Section 3.4.2.1.

Notes
e Please refer to Section 3.4.2.1 except the following parameter:

- Request parameter “ticketID”: provided by “iAM Smart” System for the

anonymous request.

- Request parameter “scope’: It should be “eidapi_formFilling”.

3.6.2.3 Implementing (3) GET: Callback with authCode to Online Service

“iAM Smart”
Core System

Server
Online Service “1AM Smart”
User Browser .
Server Mobile App
1 I T T
| I ]
| 16. Redirect to Online Service callback URL |
| with auth_code (response for step 9) |
I B S N b ]
113 - |
| 17. Redifect to ) |
I | oOnliné Service 18. Redirect to |
| N callback URL |
| - |

Pre-conditions
® Please refer to Section 3.4.2.2.

Post-conditions
e Please refer to Section 3.4.2.2 except:

- Online Service Server should match the callback result with

corresponding Online Service Website using the “businessID”.

Error conditions
® Please refer to Section 3.4.2.2

Callback Parameters
® Please refer to Section 3.4.2.2.

Notes
e Please refer to Section 3.4.2.2 except the following parameter:
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- Callback parameter “businessID”: Value returned by “iAM Smart”
System should be the same one as Online Service submitted in the

anonymous request.

3.6.2.4 Implementing (4) POST: Request accessToken & Tokenised ID

User Browser

Please refer to Section 3.8.1.5.

3.6.2.5 Implementing (5) POST: Obtain Anonymous Form Filling Result

User Browser

]

Online Service

“1AM Smart”

“IAM Smart”

Core System

Mobile App

19. Request access token wi1;h auth _code

_ 20. Return access_token and tokenised ID

Online Service

23. Display/ Fill the Form
Filling result into web form

“1AM Smart”

“IAM Smart”

Core System

Mobile App

\
21. Request “Obtain Anonymous Form Filling Restl‘r” ‘

22 Return Authorised resul‘r}

Please refer to Section 3.8.1.6.

3.6.3 Scenario 3: Anonymous Form Filling (Online Service App in Different

Device)

The sequence diagram below shows how an anonymous user authorises an

Online Service to use his/her “eMEFields” for form filling when Online
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Service App and the “iAM Smart” Mobile App are running in different

devices.

User

Browser

1. Click “iAM Smart”
Button in initiation
page/ consent page

I

I

I
iR
- >

/‘

C

12. Authorise the “An

11. Scan QR by iAl\.% Sil'nart” Mobile App

onymous Form Filling™

In-app

Online Service

“{AM Smart”
Mobile App

“iAM Smart”
Core System

I

I |

I |

I |
1 |

Browser
L

2. Send Form Filling Request
|

Server
T

5. Redirect to

“1AM Smart” System

_____________

|
6. Poll Form Filling Result

h 4

3. Submit “Request Anonymous Form Filling”

4. Acknowledge Form Filling %"eques‘f

- |
7. Open browser,

L

h 4

A 4

B
4

¢ 9. Show QR page

8. Request QR page

10. Long Polling

request

17 Redirect to

16. Redirect to Onl

-
|
|
|
|
|
|

_(Response for step 6)
Y T

23. Display/ Fill the fForm
Filling result into web form

(response for step 10)
Dnline Service o EOmeT s e T S it
|
s 18 Redirect to |
\ callback URL |
-\‘“H |
1

13. Authorisation grant
15. Authorisation return

14. Perform
checking

49_ Request access_token with auth_code
J

20. Return access_token and tokenised ID

|
5 21. Request “Obtain Anonymous Form Filling Result™

I
= 22 Refurn Authorised result)

___________________________.|

Step 1.

Step 2.

T |
I |
I |

Figure-12

]
|
|

Anonymous Form Filling (Online Service App

in Different Device)

User reads the consent page (if “iAM Smart” profile fields
requested) and clicks the button in Online Service App;

Online Service App determines there is no “iAM Smart” Mobile
App in the device using program code, initiates anonymous form

filling request to Online Service Server with the in-app browser’s

user agent value (use as value for request parameter “source’);
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Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8-9.

Step 10.

Step 11-13.

Step 14-15.

Step 16-18.

Online Service Server initiates an anonymous Form Filling request
to invoke the “iAM Smart” API with the “businessID” of this
request, required data fields, etc. APl data encryption is required,;

“IAM Smart” API (POST: Request Anonymous Form Filling)

“IAM Smart” System verifies and confirms receipt of the
anonymous Form Filling request to Online Service Server by

returning POST response with parameter “ticketID”;

After receiving the response, Online Service Server prepares
necessary parameters such as “clientID”, “redirectURI”, “scope”,
“source” (set as in-app browser’s user agent value), “brokerPage”
(set as “false”), “ticketID”, etc. and constructs the GET request to
invoke the “iAM Smart” API by Online Service App;

Online Service App polls Online Service Server for the form
filling result from “1AM Smart” System;

Online Service App invokes in-app browser (Safari for iOS,
Chrome for Android) to submit the GET request;

Browser opens the GET request to invoke the “1AM Smart” API
and QR Code page will be shown;

“IAM Smart” API (GET: Request QR page)

QR Code page of “iAM Smart” System polls “1AM Smart” System
for the QR Code status;

“IAM Smart” user logs in “iAM Smart” Mobile App to scan the
QR Code, reviews the Form Filling authorisation request (e.g.,
continue or reject the request) and authorises those selected form
filling items to Online Services (e.g., authorise only his HKIC
number and residential address but no other items);

“IAM Smart” System verifies the validity of QR code and other
necessary information, and return the authorisation result to “iAM
Smart” Mobile App;

QR Code page of “iIAM Smart” System receives the polling result
returned by “1AM Smart” System (i.e., response for the polling in
Step 10) which includes authCode and businessID or any error
code (e.g., “iAM Smart” user rejects the request), assembles and
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Step 19-20.

Step 21-22.

Step 23.

invokes the Online Service callback API given in “redirectURI”
using browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service Server gets the authCode and businessID, it

verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised

ID (i.e., openlD) of the “1AM Smart” user.

is required,;

API data encryption

“iAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server invokes the ‘1AM Smart” API with the

accessToken and openlD to obtain the result of anonymous form

filling request.

API data encryption is required;

“iAM Smart” API (POST: Obtain Anonymous Form Filling Result)

Online Service Server processes and shows the result in the
corresponding Online Service App (i.e., response for the polling in
Step 6).

3.6.3.1 Implementing (1) POST: Request Anonymous Form Filling

User

| page/ consent page

Browser

In-app
Browser

| I
| 1 Click “iAM Smart” |
I

Button in initiation

Pre-conditions
® Please refer to Section 3.6.1.1 except:

Online Service
Server

2. Send Form Filling Request
]

“IAM Smart”
Mobile App

“iAM Smart”
Core System

]
5. Redirect to
“IAM Smart”™ System

_____________

h 4

3. Submit “Request Anonymous Form Filling™

|
4. Acknowledge Form Filling request

Online Service should determine the “1AM Smart” Mobile App is not in

the same device of Online Service App using program code.

Post-conditions
® Please refer to Section 3.6.1.1.
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Error conditions
e Please refer to Section 3.6.1.1.

Request and Response Parameters
e Please refer to Section 3.6.1.1.

Notes
e Please refer to Section 3.6.1.1, except for the following parameter:
- Request parameter “source”: Value should be the in-app browser's user

agent value.

3.6.3.2 Implementing (2) GET: Request QR Page

U Browser In- app O'[].I.il'le SeIVi.CG r-éi.A.-.[\/[ Smart” “tAM Smart”
Ser

Browser Server Mobile App Core System

7. Open browsed

8. Request QR page
9. Show QR page

10. Long Polling

Pre-conditions
e Please refer to Section 3.4.3.1 except:
- Online Service has the “ticketID” provided by “iAM Smart” System for
the anonymous request in step 4.

- Authorisation scope submitted should be “eidapi_formFilling”.

Post-conditions
e Please refer to Section 3.4.3.1.

Error conditions
® Please refer to Section 3.4.3.1.

Request Parameters
® Please refer to “1AM Smart” API Specification.
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N

otes

e Please refer to Section 3.4.3.1 except the following parameter:
- Request parameter “ticketID”: Value provided by “iAM Smart” System

for the anonymous request.
- Request parameter “scope”: It should be “eidapi_formFilling”.

3.6.3.3 Implementing (3) GET: Callback with authCode to Online Service

User

Server
In-app Online Service “i1AM Smart” “IAM Smart”
Browser .
| Browser Server Mobile App Core System
i | | | |
T '
17 Redirect £ 16. Redirect to Online Service callback URL with auth _code
/. Redmecito (response for step 10
Online Service | ___e‘ip —————— e—p—— 1 ————————————————— q4---—--
" |
3 18. Redirect to |
callback URL |
[
|

Please refer to Section 3.8.1.4.

3.6.3.4 Implementing (4) POST: Request accessToken & Tokenised ID

Browser

“iAM Smart”

“IAM Smart”

Please refer to Section 3.8.1.5.

In-app Online Service
Browser Server
T T
1 1
\“‘“L |

Mobile App

Core System

19. Request access_token with auth_code
|

20. Return access_token and tokenised ID
Eteieteteteteteteltateintatutn (e -
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3.6.3.5 Implementing (5) POST: Obtain Anonymous Form Filling Result

In-app Online Service “1AM Smart” “IAM Smart”

B .
User rowset Browser Server Mobile App Core System

| |
I |
| 21. Request “Obtain Anonymous Form Filling Result”

|

|

|

I 23. Display/ Fill the Form . f

: Filling result into web form 2 22. Return égt@qnﬁsﬂeﬁdﬁrgsglﬂ ,,,,,,,,,,,,,,, -
|

|

1

_(Response for step 6) *
. I

Please refer to Section 3.6.1.5.
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3.6.4 Scenario 4: Anonymous Form Filling (Online Service App in Same

Device)

The sequence diagram below shows how an anonymous user authorises an
Online Service to use his/her “eMEFields” for form filling when Online
Service App and the “1AM Smart” Mobile App are running in the same device.

Online Service Online Service “9AM Smart” “iAM Smart”

User App Server Mobile App Core System

I T
I |
| L Click “iAM Smart” |
| Buttonininitiation |
| page/ consent page 1

I

I

|

I

I
-

|
|
|
|
|
|
1

I

I

I

I

I
2. Send Form Filling Request_L

—
—»
3. Submit “Request Ancm}"moﬁs Form Filling”

=1 l |-

1 | "
I

) 1. Acknowledge Form Filling request

5. Return “iAM Smart” < —l

URL | G

B -1
s |
// 6. Poll Form Filling |
/ Result |
— " !
N |
\\R - 2/" Open “iAM Smart” Mobile App I
8. Authorise the “Anonymous Form Filling” request
9. Authorisation grant
| 10. Perform
11. Authorisation retumn checking
"‘C ______________ 4—““/
Q12. Open Online Service App with auth_code

|
13. Apply Access Token |
g |

|

4 14. Request access_token with auth code
|
|

15. Return access_token and tokenised ID

h 4

1
I

R 16. Request “Obtain Anonymous Form Filling Result®

18. Display/ Fill the Form

Filling result into web form
(response for step 6)

.‘7

|
<1T. Return Authorised result |

Figure-13 Anonymous Form Filling (Online Service App
in Same Device)

_____________________________{

|

— — | —
|
|
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8-9.

User reads the consent page (if “1AM Smart” profile fields
requested) and clicks the button in Online Service App;

Online Service App determines “iIAM Smart” Mobile App is
installed in the device using program code, initiates anonymous
form filling request to Online Service Server with “App Scheme”

or “App_Link” (use as value for request parameter “source”);

Online Service Server initiates an anonymous Form Filling request
to invoke the “iAM Smart” API with the “businessID” of this
request, required data fields, etc. APl data encryption is required;

“IAM Smart” API (POST: Request Anonymous Form Filling)

“/AM Smart” System verifies and confirms receipt of the
anonymous Form Filling request to Online Service Server by

returning POST response with parameter “ticketID”;

After receiving the response, Online Service Server prepares
necessary parameters such as “clientID”, “redirectURI” (set as
Online Service App URL Scheme or Universal Link/App Link
depending on “source” parameter), “scope”, “source” (set as
“App_Scheme” or “App_Link™), “ticketID”, etc. and constructs
the URL Scheme to invoke “iAM Smart” Mobile App by Online
Service App;

Online Service App polls Online Service Server for the form
filling result from “1AM Smart” System;

Online Service App invokes “iAM Smart” Mobile App using URL
Scheme with request parameters (set <Context> as “anon_form-
filling” in URL Scheme);

“IAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Getting Context)

“IAM Smart” user logs in “iAM Smart” Mobile App, reviews the
Form Filling authorisation request (e.g., continue or reject the
request) and authorises those selected form filling items to Online
Service (e.g., authorise only his HKIC number and residential
address but no other items);

Step 10-11. “1AM Smart” System verifies the validity of necessary information,

and return the authorisation result to “iAM Smart” Mobile App.
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Step 12.

Step 13.

Step 14-15.

Step 16-17.

Step 18.

“1AM Smart” Mobile App invokes Online Service App using URL
Scheme or Universal Link/App Link with required parameters
such as “authCode”, “businessID”’;

Online Service Callback API (Callback with authCode to Online
Service App)

Online Service App sends authCode, businessID, etc. to Online
Service Server;

When Online Service Server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e., openID) of the “1AM Smart” user.
is required,;

API data encryption

“iAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server invokes the “iAM Smart” API with the
accessToken and openlD to obtain the result of anonymous form
filling request. APl data encryption is required;

“iAM Smart” API (POST: Obtain Anonymous Form Filling Result)

Online Service Server processes and shows the result in the
corresponding Online Service App (i.e., response for the polling in
Step 6).

3.6.4.1 Implementing (1) POST: Request Anonymous Form Filling

User

Online Service

“IAM Smart”
Mobile App

Online Service
Server

App

I

1. Click “iAM Smart”
| Buttonin initiation
| page/ consent page

S

“iAM Smart”
Core System

I
I
I
I
2. Send Form Filling Request_L
—

I

I

|

|

I
—
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|
3. Submit “Request Ancmymoﬁs Form Filling”

l |-

I ! -
I

) 4. Acknowledge Form Filling request

5. Return “iAM Smart” = _|

URL ST G Tt
J ——---- |
,// 6. Poll Form Filling |




Pre-conditions
e Please refer to Section 3.6.1.1 except:
Online Service should determine the “1AM Smart” Mobile App is on the

same device of Online Service App using program code.

Post-conditions

® Please refer to Section 3.6.1.1.

Error conditions

® Please refer to Section 3.6.1.1.

Request and Response Parameters
® Please refer to Section 3.6.1.1.

Notes

e Please refer to Section 3.6.1.1.

3.6.4.2 Implementing (2) URL Scheme: Open “iAM Smart” Mobile App for

Getting Context
Online Service Online Service
User
. App Server

all

“1AM Smart”
Mobile App

“iAM Smart”
Core System

~_ 2~ Open “iAM Smart” Mobile App

Pre-conditions

® Online Service App and “iAM Smart” Mobile App are in the same user

device.
e Online Service has the “ticketID” provided by “iAM Smart” System for the
anonymous request in step 4.

® Online Service should determine if it would generate the optional “state”

request parameter to prevent CSRF attack. The “state” will be returned to
Online Service for checking through the Online Service callback API for

receiving the authorisation code from “1AM Smart” System in Step 12.

101




Post-conditions
® “iAM Smart” Mobile App will be launched.
e Online Service App should keep synchronising with Online Service server

for the result from “1AM Smart” System.

Error conditions

e Nil

Request Parameters
® Please refer to “iAM Smart” API Specification.

Notes

® Request parameter “ticketID”: Value provided by “1AM Smart” System for

the anonymous request.

® Request parameter “source”: Value should be “App Scheme” (for Online
Service App URL scheme), or “App_ Link™ (for the Universal Link/App
Link).

® Request parameter “redirectURI”: This is Online Service App URL scheme
or Universal Link/App Link depending on the “source” parameter, which is
used for receiving the authorisation code.
encoded. For details, please refer to Section 6.4.1 of “i/AM Smart” API
Specification.
Service registration.

® Request parameter “state”: The value should be URL encoded.

® Set <Context> as “anon_form-filling” in URL Scheme.

3.6.4.3 Implementing (3) Callback with authCode to Online Service App

User

Online Service Online Service

App

Server

The value should be URL

The value must be the same as provided during Online

“1AM Smart” “iIAM Smart”
Mobile App Core System
I |
j.J.. Auluirsdauuil 1cwen Ch;egkmg

3. Open Online Service App with auth_code

Pre-conditions
® Please refer to Section 3.4.2.2.
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Post-conditions
e Please refer to Section 3.4.2.2 except:

Error conditions
e This Online Service callback API is a URL Scheme, or Universal Link/App

Link.

request is failed.

corresponding Online Service App using the “businessID”.

Online Service Server should match the callback result with

If parameter “error code” is returned, it means the authentication

Error Code

Error Description

Suggested Action

error_code - D60000

request

User cancelled form filling

cancelled

Inform user the Form Filling request is

error_code - D60001

request

User rejected form filling

rejected

Inform user the Form Filling request is

error_code - D60002

Failed to request form filling

Inform user the Form Filling request is

failed and retry later

error_code - D60003

Form Filling request timeout

retry

Inform user the Form Filling request is

timeout, and provide way for user to

Callback Parameters

® Please refer to “1AM Smart” API Specification.

Notes

® Please refer to Section 3.4.2.2 except the following parameter:
- Callback parameter “businessID”: Value returned by “iAM Smart”
System should be the same one as Online Service submitted in the
anonymous request.

3.6.4.4 Implementing (4) POST: Request accessToken & Tokenised ID

Online Service
App

Online Service

Server

“1AM Smart”
Mobile App

“iAM Smart”
Core System

4 14. Request access_token with auth code

e - — —— — ——

15. Return access_token and tokenised ID
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Please refer to Section 3.8.1.5.

3.6.4.5 Implementing (5) POST: Obtain Anonymous Form Filling Result

Online Service Online Service “1AM Smart” “iAM Smart”
App Server Mobile App Core System

]
16. Request “Obtain Anonymous Form Filling Result™

|
17. Return Authorised result |

Filling result into web form
_ (response for step 6)

|
I
| 18. Display/ Fill the Form
|
I

Please refer to Section 3.8.1.6.
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3.7 WORKFLOWS FOR DIGITAL SIGNING WITH SERVICE LOGIN

3.7.1

The following process includes non-anonymous hash digital signing and non-
anonymous pdf digital signing.

Scenario 1: Digital Signing (Online Service Website/App in Different

Device)

The sequence diagram below shows how an authenticated user authorises and
signs the Document Hash when Online Service website/App and the “i1AM

Smart” Mobile App are running in different devices.

- iIAM Smart iIAM Smart
user browser/app e-Service server| .
mobile app core system
| | |
| LClicksignby | | | |
r1__iAM Smart > ™ | | |
| I I
| I I
2.Send signing request | | |
> | Il
3.Submit signing request py sending access token, :
1 hash and tokenised ID e
| »
|
5. Remind user to continue < _ ‘LA_C@O_WEd_Qe_SQr‘_LHQ_VEQEeE ________
signing process at iIAM T
_ Smart mobileapp  _ _ -
6.Display
identification code
7.Long poolling
signing result
8.Push notification to
P iAM Smart mobile app
9.Display
- 10.Show notification identification code
11.Follow on screen
instructions to complete
liveness detection -
12.Pass verification result
- to iAM Smart system > 13.Perform signing
! T
! I
: 2 < 14.Return signing result :
| |
: 3 15.Send acknowledgement !
| | g
: ¢ 16.Display confirmatidr= : :
|
| = . | |
| |
Figure-14 Digital Signing (Online Service Website/App in
Different Device)
Step 1. User clicks the “Sign by iAM Smart” button in Online Service
Website/App;
Step 2-3.  Online Service initiate digital signing request to invoke the “i1AM

Smart” API with the “businessID” of this request, accessToken,
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Step 4.

Step 5-6.

Step 7.

Step 8.

Step 9.

Step 10-13.

Step 14.

Tokenised ID, Document Hash / PDF digest, HKICHash, signature
algorithm (only for "Request Digital Signing™), etc. The request
parameter “source” will be the browser's user agent value (for
Online Service Website) or “App Scheme”/“App Link” (for
Online Service App) in this scenario. APl encryption is required;

“IAM Smart” API (POST: Request Digital Signing)
“iAM Smart” API (POST: Request PDF Digital Signing)

“IAM Smart” System verifies the validity of accessToken,
Tokenised ID, other parameters and confirms receipt of the digital
signing request to Online Service server by returning POST
response with parameter “authByQR” (set to “true”) in this

scenario;

Online Service Server uses the Document Hash / PDF digest and
hash of Tokenised ID to calculate a 4-digit identification code and
instructs Online Service Website/App to display the instructions
with the 4-digit identification code to inform “iAM Smart” user to
process the digital signing authorisation request in “1AM Smart”
Mobile App;

Online Service Website/App should keep synchronising with
Online Service Server for the digital signing processing result (e.g.,

polling);

“IAM Smart” System pushes a notification message to the “i1AM
Smart” Mobile App based on the Tokenised ID;

“1AM Smart” user logs in “1AM Smart” Mobile App, reviews the
digital signing authorisation request (e.g., continue or reject the
request) and verifies the 4-digit identification code with Online
Service Website/App;

“AAM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

“IAM Smart” System invokes Online Service callback API to
return the result with “businessID” of the digital signing request.
API data decryption is required;

Online Service Callback API (POST: Callback to Receive Digital
Signing Result)
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Online Service Callback APl (POST: Callback to Receive PDF
Digital Signing Result)

Step 11. Online Service Server completes the document digital signing

process, verify the result and acknowledges “1AM Smart” System
the digital signing result using “iAM Smart” API with the same
“businessID” of the digital signing request. API data encryption
is required,;

“IAM Smart” API (POST: Online Service Acknowledges Digital
Signing Result)

Step 12. Online Service Server matches the result using the “businessID”

and shows the digital signing result in corresponding Online
Service Website/App.

3.7.1.1 Implementing (1) POST: Request Digital Signing

- iAM Smart iAM Smart
user browser/app e-Service server .
. mobile app core system
: 1.Click sign by !

T
|
: | |
iIAM Smart < |
|
|
|

2.Send signing request
Ll

3.Submit signing request t'[)y sending access token,
hash and tokenised 1D
1 |
ol
5. Remind user to continue < — _ AAcknowledge signing request |
signing process at iAM T
< — Smart mobileapp_ _ _ ml |

Pre-conditions

Online Service must possess a valid accessToken of the “1AM Smart” user

with authorisation scope “Signing authorisation”.

Online Service Website/App and “iAM Smart” Mobile App are in different

devices in this scenario.

The “1AM Smart” user who signs the document must have a sign version

“IAM Smart”.

® Online Service generates a “businessID” for this Digital Signing request
and uses this identifier to match the callback result returned from “iAM
Smart” System.

Online Service generates the Document Hash as “hashCode” parameter from

the original documents to be signed using a hash algorithm that can suit the
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specific business need. It is recommended to use a hash algorithm that is at
least SHA-256 or equivalent.
e API data encryption is required.

Post-conditions

® Online Service server should check the response parameter “authByQR” and

“ticketID” and determine the next action. For details, please refer to
Section 3.2.1. “ticketID” will not be provided by “iAM Smart” System in
this scenario.

e Online Service has to calculate a 4-digit identification code using the
Document Hash and Tokenised ID hash value. Online Service
Website/App should show the 4-digit identification code and instruction to

inform “1IAM Smart” user to process the digital signing request in “iAM
Smart” Mobile App when “authByQR™ is “true”.

4-digit identification code generation algorithm is as follows:

1)

2)

3)

4)

5)

Concatenate the Document Hash and the Tokenised ID hash value
(calculated with SHA-512), and perform the digital digest for the
concatenation result with SHA-512.

Perform the MD5 calculation to obtain a unique MDS5 hash value.

| Tokenised eID
hash value

| Document Hash

dL

Concatenation result

Digital digest with

SHA-512

Digital digest reuslt

MD5 Calculation

S

| MD5 |

Divide the 128-bit MDS5 hash value into four groups of 4 bytes
binary value and then extract the first byte from each group as a
data sample.

Perform 4-bit unsigned right shift to each byte of the result
obtained above for the hexadecimal data.

Perform the modulo operation on each byte (modulo 10) to obtain a

number of 0-9.
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6) Assemble the 4 numbers obtained above as a 4-digit identification

code.

| datal | data2 | data3 | datad |

First byte

| XXXX XXXX | XXXX XXXX | XXXX XXXX | XXKX XXXX |

4-bit unsigned right
shift

| XXXX 206 | XXXX 36906¢ | XXXX 20X | XXXX 206X |

High 4-bit

| 0000 xxxx | 0000 xxxx | 0000 xxxx | 0000 xxxx |

Value range:
0000 - 1111
Modulo 10

N/

| 0-9 | 0-9 | 0-9 | 0-9 |
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Pseudo code for generating 4-digit identification code

\51, \61, \71, \81, \9!};

{

// Assume Document Hash is BASE64 encoded and perform decode

byte[] hashCodeBytes = Base64Util.base64Decode (hashCode) ;

// Calculate SHA-512 hashcode of Tokenised ID

byte[] openlDBytes = DigestUtil.digestToByte (openlD,
Alg.SHAS512) ;

char code[] = new char [4];

byte[] source = new byte[hashCodeBytes.length +
openlDBytes.length];

System.arraycopy (hashCodeBytes, 0, source, 0,

hashCodeBytes.length) ;

openlDBytes.length) ;

and
// SHA-512 hashed Tokenised ID
byte[] inData = DigestUtil.digestToByte (source, Alg.SHA512);

// Calculate MD% hashcode

// Convert MD5 value 4-digit identification code
for (int i = 0; 1 < 4; i++) {
code[i] = hexDigits][ (digestMD5Datal[i * 4] >>> 4 & 0xf) %
10];

return new String(code);

private static final char hexDigits([] = {‘0’, ‘1’, ‘27, ‘3’, ‘4',

public static String getSignCode (String hashCode, String openlD)

System.arraycopy (openlDBytes, 0, source, hashCodeBytes.length,

// Calculate SHA-512 hashcode from concatenated Document Hash

byte[] digestMD5Data = DigestUtil.digestToByte (inData, Alg.MD5);

e Online Service Website/ App should keep synchronising with Online Service

Server for the digital signing result returned from “iAM Smart” System.

e API data decryption is required.

Error conditions

e For common errors, please refer to Section 3.2.3.  Other errors of this API

include:
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Error Code Error Description Suggested Action

code - D70002 Failed to request digital signing | Inform user the “iAM Smart” digital
signing request is failed and retry
later

code - D70004 User not allowed to sign Inform user that “iAM Smart” digital

signing is not allowed for default
“IAM Smart” and suggest user to
upgrade to “iAM Smart” with digital

signing function

code - D70005 Inconsistent HKIC number Hash of HKIC number provided is

not matched with “1AM Smart” user.
Check hash of HKIC number or
inform user to authorise the digital

signing using the correct “iAM

Smart” account

Request and Response Parameters

Please refer to “iAM Smart” API Specification.

Notes

For common parameters in request and response, please refer to Section 3.2.2.
Request parameter “source”: Value should be matched with Online Service
client terminal (e.g., “App_Scheme”/“App_Link” or browser’s user agent
value).

Request parameter “openlD”: It is the Tokenised ID of the “1AM Smart” user.
Online Service should ensure the accessToken and Tokenised ID are in pair
and belongs to the target “1AM Smart” user for the request. The target
“1AM Smart” user must have a sign version “iAM Smart”.

Request Parameter - “redirectURI”: Value should equal to URI of “Callback
to Receive Digital Signing Result” Online Service callback API. It must be
in the same value as provided during Online Service registration.

Request parameter “hashCode”: It is the Document Hash to be signed.
SHA-256 or equivalent is recommended.

Request parameter “sigAlgo™: It is the signature algorithm to be used by
“IAM Smart”. The default value is "SHA256withRSA". While using
"NONEwWithRSA", hashCode provided must be hashed with SHA-256.
Request parameter “HKICHash”: “1AM Smart” System will verify the HKIC
hash of the “iAM Smart” user with the “HKICHash” provided by Online
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Service, and proceed the digital signing only when they matched. Online
Service should convert the HKIC number into hash value using SHA-256
before sending to “itAM Smart” System. Only the identifier of HKIC
number will be hashed, no check digit is needed.

® Request parameters “department”, “serviceName”, “documentName”: They
are the information of the document to be signed and will be shown in “i1AM
Smart” Mobile App for “iAM Smart” user's reference with the 4-digit
identification code.

® Response parameter “authByQR”: The value returned by “iAM Smart”
System will be “true” in this scenario.

® “iIAM Smart” System will not return the response parameter “ticketID” in

this scenario.

3.7.1.2 Implementing (1) POST: Request PDF Digital Signing

- iAM Smart iAM Smart
user browser/app e-Service server .
. mobile app core system
: 1.Click sign by !

T
|
: | |
iIAM Smart < |
|
|
|

2.Send signing request
Ll

3.Submit signing request t'[)y sending access token,
hash and tokenised 1D >
1 i
ol
5. Remind user to continue | |- _ __4.Acknowledge signing request |
signing process at iAM T
- Smart mobileapp _ _ m |

Pre-conditions
e Please refer to Section 3.7.1.1 except:
- Online Service generates the digest as the parameter “docDigest” from
the pdf document to be signed using the Adobe.PPKL.ite filter and the
adbe.pkcs7.detached subfilter.

Post-conditions
e Please refer to Section 3.7.1.1 except:
- Computing 4-digit identification code with “docDigest” instead of
“hashCode”.

Error conditions
® Please refer to Section 3.7.1.1.
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Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e Please refer to Section 3.7.1.1, except “docDigest” request parameter is
applied instead of “hashCode”.

3.7.1.3 Implementing (2) POST: Callback to Receive Digital Signing Result

- IAM Smart iIAM Smart
user browser/app e-Service server .
mobile app core system
T T T T
LI » 12.Pass verification result
| to iAM Smart system 13.Perform signing
Ll

|
| 0 o |
| 14.Return signing result |
| < T
! I

Pre-conditions
® “iAM Smart” user can accept and complete the digital signing request.

® “iAM Smart” user can also reject the digital signing request.

Post-conditions

e API data decryption is required.

e Online Service Server should match the callback result with corresponding
Online Service Website/ App using the “businessID”.

e Online Service server completes the document digital signing process and
acknowledges “iAM Smart” System the digital signing result.

Error conditions

e For common errors, please refer to Section 3.2.3.  Other errors of this API

include:
Error Code Error Description Suggested Action

code - D70000 User cancelled signing request Inform user the “iAM Smart”
digital signing request is
cancelled

code - D70001 User rejected signing request Inform user the “iAM Smart”
digital signing request is
rejected
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code - D70002 Failed to request signing Inform user the “i{AM Smart”
digital signing request is failed

and retry later

code - D70003 Signing request timeout Inform user the “iAM Smart”
digital signing request is

timeout and provide way for

user to retry

Callback Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e For common parameters in request and response, please refer to Section 3.2.2.

® Callback parameter “hashCode”: It is the Document Hash provided by
Online Service and Online Service may use for checking purpose.

® (Callback parameter “timestamp’: It is the timestamp returned by “1AM Smart”
System when the digital signing operation is successful.

® Callback parameter “signature”: It is the RSA signature of the Document
Hash submitted by Online Service for digital signing. The value is BASE64
encoded.

® Callback parameter “cert”: It is the “1AM Smart” e-Cert of the “iAM Smart”
user. Itisin X.509 format and the value is BASE64 encoded.

3.7.1.4 Implementing (2) POST: Callback to Receive PDF Digital Signing

Result
- iIAM Smart IAM Smart
user browser/app e-Service server, -
i i mobile app core system

to iAM Smart system 13.Perform signing

>

9 |

14.Return signing result |
<
]

LI 12.Pass verification result
|

|

|

|

|

|

Pre-conditions
® Please refer to Section 3.6.1.5.

Post-conditions

® Please refer to Section 3.6.1.5.
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Error conditions
e Please refer to Section 3.6.1.5.

Callback Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e [For common parameters in request and response, please refer to Section 3.2.2.

® (allback parameter “docDigest”: It is the pdf document digest submitted by
Online Service and Online Service may use for checking purpose.

e Callback parameter “pdfSignature”: It is the Base64-encoded PKCS#7 object
that is the actual PDF signature value. It contains signer’s certificate, signed
hash value, and the digital signing timestamp information. Online Service
can embed this value to the PDF document for future verification. “iAM
Smart” will provide this to Online Service only when the digital signing is
successful.

3.7.1.5 Implementing (3) POST: Online Service Acknowledges Digital Signing

Result
user browser/app e-Service server| |AM_Smar‘( JAM Smart
: . mobile app core system
| : !
: 3 15.Send acknowledgement ' J
I | ”
: ¢ 16.Display confirmation_| | |

Pre-conditions

® Online Service receives the “iAM Smart” digital signing result and completes
its document digital signing process (i.e., verify the result).

e API data encryption is required.

Post-conditions
e Online Service may record the digital signing acknowledgement resulit.

Error conditions
e For common errors, please refer to Section 3.2.3.  Other errors of this API
include:
115



Error Code Error Description Suggested Action

code - D70006 Failed to process signing | “iAM Smart” digital signing

acknowledgement acknowledgement processing

failed, retry later

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e [For common parameters in request and response, please refer to Section 3.2.2.

® Request parameter “businessID”: It is the same “businessID” submitted in
the digital signing request.

® Request parameter “signingResult”: It is the status of Online Service
document digital signing process after receiving the “iAM Smart” digital
signing result.  Its value must be equal to those specified in this API.
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3.7.2 Scenario 2: Digital Signing (Online Service Website in Same Device)

The sequence diagram below shows how an authenticated user authorises and
signs the Document Hash when Online Service website and the “iAM Smart”
Mobile App are running in the same device.

user

1. Click sign by iAM Smart |

browser e-Service Server iAM Smart mobile app iAM Smart core system

10. Follow on screen instructions to complete liveness detection

|
1 | | |
2. Send signing request | :
1

. Jubmit signing request by sending access token, I
hash, tokenised ID and callback URL |
|

1 |
|
4. Acknowledge signing request

5. Return ticket|D NN | l
& identification code

>6- Display
identification code
7. Poll signing result

il
L2 8. Open iAIMI Smart app

w

‘)9. Display
identification code

11. Send verification result

Step 1.

Step 2-3.

to iAM Smart system 12. Perform checking

3 13. Callback with signing result >

14. Verification retum
(response for step 11)

15. Open original browser >

|
4 16. Send acknowledgement

17. Display signing result
(response for step 7)

|
|
'I'e T : |

Figure-15 Digital Signing (Online Service Website in
Same Device)

User clicks the “Sign by 1AM Smart” button in Online Service
Website;

Online Service Website initiates digital signing request to Online
Service server with browser's user agent name (for use as value for
request parameter “source”). Online Service initiates digital
signing request to invoke “1AM Smart” API with the “businessID”
of this request, accessToken, Tokenised ID, Document Hash / PDF
digest, HKICHash, signature algorithm (only for "Request Digital
Signing"), etc.  The request parameter “source” will be browser's
user agent value in this scenario. APl data encryption is required;

“IAM Smart” API (POST: Request Digital Signing)
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“IAM Smart” API (POST: Request PDF Digital Signing)

Step 4. “IAM Smart” System verifies the validity of accessToken,
Tokenised ID, other parameters and confirms receipt of the digital
signing request to Online Service server by returning POST
response with parameters “authByQR” (set to “false”) and
“ticketID”;

Step 5-6.  Online Service Server uses the Document Hash / PDF digest and
hash of Tokenised ID to calculate a 4-digit identification code.
Online Service prepares and sends necessary parameters such as
“authByQR”, “ticketID”, 4-digit identification code, etc. to Online
Service Website and instructs Online Service Website to display
the instruction with the 4-digit identification Code to inform “iAM
Smart” user to process the digital signing authorisation request in
“IAM Smart” Mobile App;

Step 7. Online Service Website should keep synchronising with Online
Service Server for digital signing processing result (e.g., polling);

Step 8. Online Service Website invokes “iAM Smart” Mobile App using
URL Scheme with “ticketID” (set <Context> as “hash-sign” or
“pdf-sign” in URL Scheme). Other parameters of this API are
not used in this scenario.

“1AM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Getting Context)

Step 9. “IAM Smart” user logs in “iAM Smart” Mobile App, reviews the
digital signing authorisation request (e.g., continue or reject the
request) and verify the 4-digit identification code with Online
Service Website;

Step 10-12. “iAM Smart” user follows the instructions in “iAM Smart” Mobile
App to complete digital signing operation;

Step 13-14. “1AM Smart” System invokes Online Service callback API to return
the result with “businessID” of the digital signing request to
Online Service server. APl data decryption is required;

Online Service Callback API (POST: Callback to Receive Digital
Signing Result)
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Step 15.

Step 16.

Step 17.

Online Service Callback APl (POST: Callback to Receive PDF
Digital Signing Result)

“IAM Smart” System instructs “iAM Smart” Mobile App to
invoke the original Online Service browser (i.e., using the
browser's user agent name submitted in digital signing request in
Step 3);

Online Service Server completes the document digital signing
process, verify the result and acknowledges “iAM Smart” System
the digital signing result using “iAM Smart” API with the same
“businessID” of the digital signing request. APl data encryption
is required;]

“IAM Smart” API (POST: Online Service Acknowledges Digital
Signing Result)

Online Service Server matches the result using the “businessID”
and shows the digital signing result in corresponding Online
Service Website.

3.7.2.1 Implementing (1) POST: Request Digital Signing

user

| 1. Click sign by iAM Smart | | |
1

browser e-Service Server iAM Smart mobile app i{AM Smart core system

>

ubmit signing request by sending access token,

hash, tokenised ID and callback URL
|

|
l |
4. Acknowledge signing request
5. Return ticketID e N R —
& identification code !

|
2. Send signing request :

w

Pre-conditions
e Please refer to Section 3.7.1.1 except:

- Online Service Website and “iAM Smart” Mobile App are in the same
device in this scenario.

Post-conditions
® Please refer to Section 3.7.1.1 except:
- Response “authByQR” is “false”, “ticketID” will be provided by “1AM

Smart” System in this scenario.
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Error conditions
e Please refer to Section 3.7.1.1.

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes
e Please refer to Section 3.7.1.1, except for the following parameters:
- Request parameter “source”: Value should be the browser's user agent
value.
- Response parameter “authByQR”: The value is “false” in this scenario.
- Response parameter “ticketID”: It will be provided by “iAM Smart”
System in this scenario. It is a 36-byte (or less) UUID number (ASCII

character set).

3.7.2.2 Implementing (1) POST: Request PDF Digital Signing

user

browser e-Service Server iAM Smart mobile app i{AM Smart core system

1. Click sign by iAM Smart | | |

> |

|
2. Send signing request | !
>l ubmit signing request by sending access token,

hash, tokenised ID and callback URL
|

l |

w

4. Acknowledgésigning request
5. Return ticketID e N R —
& identification code !

Pre-conditions
e Please refer to Section 3.7.1.2 except:
- Online Service generates the digest as the parameter “docDigest” from
the pdf document to be signed using the Adobe.PPKL.ite filter and the
adbe.pkcs7.detached subfilter.

Post-conditions
® Please refer to Section 3.7.1.2 except:
- Computing 4-digit identification code with “docDigest” instead of
“hashCode”.

Error conditions
® Please refer to Section 3.7.1.2.
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Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes
e Please refer to Section 3.7.2.1, except “docDigest” request parameter is
applied instead of “hashCode”.

3.7.2.3 Implementing (2) URL Scheme: Open “iAM Smart” Mobile App for
Getting Context

user browser e-Service Server iAM Smart mobile app iAM Smart core system

7. Poll signing result | |

9 8. Open i'AMI Smart app

| SRisdlay
le— identification code

Ay

Pre-conditions

® Online Service Website and “iAM Smart” Mobile App are in the same device.

® Online Service has the “ticketID” provided by “iAM Smart” System for the
digital signing request;

e Other parameters of this API are not used in this scenario.

Post-conditions

® “iAM Smart” Mobile App will be launched.

e Online Service Website should keep synchronising with Online Service
server for the callback response of the digital signing request from “iAM
Smart” System.

Error conditions
e Nil

Request Parameters
® Please refer to “iAM Smart” API Specification.

Notes
® Set <Context> as “hash-sign” or “pdf-sign” in URL Scheme.
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3.7.2.4 Implementing (3) POST: Callback to Receive Digital Signing Result

user browser e-Service Server iAM Smart mobile app iAM Smart core system
| 10. Follow on screen instructions to complete liveness detection
1| | 11. Send verification result
to iAM Smart system 12. Perform checking
] 3 13. Callback with signing result
I 11
h I

Please refer to Section 3.7.1.3.

3.7.2.5 Implementing (3) POST: Callback to Receive PDF Digital Signing

Result
user browser e-Service Server iAM Smart mobile app iAM Smart core system
| 10. Follow on screen instructions to complete liveness detection
1| | 11. Send verification result
to iAM Smart system 12. Perform checking

|

] 3 13. Callback with signing result
11
! T

Please refer to Section 3.7.1.4.

3.7.2.6 Implementing (4) POST: Online Service Acknowledges Digital Signing
Result

user browser e-Service Server IAM Smart mobile app iAM Smart core system

[ S
L 15. Open original browser |‘> |

T
4 16. Send acknowledgement J
]

17. Display signing result

(response for step 7) : :

Please refer to Section 3.7.1.5.
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3.7.3 Scenario 3: Digital Signing (Online Service App in Same Device)

The sequence diagram below shows how an authenticated user authorises and
signs the Document Hash when Online Service App and the “iAM Smart”
Mobile App are running in the same device.

user

1. Click sign by iAM Smart |

e-Service app e-Service Server iAM Smart mobile app iAM Smart core system

10. Follow on screen instructions to complete liveness detection

2. Send signing request !

|
1 | |
|
1 3. Ybmit signing request by sending access token,
hash, tokenised IDIand callback URL

1 I
|
4. Acknowledge signing request
5. Return ticket|D A e — 1l _ _
& identification code

>6- Display
identification code
7. Poll signing result

E 8. Open iAM Smart app

L= uJ
9. Display
Q)identification code

11. Pass verification result

Step 1.
Step 2-3.

to iAM Smart system 12. Perform checking

Iq 13. Callback with signing result 2 I

14. Verification retum
(response for step 11)

15. Open e-Service app

I4 16. Send ackriowledgement

17. Display signing result
(response for step 7)

Figure-16 Digital Signing (Online Service App in Same
Device)

User clicks the “Sign by 1AM Smart” button in Online Service App;

Online Service App initiates digital signing request to Online
Service server with “App Scheme” or “App_Link” (use as the
value of request parameter “source”). Online Service initiates
digital signing request to invoke “IAM Smart” API with the
“businessID” of this request, accessToken, Tokenised ID,
Document Hash / PDF digest, HKICHash, signature algorithm
(only for "Request Digital Signing™), etc. The request parameter
“source” will be “App_Scheme” or “App_Link™ in this scenario.
API data encryption is required;

“IAM Smart” API (POST: Request Digital Signing)
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Step 4.

Step 5-6.

Step 7.

Step 8.

Step 9.

Step 10-12.

Step 13.

“tAM Smart” API (POST: Request PDF Digital SigninQ)

“IAM Smart” System verifies the validity of accessToken,
Tokenised ID, other parameters and confirms receipt of the digital
signing request to Online Service server by returning POST
response with parameters “authByQR” (set to “false”) and
“ticketID”;

Online Service server uses the Document Hash / PDF digest and
hash of Tokenised ID to calculate a 4-digit identification code.
Online Service prepares and sends necessary parameters such as
“authByQR”, “ticketID”, 4-digit identification code, etc. to Online
Service App. Online Service App displays the instruction with
the 4-digit identification Code to inform “iAM Smart” user to
process the digital signing authorisation request in “1AM Smart”
Mobile App;

Online Service App should keep synchronising with Online
Service Server for digital signing processing result (e.g., polling);

Online Service App invokes “iAM Smart” Mobile App using URL
Scheme with “ticketID” (set <Context> as “hash-sign” or “pdf-
sign” in URL Scheme). Other parameters of this API are not
used in this scenario;

“IAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Getting Context)

“1IAM Smart” user logs in “1AM Smart” Mobile App, reviews the
digital signing authorisation request (e.g., continue or reject the
request) and verifies the 4-digit identification code with Online
Service App;

“1IAM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

“IAM Smart” System invokes Online Service callback API to
return the result with “businessID” of the digital signing request to
Online Service Server. API data decryption is required;

Online Service Callback API (POST: Callback to Receive Digital
Signing Result)
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Step 14-15.

Step 16.

Step 17.

Online Service Callback API (POST: Callback to Receive PDF
Digital Signing Result)

“IAM Smart” System instructs “iAM Smart” Mobile App to
invoke the Online Service App using URL Scheme, or Universal
Link/App Link (“iAM Smart” System queries the information
registered at Online Service registration depending on the “source”
submitted in Step 3);

Online Service Server completes the document digital signing
process, verify the result and acknowledges “1AM Smart” System
the digital signing result using “iAM Smart” API with the same
“businessID” of the digital signing request. API data encryption
is required,;

“IAM Smart” API (POST: Online Service Acknowledges Digital
Signing Result)

Online Service Server matches the result using the “businessID”
and shows the digital signing result in corresponding Online
Service App.

3.7.3.1 Implementing (1) POST: Request Digital Signing

user

| 1.Click sign by iAM Smart | | |
I

e-Service app e-Service Server iAM Smart mobile app iAM Smart core system

>

|
2. Send signing request :

w

|
|
ubmit signing request by sending access token, |
hash, tokenised ID and callback URL :
1
1 |
!
4. Acknowledge signing request
5. Return ticketID K ____ _
& identification code !

Pre-conditions
e Please refer to Section 3.7.2.1 except:

- Online Service App and “iAM Smart” Mobile App are in the same
device in this scenario.

Post-conditions
® Please refer to Section 3.7.2.1.

Error conditions
® Please refer to Section 3.7.2.1.
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Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes
e Please refer to Section 3.7.2.1, except for the following parameter:
- Request parameter “source”: Value should be “App Scheme” (for the
Online Service App URL scheme), or “App Link™ (for the Universal
Link/App Link).

3.7.3.2 Implementing (1) POST: Request PDF Digital Signing

user

e-Service app e-Service Server iAM Smart mobile app iAM Smart core system

1. Click sign by iAM Smart

| |
o 1 | |
2. Send signing request | t t
>l 3. Bubmit signing request by sending access token, |
hash, tokenised ID and callback URL :

- 1

1 |

!

4. Acknowledge signing request
5. Return ticketID K ___ ___
& identification code !
e !

Pre-conditions
® Please refer to Section 3.7.2.2 except:
- Online Service generates the digest as the parameter “docDigest” from
the pdf document to be signed using the Adobe.PPKL.ite filter and the
adbe.pkcs7.detached subfilter.

Post-conditions
e Please refer to Section 3.7.2.2 except:
- Computing 4-digit identification code with “docDigest” instead of
“hashCode”.

Error conditions
® Please refer to Section 3.7.2.2.

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e Please refer to Section 3.7.2.2, except “docDigest” request parameter is

applied instead of “hashCode”.
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3.7.3.3 Implementing (2) URL Scheme: Open “iAM Smart” Mobile App for

Getting Context

user

e-Service app

e-Service Server

7. Poll signing result |

iAM Smart mobile app iAM Smart core system

T
IZ 8. Open iAM Smart app
| |

Please refer to Section 3.7.2.3.

| L)Q. Display
identification code

3.7.3.4 Implementing (3) POST: Callback to Receive Digital Signing Result

user

e-Service app

e-Service Server

10. Follow or|1 sclreen instructions to complete Ii\lleness detection

iAM Smart mobile app iAM Smart core system

11. Pass verification result

to iIAM Smart system

12. Perform checking

3

T
13. Callback with signing result
|-

i

Please refer to Section 3.7.1.3.

3.7.3.5 Implementing (3) POST: Callback to Receive PDF Digital Signing

Result

user

e-Service app

e-Service Server

10. Follow on screen instructions to complete liveness detection
| |

iAM Smart mobile app iAM Smart core system

11. Pass verification result

-

to iAM Smart system

12. Perform checking

3

T
13. Callback with signing result
|-

i

Please refer to Section 3.7.1.4.

127



3.7.3.6 Implementing (4) POST: Online Service Acknowledges Digital Signing

Result

user

e-Service app

e-Service Server

iAM Smart mobile app

-

V -
15A0penle-Servioeapp | P

17

Please refer to Sect

iAM Smart core system

4 16. Send ackn:owledgement

. Display signing result
(response for step 7)

ion 3.7.1.5.
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3.8  WORKFLOWS FOR DIGITAL SIGNING WITHOUT SERVICE
LOGIN (AKA ANONYMOUS DIGITAL SIGNING)

The following process includes anonymous hash digital signing and anonymous
pdf digital signing.

3.8.1

Different Device)

Scenario 1: Anonymous Digital Signing (Online Service Website in

The sequence diagram below shows how an anonymous user authorises and

signs the Document Hash when Online Service website and the “1AM Smart”

Mobile App are running in different devices.

user

1. Click sign by iAM Smart

browser

e-Service server

iAM Smart
mobile app

iAM Smart
core system

2. Send signing request

3. Submit anonymous signing request

by sending HKICHash and hashCode/docDigest
1

|
4. Acknowledge signing request

5. Return redirect info
& identification code

11. Long polling

2 A
6. Redirect to
IAM Smart System 7. Request QR/App broker page
|
o __]1%& Return QR/App ‘1059’_"&_9194| ___________
< . Automatically request QR page)
< 10. Show QR page to user :

. Scan QR code by iAM Smart mobile app

13. Request identification code

16. Provide consent and confirm signing request

14. Return identification code

15. Display

e identification code

17. Pass verification result
to iAM Smart system

19. Verification retum

18. Perform checking

>

3

21. Redirect to eSeg

20. Redirect to e-Se

ice callback URL with authCode
(respopse for step 11)

—_—— e e e e e e e — — — — ]

23. Request accessTjoken by authCode

|
24. Return accessToken & tokenised ID

|
25. Request pigning result

K —— J_—_
22. Redirect to callback URL
4
K— — —
o
o
<— ——

T
26. Returr signing result

________ o ——————————

28 Display signing resu ItIE
(response for step 22)

|
27. Send acknowledgement
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5-7.

Step 8-10.

Figure-17 Anonymous Digital Signing (Online Service
Website in Different Device)

After entering HKIC number, the user clicks the “Anonymous
hash digital signing” (or “Anonymous pdf digital signing’’) button
in Online Service Website;

Online Service Website initiates anonymous digital signing
request to Online Service Server with browser's user agent name

(use as value for request parameter “source”);

Online Service Server initiates an anonymous digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for "Request Anonymous Digital Signing"), etc.
API encryption is required;

“IAM Smart” API (POST: Request Anonymous Digital Signing)

“IAM Smart” API (POST: Request Anonymous PDF Digital
Signing)

“/AM Smart” System verifies and confirms receipt of the
anonymous digital signing request to Online Service Server by

returning POST response with parameter “ticketID”;

Online Service Server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 4-digit identification
code and instructs Online Service Website to display the
instructions with the 4-digit identification code to inform “iAM
Smart” user to process the digital signing authorisation request in
“IAM Smart” Mobile App;

Online Service Server prepares the request parameters such as
“clientID”, “redirectURI”, “source” (set as browser’s user agent
value), “scope”, “ticketlD”, etc. and constructs the GET request to

invoke the “iAM Smart” API using browser redirection;
“IAM Smart” API (GET: Request OR page)

“IAM Smart” System returns the broker page (if Online Service
has set “brokerPage” to “true”) and after the broker page fails to
find the “1AM Smart” Mobile App, it will request QR page to be

displayed in browser. If Online Service does not request for
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Step 11.

Step 12.

Step 13-15.

Step 16-17.

Step 18-19.

Step 20-22.

Step 23-24.

Step 25-26.

broker page (i.e., no broker page will be returned), the browser will
directly display QR Code page;

QR Code page of “1AM Smart” System polls “1AM Smart” System
for the QR Code status;

“1AM Smart” user logs in “1AM Smart” Mobile App to scan the
QR Code;

“U/AM Smart” Mobile App requests and displays 4-digit
identification code from “iAM Smart” System. “iAM Smart”
user reviews the digital signing authorisation request (e.g.,
continue or reject the request) and verifies the 4-digit identification
code with Online Service Website;

“1AM Smart” user follows the instructions in “iAM Smart” Mobile
App to complete digital signing operation;

“IAM Smart” System verifies the validity of QR code and other
necessary information, and return the authorisation result to “iAM
Smart” Mobile App;

QR Code page of “1AM Smart” System receives the polling result
returned by “1AM Smart” System (i.e., response for the polling in
Step 11) which includes authCode and businessID or any error
code (e.g., “iAM Smart” user rejects the request), assembles and
invokes the Online Service callback API given in “redirectURI”
using browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service Server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e., openID) of the “iAM Smart” user. API data encryption
is required;

“iAM Smart” API (POST: Request accessToken & Tokenised 1D)

Online Service Server invokes the “iAM Smart” API with the
accessToken and openlID to obtain the result of anonymous digital
signing. API data encryption is required;
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Step 27.

Step 28.

“IAM Smart” API (POST: Obtain Anonymous Digital Signing
Result)

“IAM Smart” API (POST: Obtain Anonymous PDF Digital
Signing Result)

Online Service Server completes the document digital signing
process, verify the result and acknowledges “1AM Smart” System
the digital signing result using “iAM Smart” API with the same
“businessID” of the digital signing request. API data encryption
is required,;

“IAM Smart” API (POST: Online Service Acknowledges Digital
Signing Result)

Online Service Server matches the result using the “businessID”
and shows the digital signing result in corresponding Online
Service Website.

3.8.1.1 Implementing (1) POST: Request Anonymous Digital Signing

user

| 1 Clicksign by iAM Smart |

iAM Smart iAM Smart

browser e-Service server .
mobile app core system

T
R : I
2. Send signing request I |

|
' |
3. Submit anonymous signing request |
by sending HKICHash and hash Code/docDigest |

| L

1

|
4. Acknowledge signing request
+

Pre-conditions
e Please refer to Section 3.7.1.1 except:

- No request parameter “accessToken” exists.

- Online Service generates a “businessID” for this request and uses this
identifier to match the authCode returned from “iAM Smart” System.

- Online Service should convert the HKIC number (no check digit is
needed) into hash value using SHA256.

Post-conditions
e Please refer to Section 3.7.1.1 except:

- No response parameter “authByQR” exists.

- Online Service calculates a 4-digit identification code using:

Document Hash + HKICHash + clientID hash value (calculated

with SHA-512)
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Error conditions

e For common errors, please refer to Section 3.2.3.  Other errors of this API
include:

Error Code Error Description Suggested Action

code - D70002

Failed to request signing Inform user the “iAM Smart”
digital signing request is failed and
retry later

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e Please refer to Section 3.7.1.1, except for the following parameters:

No request parameter “accessToken”, “openID”, “source”,
“redirectURI” and “‘state”.

No response parameter “authByQR”.

Response parameter “ticketID”: It is returned from “iAM Smart”
System for “1AM Smart” APIs for anonymous request. It will be used
for invoking subsequent “iAM Smart” APIs “Request QR Page” and
“Open “1AM Smart” Mobile App for Getting Context” depending on the
scenario. Itis a 36-byte (or less) UUID number (ASCII character set).

3.8.1.2 Implementing (1) POST: Request Anonymous Anonymous PDF Digital
Signing

user browser e-Service server

iAM Smart iAM Smart
mobile app core system

| L Clicksign by iAM Smart | I

T
' |
> |
2. Send signing request l ] u
3. Submit anonymous signing request
by sending HKICHash and hashCode/docDigest
|

1

|
4. Acknowledge signing request
ke ——————— — — — 4+ ——— — — —
| 1

Pre-conditions
® Please refer to Section 3.7.3.2.

Post-conditions
e Please refer to Section 3.7.3.2 except:

Online Service calculates a 4-digit identification code using:
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docDigest of PDF document + HKICHash + clientID hash value
(calculated with SHA-512)

Error conditions

e Please refer to Section 3.7.3.2.

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes

® Please refer to Section 3.7.3.2.

3.8.1.3 Implementing (2) GET: Request QR Page

user

browser

e-Service server iAM Smart mobile app

iAM Smart core system

26. Redirect to iAM,
Smart

|

5. Return redirect info |
& identification code |
|

|

7. Request QR/App broker page:

v

Pre-conditions

e Please refer to Section 3.4.1.1 except:
- Online Service has the “ticketID” provided by “1AM Smart” System for

the anonymous request in step 4.

Post-conditions

e Please refer to Section 3.4.1.1.

Error conditions

e Please refer to Section 3.4.1.1.

Request Parameters

® Please refer to Section 3.4.1.1.

Notes

e Please refer to Section 3.4.1.1 except the following parameter:

- Request parameter “ticketID”’: Value provided by “iAM Smart” System
for the anonymous request.
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3.8.1.4 Implementing (3) GET: Callback with authCode to Online Service

Server

user

browser

e-Service server

iAM Smart mobile app

iAM Smart core system

ice callback URL with authCode
opse for step 11)

20. Redirect to e-Sef
(regy

g=

22. Redirect to callback URL

|

|

|

3

|

|

1§ 21. Redirect to e-Service
|

Pre-conditions

® Please refer to Section 3.4.1.2.

Post-conditions

e Please refer to Section 3.4.1.2 except:
- Online Service Server should match the callback result with
corresponding Online Service client terminal using the “businessID”.

Error conditions

e This Online Service callback APl is a HTTP GET request.

“error_code” is returned, it means the request is failed.

If parameter

Error Code

Error Description

Suggested Action

error_code - D70000

User cancelled signing request

Inform user the digital signing

request is cancelled

error_code - D70001

User rejected signing request

Inform user the digital signing

request is rejected

error_code - D70002 Failed to request signing Inform user the digital signing
request is failed and retry later
error_code - D70004 User not allowed to sign Inform wuser that ‘“i/AM Smart”

digital signing is not allowed for
default “iAM Smart” and suggest
user to upgrade to “iAM Smart”

with digital signing function
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Error Code

Error Description

Suggested Action

error_code - D70005

Inconsistent HKIC number

Hash of HKIC number provided is
not matched with “1AM Smart” user.
Check hash of HKIC number or
inform user to authorise the digital

signing using the correct “iIAM

Smart” account

The error_code D70003 (signing request timeout) does not appear in this
scenario. For the QR code timeout or request confirmation timeout in the

“1AM Smart” Mobile App, message will be prompted in the corresponding

user interface.

Callback Parameters

® Please refer to Section 3.4.1.2.

Notes

e Please refer to Section 3.4.1.2 except the following parameter:

- Callback parameter “businessID”: Value returned by “iAM Smart”
System should be the same one as Online Service submitted in the
anonymous request.

3.8.1.5 Implementing (4) POST: Request accessToken & Tokenised ID

user

browser

Please refer to Section 3.4.1.3

e-Service server

iAM Smart mobile app iAM Smart core system

4 23. Request accessTloken by authCode
T

24. Return accessTo

K———————— ===
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3.8.1.6 Implementing (5) POST: Obtain Anonymous Digital Signing Result

user browser e-Service server iAM Smart mobile app iAM Smart core system

(u]

25. Request IEign ing result “

| ..
26. Return signing result
<--————-—-222 L

Pre-conditions

® Online Service must possess a valid accessToken of the “1AM Smart” user
with authorisation scope “Signing authorisation”.

e API data encryption is required.

Post-conditions

e API data decryption is required.

e Online Service Server completes the document digital signing process and
acknowledges “1AM Smart” System the digital signing result using “iIAM
Smart” API with the same “businessID” of the digital signing request.

e Online Service should discard the accessToken as it can only be used once.

Error conditions
e For common errors, please refer to Section 3.2.3.  Other errors of this API
include:

Error Code Error Description Suggested Action

code - D70002 Failed to request signing Inform user the “i{AM Smart”

digital signing request is failed

and retry later

code - D70003 Signing request timeout Inform user the “i/AM Smart”

digital signing request is
timeout and provide way for

user to retry

code - D70004 User not allowed to sign Inform user that “iAM Smart”

digital signing is not allowed
for default “1iAM Smart” and
suggest user to upgrade to
“IAM  Smart” with digital

signing function
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.Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e Please refer to Section 3.7.1.3 except:

- Response parameters “businessID” and “state” do not exist.

3.8.1.7 Implementing (5) POST: Obtain Anonymous PDF Digital Signing
Result

user browser e-Service server iAM Smart mobile app iAM Smart core system

n

25. Request IEign ing result “

<—————— -2 LROPSt -
1 |

Pre-conditions
e Please refer to Section 3.6.4.5

Post-conditions
e Please refer to Section 3.6.4.5.

Error conditions
e Please refer to Section 3.6.4.5.

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes

e Please refer to Section 3.7.1.4 except:

- Response parameter “businessID” and “state” do not exist.
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3.8.1.8 Implementing (6) POST: Online Service Acknowledges Digital Signing

Result

user

browser

e-Service server

iAM Smart mobile app

iAM Smart core system

28 Display signing result E

1
27. Send acknowledgement

(response for step 22)

Please refer to Section 3.7.1.5.
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3.8.2 Scenario 2: Anonymous Digital Signing (Online Service Website in Same

Device)

The sequence diagram below shows how an anonymous user authorises and
signs the Document Hash when Online Service website and the “1AM Smart”
Mobile App are running in the same devices.

iAM Smart iAM Smart
mobile app core system

| 1 Click sign by iAM Smart | :

user browser e-Service server

2. Send signing request N
3. Submit anonymous signing request

T

|

1

|

|

] by sending HKICHash and hashCode/docDigest |
; .

1
4. Acknowledge signing request

5. Return redirect info
& identification code

2 6. Redirect to
iAM Smart Syste! 7. Request QR/App broker page |
+ >

8. Return QR/App broker page |
K—————————— d——————————— D
9. Long polling

T
|
l
|
|
|
|
|
|
|

10. Automatically open iAM Smart mobile app

11. Request identification code

12. Return identification code

13. Display
X . identification code
14. Provide consent and confirm signing request

15. Pass verification result 16. Perform checking
to iAM Smart system

17. Verification retum >
19. Redirect to e-Servige gallback URL with authCode :

< (responseforstep) _ _ _ _ _ _ _ e ]

3 I
< 21. Redirect to callback URL l
20. Redirect to e-Service :

22. Request accessToken by authCode
T

18. Open oripirfal browser <~

v

|
23. Return accessTokgn & tokenised 1D

fadhw |

24. Request si%;ning result

|
25. Return signing result

E 26. Send acknmeIedgemmt
27. Display signing result| t
(response for step 21)

Lk ] I I
I I

D
-

Figure-18 Anonymous Digital Signing (Online Service
Website in Same Device)
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5-7.

Step 8.

Step 9.

After entering HKIC number, the user clicks the “Anonymous
hash digital signing” (or “Anonymous pdf digital signing”) button
in Online Service Website;

Online Service Website initiates anonymous digital signing
request to Online Service Server with browser's user agent name

(use as value for request parameter “source”);

Online Service Server initiates an anonymous digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for "Request Anonymous Digital Signing™), etc.
API data encryption is required;

“IAM Smart” API (POST: Request Anonymous Digital Signing)

“IAM Smart” API (POST: Request Anonymous PDF Digital
Signing)

“/AM Smart” System verifies and confirms receipt of the
anonymous digital signing request to Online Service Server by

returning POST response with parameter “ticketID”;

Online Service Server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 4-digit identification
code and instructs Online Service Website to display the
instructions with the 4-digit identification code to inform “iAM
Smart” user to process the digital signing authorisation request in
“IAM Smart” Mobile App;

Online Service Server prepares the request parameters such as
“clientID”, “redirectURI”, “source” (set as browser’s user agent
value), “scope”, “brokerPage” (set as “true”), “ticketID”, etc. and
constructs the GET request to invoke the “iAM Smart” API using
browser redirection;

“IAM Smart” API (GET: Request OR page)

“1AM Smart” System returns the broker page to the Online Service
Website;

Broker page of “1AM Smart” System polls “1AM Smart” System
for further action;
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Step 10.

Step 11-13.

Step 14-15.

Broker page invokes the “iAM Smart” Mobile App in the same
device automatically and sends it the relevant parameters.

“1AM Smart” user logs in “1AM Smart” Mobile App, “1AM Smart”
Mobile App requests and displays 4-digit identification code from
“IAM Smart” System. “IAM Smart” user reviews the digital
signing authorisation request (e.g., continue or reject the request)
and verifies the 4-digit identification code with Online Service
Website;

“1AM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

Step 16-18. “1AM Smart” System verifies the validity of necessary information,

Step 19-21.

Step 22-23.

Step 24-25.

and return the authorisation result to “iAM Smart” Mobile App.
“I{AM Smart” Mobile App invokes the original Online Service
browser (i.e., using the browser's user agent value submitted);

Broker page of “1AM Smart” System receives the polling result
returned by “1AM Smart” System (i.e., response for the polling in
Step 9) which includes authCode and businessID or any error code
(e.g., “1AM Smart” user rejects the request), assembles and
invokes the Online Service callback API given in “redirectURI”

using browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service Server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e., openID) of the “iAM Smart” user. API data encryption
is required,;

“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server invokes the “iAM Smart” API with the
accessToken and openlID to obtain the result of anonymous digital
signing. API data encryption is required,;

“IAM Smart” API (POST: Obtain Anonymous Digital Signing
Result)
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Step 26.

Step 27.

“IAM Smart” API (POST: Obtain Anonymous PDF Digital
Signing Result)

Online Service Server completes the document digital signing
process, verify the result and acknowledges “iAM Smart” System
the digital signing result using “iAM Smart” API with the same
“businessID” of the digital signing request. API data encryption
is required,;

“IAM Smart” API (POST: Online Service Acknowledges Digital
Signing Result)

Online Service Server matches the result using the “businessID”
and shows the digital signing result in corresponding Online
Service Website.

3.8.2.1 Implementing (1) POST: Request Anonymous Digital Signing

user

1. Click sign by iAM Smart | T |

iAM Smart iAM Smart

browser e-Service server :
mobile app core system

|
1
2. Send signing request |

3. Submit anonym(‘)us signing request
by sending HKICHash and hashCode/docDigest

1 .

4. Acknowledge;signing request
.

Please refer to Section 3.8.1.1 except:

- Online Service Website and “1AM Smart” Mobile App are in the same

device in this scenario.

3.8.2.2 Implementing (1) POST: Request Anonymous PDF Digital Signing

user

1. Click sign by iAM Smart : T |

iAM Smart iAM Smart

browser e-Service server :
mobile app core system

>

2. Send signing request

3. Submit anonyméus signing request
by sending HKICHash and hashCode/docDigest
|

1 !

4. Acknowledgésigning request
|
.

Please refer to Section 3.8.1.2 except:

- Online Service Website and “i1AM Smart” Mobile App are in the same

device in this scenario.
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3.8.2.3 Implementing (2) GET: Request QR Page

user browser e-Service server IAM Smart mobile app iAM Smart core system

5. Return redirect info :
& identification code |
—————————— |
|
|

Smart 7. Request QR/App broker page

Pre-conditions
e Please refer to Section 3.4.2.1 except:
- Online Service has the “ticketID” provided by “iAM Smart” System for

the anonymous request in step 4.

Post-conditions
e Please refer to Section 3.4.2.1.

Error conditions
e Please refer to Section 3.4.2.1.

Request Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e Please refer to Section 3.4.2.1 except the following parameter:
- Request parameter “ticketID’: Value provided by “iAM Smart” System
for the anonymous request.

3.8.2.4 Implementing (3) GET: Callback with authCode to Online Service

Server
user browser e-Service server IAM Smart mobile app iAM Smart core system

T

| T

| 19. Redirect to e-Servige gallback URL with authCode |

-~ | kKeee_—— {respopseforstepd) _ _ _ _ _ _ _ J___________

3 <

|

|

|

|
21. Redirect to callback URL :
20. Redirect to e-Service |

Pre-conditions
® Please refer to Section 3.6.2.3.
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Post-conditions
e Please refer to Section 3.6.2.3.

Error conditions
e Please refer to Section 3.8.1.4.

Callback Parameters
® Please refer to Section 3.6.2.3.

Notes
e Please refer to Section 3.6.2.3.

3.8.2.5 Implementing (4) POST: Request accessToken & Tokenised ID

user browser e-Service server IAM Smart mobile app iAM Smart core system

4 22. Request accessTof(en by authCode

1

|

|

| |

| 23. Return accessTokén & tokenised ID
| +

|

1

Please refer to Section 3.6.1.4.

3.8.2.6 Implementing (5) POST: Obtain Anonymous Digital Signing Result

user browser e-Service server IAM Smart mobile app iAM Smart core system

| T

| 5 24. Request signing result
| t

[ 25, Return si%;_ning result
|

|

'

K- - F === ===

Please refer to Section 3.8.1.6.
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3.8.2.7 Implementing (5) POST: Obtain Anonymous PDF Digital Signing

Result

user

browser

e-Service server

iAM Smart mobile app

iAM Smart core system

T
24. Request signing result

K—— ==

T
25, Return si%]_ning result

Please refer to Section 3.8.1.7.

3.8.2.8 Implementing (6) POST: Online Service Acknowledges Digital Signing

Result

user

browser

e-Service server

|

iAM Smart mobile app

iAM Smart core system

1
7. Display signing result Ib

1
26. Send ackr}leedgement

Please refer to Section 3.7.1.5.
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3.8.3 Scenario 3: Anonymous Digital Signing (Online Service App in Different

Device)

The sequence diagram below shows how an anonymous user authorises and
signs the Document Hash when Online Service App and the “iAM Smart”
Mobile App are running in different devices.

iAM Smart iAM Smart
mobile app core system

in-app browser

| 1. Click sign by iAM Smart | |

e-Service app | e-Service server |

|
| |
2. Send signing request T ”
' 1 3. Submit anonymous signing request
| by sending HKICHash alnd hashCode/docDigest
: 1 ' "
| 4. Acknowledge signing request
| - A
5. Return iAM Smart QR/App URL
6.Display k————————— e - 1
identification code

7. Poll signing result
i

8. Open browser,

9. Request QR authorisation page

10. Show QR page

11. Long polling

12. Scan QR by iAM Smart mobile app

13.Request identification code

14.Return identification code

15.Display
identification code

16. Provide consent and confirm signing request

18. Perform checking

17. Authorisation grant
19. Authorisation retum >
e __________
1

T
20. Redirect to e-Service callback URL with authCode
3 (response for step 11)

21. Redirect to e-
Service =

22.Redirect to callback URL

I
4 23. Request accessTbken by authCode
T

24. Return accessToken & tokenised ID

25. Request §igning result

5 [
26. Return digning result
K-———————=—- TS
|
T

27. Send acknowledgement
T

28. Display signing result |6

(r%por\seI for step 7) |

[
T I T | I

_________________________________{

Figure-19 Anonymous Digital Signing (Online Service
App in Different Device)
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5-6.

Step 7.

Step 8.

After entering HKIC number, the user clicks the “Anonymous
hash digital signing” (or “Anonymous pdf digital signing”) button
in Online Service App;

Online Service App determines there is no “iAM Smart” Mobile
App in the device using program code, initiates anonymous digital
signing request to Online Service Server with the in-app browser’s

user agent value (use as value for request parameter “source”);

Online Service Server initiates an anonymous digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for "Request Anonymous Digital Signing™), etc.
API data encryption is required;

“IAM Smart” API (POST: Request Anonymous Digital Signing)

“IAM Smart” API (POST: Request Anonymous PDF Digital
Signing)

“/AM Smart” System verifies and confirms receipt of the
anonymous digital signing request to Online Service Server by

returning POST response with parameter “ticketID”;

Online Service Server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 4-digit identification
code and instructs Online Service App to display the instructions
with the 4-digit identification code to inform “iAM Smart” user to
process the digital signing authorisation request in “1AM Smart”
Mobile App;

Online Service Server prepares necessary parameters such as
“clientID”, “redirectURI”, “scope”, ‘“source” (set as in-app
browser’s user agent value), “brokerPage” (set as ‘“false”),
“ticketID”, etc. and constructs the GET request to invoke the “iAM
Smart” API by Online Service App;

Online Service App polls Online Service Server for the digital

signing result from “1AM Smart” System;

Online Service App invokes in-app browser (Safari for iOS,
Chrome for Android) to submit the GET request;
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Step 9-10.

Step 11.

Step 12.

Step 13-15.

Step 16-17.

Step 18-19.

Step 20-22.

Step 23-24.

Step 25-26.

Browser opens the GET request to invoke the “1AM Smart” API
and QR Code page will be shown;

“IAM Smart” API (GET: Request OR page)

QR Code page of “1AM Smart” System polls “1AM Smart” System
for the QR Code status;

“IAM Smart” user logs in “1AM Smart” Mobile App to scan the
QR Code;

“U/AM Smart” Mobile App requests and displays 4-digit
identification code from “iAM Smart” System. “iAM Smart”
user reviews the digital signing authorisation request (e.g.,
continue or reject the request) and verifies the 4-digit identification
code with Online Service Website;

“1AM Smart” user follows the instructions in “iAM Smart” Mobile
App to complete digital signing operation;

“IAM Smart” System verifies the validity of QR code and other
necessary information, and return the authorisation result to “iAM
Smart” Mobile App;

QR Code page of “1AM Smart” System receives the polling result
returned by “1AM Smart” System (i.e., response for the polling in
Step 11) which includes authCode and businessID or any error
code (e.g., “iAM Smart” user rejects the request), assembles and
invokes the Online Service callback API given in “redirectURI”
using browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service Server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e., openID) of the “iAM Smart” user. API data encryption
is required;

“iAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server invokes the “iAM Smart” API with the
accessToken and openlID to obtain the result of anonymous digital
signing. API data encryption is required;
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Step 27.

Step 28.

“IAM Smart” API (POST: Obtain Anonymous Digital Signing
Result)

“IAM Smart” API (POST: Obtain Anonymous PDF Digital
Signing Result)

Online Service Server completes the document digital signing
process, verify the result and acknowledges “1AM Smart” System
the digital signing result using “iAM Smart” API with the same
“businessID” of the digital signing request. API data encryption
is required,;

“IAM Smart” API (POST: Online Service Acknowledges Digital
Signing Result)

Online Service Server matches the result using the “businessID”
and shows the digital signing result in corresponding Online
Service App (i.e., response for the polling in Step 7).

3.8.3.1 Implementing (1) POST: Request Anonymous Digital Signing

user

: 1. Click sign by iAM Smart : ! | T

iAM Smart iAM Smart
mobile app core system

e-Service app |

e-Service server |

in-app browser

|
2. Send signing request ! 1
! ! 3. Submitanonymous signing request

! 1 by sending HKICHash and hashCode/docDigest
1 L

1
4. Acknowledge signing request
e e e —

Please refer to Section 3.8.1.1 except:

- Online Service should determine the “1AM Smart” Mobile App is not in

the same device of Online Service App using program code.

3.8.3.2 Implementing (1) POST: Request Anonymous PDF Digital Signing

user

: 1. Click sign by iAM Smart | T ! |

iAM Smart iAM Smart

e-Service server i
mobile app core system
T

in-app browser

e-Service app |

|
2. Send signing request ! 1
' ! 3. Submitanonymous signing request
: 1 by sending HKICHash and hashCode/docDigest
| 4 |
| 4. Acknowledge'signing request
: e — — — — — — — — e — —

Please refer to Section 3.8.1.2 except:

- Online Service should determine the “1AM Smart” Mobile App is not in

the same device of Online Service App using program code.
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3.8.3.3 Implementing (2) GET: Request QR Page

e-Service server | | iAM Smart mobile app

e-Service app |

in-app browser

iAM Smart core system

9. Request QR authorisation pagle
/ |
10. Show QR page |
pag
K ———————— I A ]
L

Pre-conditions
® Please refer to Section 3.4.3.1 except:
- Online Service has the “ticketID” provided by “1AM Smart” System for
the anonymous request in step 4.

Post-conditions
® Please refer to Section 3.4.3.1.

Error conditions
® Please refer to Section 3.4.3.1.

Request Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e Please refer to Section 3.4.3.1 except the following parameter:
- Request parameter “ticketID”: Value provided by “iAM Smart” System
for the anonymous request.

3.8.3.4 Implementing (3) GET: Callback with authCode to Online Service

Server

in-app browser e-Service server

e-Service app |

iAM Smart mobile app iAM Smart core system

| Ll -
20. Redirect to e-Service callback URL with authCode
(response for step 11)

1 21 Redirect toe-
Service

|
|
22.Redirect to callback URL |
|

Please refer to Section 3.8.1.4.
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3.8.3.5 Implementing (4) POST: Request accessToken & Tokenised ID

in-app browser

e-Service app |

e-Service server | | iAM Smart mobile app

Please refer to Section 3.6.1.4.

23. Request acoessT{)ken by authCode

|
24. Return accessTokén & tokenised ID
T

3.8.3.6 Implementing (5) POST: Obtain Anonymous Digital Signing Result

in-app browser

e-Service app |

e-Service server

Please refer to Section 3.8.1.6.

|
25. Request d.igning result

3.8.3.7 Implementing (5) POST: Obtain Anonymous PDF Digital Signing

Result

in-app browser

e-Service app |

e-Service server | | iAM Smart mobile app

Please refer to Section 3.8.1.7.

|
25. Request !‘igning result

3.8.3.8 Implementing (6) POST: Online Service Acknowledges Digital Signing

Result

e-Service app |

in-app browser

e-Service server |

Please refer to Section 3.7.1.5.

1
|
27. Send acknowledgement
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3.8.4 Scenario 4: Anonymous Digital Signing (Online Service App in Same

Device)

The sequence diagram below shows how an anonymous user authorises and

signs the Document Hash when Online Service App and the “iAM Smart”

Mobile App are running in the same device.

user

e-Service app

e-Service server

iAM Smart
mobile app

1. Click sign by iAM Smart |

7.Display
identification code

iAM Smart
core system

2. Send signing request

3. Submit anonyméus signing request
by sending HKICHash and hashCode/docDigest

4. Acknowledge' signing request
1

1

Return iAM Smart QR/App URL

6. Poll signing result

8. Open iAM

Smart mobile app

. 9.Request identification code

12. Provide consent and confirm signing request

—_—— e - — ]

Step 1.

10.Return identification code
11.Display
identification code

13. Authorisation grant

v

15. Authorisation retum

16. Open e-Service app with authCode

17. Apply access Token

14. Perform checking

O

18. Request acoess:l'oken by authCode

|
19. Return accessTpken & tokenised 1D

20. Request!sign ing result

|
21. Return sjgning result

22. Send ackno}

/ledgement

4
[
o
23. Display signing resuItI
(response for step 6)
__________ T
|
Figure-20

App in Same Device)

Anonymous Digital Signing (Online Service

After entering HKIC number, the user clicks the “Anonymous

hash digital signing” (or “Anonymous pdf digital signing”’) button
in Online Service App;
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Step 2.

Step 3.

Step 4.

Step 5&7.

Step 6.

Step 8.

Online Service App determines “IAM Smart” Mobile App is
installed in the device using program code, initiates anonymous
digital signing request to Online Service Server with
“App_Scheme” or “App_Link” (use as value for request parameter

“source”);

Online Service Server initiates an anonymous digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for "Request Anonymous Digital Signing™), etc.
API data encryption is required;

“IAM Smart” API (POST: Request Anonymous Digital Signing)

“IAM Smart” API (POST: Request Anonymous PDF Digital
Signing)

“/AM Smart” System verifies and confirms receipt of the
anonymous digital signing request to Online Service Server by

returning POST response with parameter “ticketID”;

Online Service Server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 4-digit identification
code and instructs Online Service App to display the instructions
with the 4-digit identification code to inform “iAM Smart” user to
process the digital signing authorisation request in “iAM Smart”
Mobile App;

Online Service Server prepares necessary parameters such as
“clientID”, “redirectURI” (set as Online Service App URL
Scheme or Universal Link/App Link depending on “source”
parameter), “scope”, ‘“source” (set as “App_Scheme” or
“App_Link”), “ticketID”, etc. and constructs the URL Scheme to
invoke “iAM Smart” Mobile App by Online Service App;

Online Service App polls Online Service Server for the digital

signing result from “1AM Smart” System;

Online Service App invokes “iAM Smart” Mobile App using URL
Scheme with request parameters (set <Context> as “anon_hash-
sign” or “anon_pdf-sign” in URL Scheme);

“IAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App

for Getting Context)
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Step 9-11.

Step 12-13.

“1AM Smart” user logs in “1AM Smart” Mobile App, “1AM Smart”
Mobile App requests and displays 4-digit identification code from
“IAM Smart” System. “1AM Smart” user reviews the digital
signing authorisation request (e.g., continue or reject the request)
and verifies the 4-digit identification code with Online Service
Website;

“1AM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

Step 14-15. “iAM Smart” System verifies the validity of necessary information,

Step 16.

Step 17.

Step 18-19.

Step 20-21.

Step 22.

and return the authorisation result to “1AM Smart” Mobile App.

“1AM Smart” Mobile App invokes Online Service App using URL
Scheme or Universal Link/App Link with required parameters

such as “authCode”, “businessID”;

Online Service Callback API1 (Callback with authCode to Online
Service App)

Online Service App sends authCode, businessID, etc. to Online
Service Server;

When Online Service Server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e., openID) of the “1AM Smart” user. API data encryption
is required,;

“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service Server invokes the “iAM Smart” API with the
accessToken and openlD to obtain the result of anonymous digital
signing. APl data encryption is required;

“IAM Smart” API (POST: Obtain Anonymous Digital Signing
Result)

“IAM Smart” API (POST: Obtain Anonymous PDF Digital
Signing Result)

Online Service Server completes the document digital signing
process, verify the result and acknowledges “iAM Smart” System
the digital signing result using “iAM Smart” API with the same
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Step 23.

“businessID” of the digital signing request.

is required,;

API data encryption

“IAM Smart” API (POST: Online Service Acknowledges Digital

Signing Result)

Online Service Server matches the result using the “businessID”
and shows the digital signing result in corresponding Online
Service App (i.e., response for the polling in Step 6).

3.8.4.1 Implementing (1) POST: Request Anonymous Digital Signing

user

e-Service app

e-Service server

1. Click sign by iAM Smart :

>

2. Send signing request

iAM Smart
mobile app

iAM Smart
core system

3. Submitan unyméus signing request
by sending HKICHash and hashCode/docDigest
1

—

I
4. Acknowledge signing request
1

Please refer to Section 3.8.1.1 except:
- Online Service should determine the “iAM Smart” Mobile App is on the

same device of Online Service App using program code.

3.8.4.2 Implementing (1) POST: Request Anonymous PDF Digital Signing

user

e-Service app

e-Service server

1. Click sign by iAM Smart :

>

Please refer to Section 3.8.1.2 except:

2. Send signing request

iAM Smart
mobile app

iAM Smart
core system

3. Submitan unyméus signing request
by sending HKICHash and hashCode/docDigest
1

[u—

I
4. Acknowledge signing request
1

- Online Service should determine the “1AM Smart” Mobile App is on the

same device of Online Service App using program code.
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3.8.4.3 Implementing (2) URL Scheme: Open “iAM Smart” Mobile App for

Getting Context

user e-Service app e-Service server iAM Smart mobile app iAM Smart core system

] i

8. Open i»iAMI Smart app |
i | 1# 9.Request identification code
»

Pre-conditions

Online Service Website and “1AM Smart” Mobile App are in the same device.
Online Service has the “ticketID” provided by “iAM Smart” System for the
digital signing request in step 4.

Online Service should determine if it would generate the optional “state”
request parameter to prevent CSRF attack. The “state” will be returned to
Online Service for checking through the Online Service callback API for

receiving the authorisation code from “iAM Smart” System in Step 16.

Post-conditions

“IAM Smart” Mobile App will be launched.

Online Service Website should keep synchronising with Online Service
server for the callback response of the digital signing request from “iAM
Smart” System.

Error conditions

Nil

Request Parameters

Please refer to “1AM Smart” API Specification.

Notes

Request parameter “ticketID”: Value provided by “1AM Smart” System for

the anonymous request.

Request parameter “source”: Value should be “App Scheme” (for Online

Service App URL scheme), or “App_ Link™ (for the Universal Link/App

Link).

Request parameter “redirectURI”: This is Online Service App URL scheme

or Universal Link/App Link depending on the “source” parameter, which is

used for receiving the authorisation code. The value should be URL

encoded. For details, please refer to Section 6.4.1 of “iAM Smart” API
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Specification. The value must be the same as provided during Online
Service registration.
® Request parameter “state”: The value should be URL encoded.

® Set <Context> as “anon_hash-sign” or “anon_pdf-sign” in URL Scheme.

3.8.4.4 Implementing (3) Callback with authCode to Online Service App

user e-Service app e-Service server iAM Smart mobile app iAM Smart core system

By

| 1

| J 16. Open e-Service app with authCode ‘ ‘
|

|

Pre-conditions
® Please refer to Section 3.4.2.2.

Post-conditions
® Please refer to Section 3.4.2.2 except:
- Online Service Server should match the callback result with
corresponding Online Service App using the “businessID”.

Error conditions
e Please refer to Section 3.8.1.4 except:
- This Online Service callback API is a URL Scheme, or Universal
Link/App Link.

Callback Parameters
® Please refer to “1AM Smart” API Specification.

Notes
® Please refer to Section 3.4.2.2 except the following parameter:
- Callback parameter “businessID”: Value returned by “iAM Smart”
System should be the same one as Online Service submitted in the
anonymous request.
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3.8.4.5 Implementing (4) POST: Request accessToken & Tokenised ID

user e-Service app e-Service server iAM Smart mobile app iAM Smart core system

18. Request acoess:I'oken by authCode

|
« 19. Return accessTpken & tokenised ID

Please refer to Section 3.6.1.4.

3.8.4.6 Implementing (5) POST: Obtain Anonymous Digital Signing Result

user e-Service app e-Service server iAM Smart mobile app iAM Smart core system

20. Requ«istI signing result
T

[S]]
AN

|
21. Return sjgning result

Please refer to Section 3.8.1.6.

3.8.4.7 Implementing (5) POST: Obtain Anonymous PDF Digital Signing
Result

user e-Service app e-Service server 1AM Smart mobile app iAM Smart core system

20. Requ&tlsign ing result
T

(@]
AN

|
21. Return signing result

Please refer to Section 3.8.1.7.

3.8.4.8 Implementing (6) POST: Online Service Acknowledges Digital Signing
Result

user e-Service app e-Service server iAM Smart mobile app iAM Smart core system

| .
T

23. Display signing result I 22. Send ackndNIedgement ‘IJ
(response for step 6) !
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Please refer to Section 3.7.1.5.
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3.9 WORKFLOWS FOR RE-AUTHENTICATION WITH SERVICE

3.9.1

LOGIN

Scenario 1: Re-authentication (Online Service Website/App in Different

Device)

The sequence diagram below shows how Online Service performs “iAM Smart”

Re-authentication when Online Service and the “iAM Smart” Mobile App are

running in different devices.

user browser/app e-Service server |AM_Smart IAM Smart
mobile app core system
I 1Clickre- ! ! I I
J'_ authenticationby | : | |
iAM Smart > | : :
2.Send re-authentication : | |
request : :
3.Apply re-authentication relquest with access_token & :
tokenided 1D 1
: >
5. Remind user to continue ({ |- _4-Acknow 'Edgelef“lhlﬁ_”ti_ca_t@ Tequest
re-authentication at iAM | —
< — _Smart mobileapp_ _ _| :
6.Long polling !
authentication result > :
: 7.Push notification to
[ iAM Smart mobile app
L 8.Show notification
- 9.Follow on screen
instructions to complete
authentication o | | 10. Authentication
L o 1.Pass verification
! pesult to iIAM Smart ) o
: sysem 12.Confirm re-authentication
I )
: / «— 13.Return re-auths%nti cation result =
|
I 14.Display confirmation | H
I iy | |
! - — I I
I I I | |
| |
Figure-21 Re-authentication (Online Service Website/App
in Different Device)
Step 1. User clicks the “Re-authentication by iAM Smart” button in Online
Service Website/App;
Step 2. Online Service Website/App initiates Re-authentication request to

Online Service Server with browser's user agent value (for Online
Service Website) or “App_Scheme”/“App Link” (for Online
Service App) in this scenario (use as the value of request parameter

“source”);
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Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8-12.

Step 13.

Step 14.

Online Service Server initiates Re-authentication request to invoke
“IAM  Smart” API with the “businessID” of this request,
accessToken, Tokenised ID, etc;

“iAM Smart” API (POST: Request Re-authentication)

“IAM Smart” System verifies the validity of accessToken,
Tokenised ID, other parameters and confirms receipt of the Re-
authentication request to Online Service server by returning POST
response with parameter “authByQR” (sets to “true”) in this
scenario;

Online Service Website/App shows instruction to inform “iAM
Smart” user to process the Re-authentication authorisation request
in “iAM Smart” Mobile App;

Online Service Website/App should keep synchronising with
Online Service Server for request result (e.g., polling);

“1AM Smart” System pushes a notification message to “iAM Smart”
Mobile App based on the Tokenised ID;

“IAM Smart” user logs in “iAM Smart” Mobile App, reviews the
Re-authentication authorisation request (e.g., continue or reject the
request) and authorises the request;

“1AM Smart” System invokes Online Service callback API to return
the result with the “businessID” of the Re-authentication request.
API decryption is required;

Online Service Callback APl (POST: Callback to Receive Re-
authentication Result)

Online Service Server processes and matches the result using the
“businessID” and shows the result in corresponding Online Service
Website/App.
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3.9.1.1 Implementing (1) POST: Request Re-authentication

user browser/app e-Service server IAM Smart IAM Smart

mobile app core system
1.Click re- T
| authentication by |
[_iAM Smart <[ |

2.Send re-authentication
request

|
3.Apply re-authentication request with access_token &
tokeniﬁed 1D
|
|
5. Remind user to continuell| |« _4.Acknowledge re-authentication request
re-authentication at iAM T
| Smart mobileapp __| i |

Pre-conditions

Online Service must possess a valid accessToken of the “i1AM Smart” user
with authorisation scope “Re-authentication authorisation”.

Online Service Website/App and “iAM Smart” Mobile App are in different
devices in this scenario.

Online Service generates a “businessID” for this Re-authentication request
and use this identifier to match the callback result returned from “iAM Smart”
System.

API data encryption is required.

Post-conditions

Online Service server should check the response parameter “authByQR” and
“ticketID” and determine the next action. For details please refer to Section
3.2.1.  “ticketID” will not be provided by “IAM Smart” System in this
scenario.

Online Service Website/App should show instructions to inform “iAM Smart”
user to process the Re-authentication request in “iAM Smart” Mobile App
when “authByQR” is “true”.

Online Service server should keep synchronising with Online Service
Website/App for the result returned from “1AM Smart” System.

API data decryption is required.

Error conditions

e For common errors, please refer to Section 3.2.3.  Other errors of this API
include:
Error Code Error Description Suggested Action
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code - D80002

Failed

to request

authentication

re-

Inform user the “iAM Smart”
re-authentication

failed and retry later

request is

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e For common parameters in request and response, please refer to Section 3.2.2.

® Request parameter “source”: Value should be matched with Online Service

client terminal (e.g., “App_Scheme”/“App_Link” or browser’s user agent

value).

® Request Parameter - redirectURI: Value should equal to URI of “Callback to

Receive Re-authentication Result” Online Service callback API.

It has to

be the same value as provided during Online Service registration.

® Response parameter “authByQR”: The value returned by “iAM Smart”

System will be “true” in this scenario.

® “IAM Smart” System will not return the response parameter “ticketID” in
this scenario.

3.9.1.2 Implementing (2) POST: Callback to Receive Re-authentication Result

user

]
|
|
|
|
|
|
|
|

Pre-conditions

browser/app

e-Service server

iAM Smart
mobile app

iAM Smart
core system

1.Pass verification
result to iAM Smart|

systemn 12.Confirm re-authentication

€ —

13.Return re—authg!nti cation result

—

‘/

4

® “iAM Smart” user can accept and complete the Re-authentication request.
® “iAM Smart” user can also reject the Re-authentication request.

Post-conditions
e API data decryption is required.
e Online Service server should match the callback result with corresponding

Online Service Website/App using the “businessID”.
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Error conditions

For common errors, please refer to Section 3.2.3.  Other errors of this API

include:
Error Code Error Description Suggested Action
code - D80001 User rejected re-authentication | Inform user the “iAM Smart”
request re-authentication  request is

rejected

code - D80002 Failed to request re-authentication | Inform user the “iAM Smart”
re-authentication  request is
failed and retry later

code - D80003 Re-authentication request timeout Inform user the “iAM Smart”
re-authentication  request is
timeout and provide way for
user to retry

Callback Parameters

® Please refer to “iAM Smart” API Specification.

Notes

e For common parameters in request and response, please refer to Section 3.2.2.

® Callback parameter “isPassed”: It is the Re-authentication result.

If itis the

same “1AM Smart” user of the Tokenised ID, its value is “true”. Otherwise,

its value is “false”.
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3.9.2 Scenario 2: Re-authentication (Online Service Website in Same Device)

The sequence diagram below shows how Online Service performs “iAM Smart”

Re-authentication when Online Service website and the “1AM Smart” Mobile
App are running in the same device.

user

Step 1.

Step 2.

Step 3.

| authentication by iAM Smart |
1 1

browser e-Service Server iAM Smart mobile app

iAM Smart core system

1. Click re- |

2. Send re-authentication

request

3. Submit re-authentication reguest
with access_token, tokenised ID and callback URL
|

I
1

|
4. Acknowledge re-authentication request
1

5. Return ticketID

6. Poll authentication result

2 7. Open iAM Smart app

8. Follow on screen instructions to complete authentication

—_——-—- == —— — — — ]

9. Pass verification result
t0 iAM Smart system

10. Confirm re-

authentication

3 11. Callback with re-authentication result

—

12. Verification retum
(response for step 9)

L

13. Open original browser

14. Return re-authentication
result (response for step 6)

Figure-22 Re-authentication (Online Service Website in

Same Device)

User clicks the “Re-authentication by iAM Smart” button in
Online Service Website;

Online Service Website initiates Re-authentication request to
Online Service Server with browser's user agent value (for use as

value for request parameter “source”);

Online Service Server initiates Re-authentication request to invoke
“IAM Smart” API with the “businessID” of this request,
accessToken, Tokenised ID, etc.
will be the browser's user agent value.
required,;

The request parameter “source”
API data encryption is
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Step 4.

Step 5-6.

Step 7.

Step 8-10.

Step 11.

Step 12-13.

Step 14.

“iAM Smart” API (POST: Request Re-authentication)

“IAM Smart” System verifies the validity of accessToken,
Tokenised 1D, other parameters and confirms receipt of the Re-
authentication request to Online Service server by returning POST
response with parameter “authByQR” (set to “false”) and

“ticketID” in this scenario;

Online Service Server prepares and sends necessary parameters
such as “authByQR”, “ticketID”, etc. to Online Service Website.
Online Service Website should keep synchronising with the
Online Service server for the request result (e.g., polling);

Online Service Website invokes “i{AM Smart” Mobile App using
URL Scheme with “ticketID” (set <Context> as “re-auth” in URL
Scheme).  Other parameters of this API are not used in this
scenario;

“1AM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Getting Context)

“IAM Smart” user logs in “iAM Smart” Mobile App, reviews the
Re-authentication authorisation request (e.g., continue or reject the
request) and authorises the request;

“IAM Smart” System invokes Online Service callback API to
return the result with “businessID” of the Re-authentication
request to Online Service server. API data decryption is required;

Online Service Callback API (POST: Callback to Receive Re-
authentication Result)

“IAM Smart” System instructs “iAM Smart” Mobile App to
invoke the original Online Service browser (using the browser's
user agent name submitted in the Re-authentication request in Step
3);

Online Service Server processes and matches the result using the
“businessID” and shows the result in the corresponding Online
Service Website.
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3.9.2.1 Implementing (1) POST: Request Re-authentication

user browser e-Service Server iAM Smart mobile app iAM Smart core system

| 1. Click re- |
| authentication by iAM Smart |

51 2. Send re-authentication
request

with access_token, tokenised ID and callback URL
|

1 i

|
4. Acknowledge re-authentication request
L

|
|
|
3. Submit re-authentication request |
|
1

5. Return ticketlD |
Kk—————————— - |

Pre-conditions
® Please refer to Section 3.9.1.1 except:
- Online Service Website and “iAM Smart” Mobile App are in the same
device in this scenario.

Post-conditions
® Please refer to Section 3.9.1.1 except:
- Response “authByQR” is “false”, “ticketID” will be provided by “iIAM
Smart” System in this scenario.

Error conditions
e Please refer to Section 3.9.1.1.

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e Please refer to Section 3.9.1.1, except for the following parameters:
- Request parameter “source”: Value should be the browser's user agent
value.
- Response parameter “authByQR”: The value is “false” in this scenario.
- Response parameter “ticketID”: It will be provided by “iAM Smart”
System in this scenario. It is a 36-byte (or less) UUID number (ASCII
character set).
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3.9.2.2 Implementing (2) URL Scheme: Open “iAM Smart” Mobile App for
Getting Context

user browser e-Service Server iAM Smart mobile app iAM Smart core system

6. Poll authentication result ‘
|

|
|
|
|
|
2 7.Open |,?M! Smart app |
T EHI
Pre-conditions

e Online Service Website and “iAM Smart” Mobile App are in the same device.

® Online Service has the “ticketID” provided by “iAM Smart” System for the
Re-authentication request;

e Other parameters of this API are not used in this scenario.

Post-conditions

® “iAM Smart” Mobile App will be launched.

e Online Service Website should keep synchronising with Online Service
server for the callback response of the Re-authentication request from “iAM
Smart” System.

Error conditions
e Nil

Request Parameters
® Please refer to “1AM Smart” API Specification.

Notes

® Set <Context> as “re-auth” in URL Scheme.

3.9.2.3 Implementing (3) POST: Callback to Receive Re-authentication Result

user browser e-Service Server iAM Smart mobile app iAM Smart core system
| | | | [20. Confirm re-
| thentication
: 3 | | ]
| 11. Callback with re-authentication result A
|
! 1
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Please refer to Section 3.9.1.2.
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3.9.3 Scenario 3: Re-authentication (Online Service App in Same Device)

The sequence diagram below shows how Online Service performs “iAM Smart”
Re-authentication when Online Service mobile application and the “iAM
Smart” Mobile App are running the same device.

user

Step 1.

Step 2.

Step 3.

: authentication by iAM Smart :

e-Service app e-Service Server iAM Smart mobile app iAM Smart core system

1. Click re- | :
|

2. Send re-authentication

request
3. Submit re-authentication request
with access_token, tokenised ID and callbackURL
4 T
| i
1
4.Acknowledge re-authentication request
_ (———— fo———————— =

5. Return ticketID :
K————————=— |
|
6. Poll authentication result |
|
|
|
|
2 7. Open iAM Smart app |

| | M

11

8. Follow on screen instructions to complete authentication

—_———_——— = ———— ]

9. Pass verification result
to iAM Smart system

10. Confirm re-
authentication

3 11. Callback with re-authentication result — >

12. Verification retum
(response for step 9)

13. Open e-Service app >

14. Return re-authentication
result (response for step 6)

Figure-23 Re-authentication (Online Service App in Same
Device)

User clicks the “Re-authentication by iAM Smart” button in
Online Service App;

Online Service App initiates Re-authentication request to Online
Service Server with “App Scheme” or “App Link” in this

scenario (for use as value for request parameter “source”);

Online Service Server initiates Re-authentication request to invoke
“IAM Smart” API with the “businessID” of this request,
accessToken, Tokenised ID etc. The request parameter “source”
will be “App_Scheme” or “App Link”. API data encryption is
required,;
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Step 4.

Step 5.

Step 7.

Step 8-10.

Step 11.

Step 12-13.

Step 14.

“iAM Smart” API (POST: Request Re-authentication)

“IAM Smart” System verifies the validity of accessToken,
Tokenised 1D, other parameters and confirms receipt of the Re-
authentication request to Online Service server by returning POST
response with parameter “authByQR” (set to “false”) and
“ticketID” in this scenario;

Online Service Server prepares and sends the necessary
parameters such as “authByQR”, “ticketID”, etc. to Online Service
App. Online Service App should keep synchronising with the
Online Service server for the request result (e.g., polling);

Online Service App invokes “iAM Smart” Mobile App using URL
Scheme with “ticketID” (set <Context> as “re-auth” in URL
Scheme).  Other parameters of this API are not used in this
scenario;

“iAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Getting Context)

“IAM Smart” user logs in “iAM Smart” Mobile App, reviews the
Re-authentication authorisation request (e.g., continue or reject the
request) and authorises the request;

“I{AM Smart” System invokes Online Service callback API to
return the result with “businessID” of the Re-authentication
request to Online Service server. API data decryption is required;

Online Service Callback API (POST: Callback to Receive Re-
authentication Result)

“IAM Smart” System instructs “iAM Smart” Mobile App to
invoke the Online Service App using URL Scheme, or Universal
Link/App Link (“i{AM Smart” System queries the information
registered at Online Service registration depending on the “source”
submitted in Step 3);

Online Service Server processes and matches the result using the
“businessID” and shows the result in the corresponding Online
Service App.
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3.9.3.1 Implementing (1) POST: Request Re-authentication

user e-Service app e-Service Server iAM Smart mobile app iAM Smart core system

1. Click re-

T
| |
| authentication by iAM Smart | |

|
|
2. Send re-authentication | |
I
I

request 1
3. Submit re-authentication request
with access_token, tokenised ID and callbackURL

I i

|
4.Acknowledge re-authentication request

. K——————— — — — — - ———— —————
5. Return ticket|D I

K——————————" I

Pre-conditions
® Please refer to Section 3.9.2.1 except:
- Online Service App and “iAM Smart” Mobile App are in the same

device in this scenario.

Post-conditions
® Please refer to Section 3.9.2.1.

Error conditions
® Please refer to Section 3.9.2.1.

Request and Response Parameters
® Please refer to “1AM Smart” API Specification.

Notes
e Please refer to Section 3.9.2.1, except for the following parameter:
- Request parameter “source”: Value should be “App Scheme” (for the
Online Service App URL scheme), or “App_Link” (for the Universal
Link/App Link).

3.9.3.2 Implementing (2) URL Scheme: Open “iAM Smart” Mobile App for
Getting Context

user e-Service app e-Service Server 1AM Smart mobile app iAM Smart core system

6. Poll authentication result ‘
|

2 7. Open iAM Smart app |
= »f

173



Please refer to Section 3.9.2.2.

3.9.3.3 Implementing (3) POST: Callback to Receive Re-authentication Result

user

Please refer to Section 3.9.1.2.

e-Service app

e-Service Server

iAM Smart mobile app

iAM Smart core system

10. Confirm re-
uthentication

11. Callback with re-authentication result

| =
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3.10 WORKFLOWS FOR DIRECT LOGIN & DIRECT ACCESS

3.10.1 Scenario 1: Direct Login with Online Service Website (aka Direct Login
v2)

The sequence diagram below shows how users initiate Direct Login in that
“1AM Smart” Mobile App and then automatically login Online Service website
opened in a supported mobile browser.

{AM Smart iAM Smart mobile .
\ . e-service server
mobile app Core System browser
| i s s
H i

1. Click e-Service website direct login button

5

) 2. Check browser support status

3. Request authCode and ReflD

4. Return authCode and RefiD
h L

1 5. Open External browser with authCode and ReflD ]

6. Login with authCode and ReflD -

7. Request acpessToken by authCode

'
1
1 § aeck authCode '
B 9. Return acges$Token and tokenised 1D
1
1
i '

TS
matching
11. Login Success

Figure-24 Direct login v2 from “iAM Smart” to Online
Service

Step 1. User opens “iAM Smart” Mobile App, browses Online Service
catalogue or views the detailed information of Online Service, and
clicks the button to invoke the Online Service;

Step 2. “IAM Smart” Mobile App checks if the supported mobile browser
and its browser version* is installed. If there is no supported

4 “4AM Smart” will maintain the and review the supported browser list from time to time.

Currently the browser priority list for Android is Chrome (highest ranking), Firefox, Samsung
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browser found, the default browser in “1iAM Smart” mobile device
will be opened and redirected to the fallback URL that has been
registered in the “1AM Smart” Platform. Please refer to Section
3.10.3 for the fallback details;

Step 3-4.  “iAM Smart” Mobile App request “iAM Smart” server for the
authCode and RefID;

Step 5-6. “IAM Smart” Mobile App opens the external browser, and
requests the direct login callback endpoint with the authCode and
RefID according to the current Ul display language. Online
Service shall provide three direct login endpoints with three
different languages (EN/TC/SC) and register in the “1AM Smart”
Platform in advance. If there is any exception happened, “iAM
Smart” Mobile App will open the fallback URL without the
authCode and RefID instead of the direct login URL. In addition,
the three fallback URLs of Online Service for three languages
(EN/TC/SC) should have been registered so that the “iAM Smart”
Mobile App can decide which URL is for fallback with respect to
the current Ul display language. Online Service should check if
any login session exists and perform session management properly
according to the business needs;

Online Service Callback API (GET: Callback with AuthCode to
Online Service Server (Direct Login V2))

Step 7-9.  When the Online Service Server gets the authCode, it should
invoke the “iIAM Smart” API to obtain the accessToken and the
tokenised ID (i.e., openID) of the “iIAM Smart” user for the
selected Online Service. API data encryption is required;

“IAM Smart” API (POST: Request accessToken & tokenised ID)

Step 10. Online Service server then performs user matching using the
tokenised ID with its user repository and determines the result of
this login request.

Step 11. The Online Service Website shows the successful login page
accordingly.

browser, Huawei browser, Xiaomi browser and Edge browser (lowest ranking). iOS in addition

supports Safari.
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Notes:

Online Services shall provide the following URLs to DPO for setup in the “1AM
Smart” Platform:

No. URL Type URL Description Described
in
1. Direct Login (English) | Receive authorisation code of web direct login with | Step 5-6

English language

2. Direct Login Receive authorisation code of web direct login with | Step 5-6

(Traditional Chinese) Traditional Chinese language

3. Direct Login Receive authorisation code of web direct login with | Step 5-6

(Simplified Chinese) Simplified Chinese language

4, Fallback / Direct Provide fallback for web direct login with English | Step 2
Access (English) language when there is no supported browser, i.e., Step 5-6
Online Service login page; or provide direct access
to the Online Service in English without login

requirement

5. Fallback / Direct Provide fallback for web direct login with | Step 2
Access (Traditional Traditional Chinese language when there is no Step 5-6
Chinese) supported browser, i.e., Online Service login page;

or provide direct access to the Online Service in

Traditional Chinese without login requirement

6. Fallback / Direct Provide fallback for web direct login with | Step 2
Access (Simplified Simplified Chinese language when there is no Step 5-6
Chinese) supported browser, i.e., Online Service login page;

or provide direct access to the Online Service in

Simplified Chinese without login requirement
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3.10.1.1 Implementing (1) GET: An Online Service endpoint to receive authCode &

RefID from external browser

user

IAM Smart 1AM Smart mobile .
. e-service server
mobile app Core System browser
T T T
an |
| 1
i |
] 5. Open External browser with authCodél and ReflD R 1
! 6. Login with authCode and ReflD
>
i |
I

This endpoint is to be implemented by Online Service. The implementation
reuses “Callback with authCode to Online Service Server” (Section 6.4.2 of
“1AM Smart” API Specification).

Pre-conditions

® “iAM Smart” user has initiated Online Service website via direct login in
“IAM Smart” Mobile App. “1AM Smart” Mobile App has verified that there
is a supported browser installed in the same mobile phone.

Post-conditions
e authCode will expire in 30 seconds and Online Service can only use the

authCode once for requesting the accessToken from “1AM Smart” System.

Error conditions
® This APIis a HTTP GET request. If parameter “error_code” is returned, it
means the direct login request is failed.

Error Code Error Description Suggested Action

error_code — D20008 unregistered redirectURI
“1AM Smart” System

Check value is registered with

error_code — D20012

insufficient scope

Check  authorisation  scope(s)
requested is/are sufficient for
invoking the corresponding “iAM

Smart” API

error_code — D20015

Scope mismatch

Online service shall verify the

scopes approved for the client id in
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Error Code Error Description Suggested Action

ESP and the scopes configured in

Online Service catalogue.

Callback Parameters
® Please refer to Section 6.4.2 of “1AM Smart” API Specification.

Notes

® (allback parameter “code”: It is the authCode for requesting the accessToken
from “iAM Smart” System. Its validity lasts for 1 minute and can only be
used once.

e |If errors occur, “error_code” instead of “code” will be returned.

e RefID is a unique value for troubleshooting when necessary.

e Online Service should check if any login session exists and perform session
management properly according to business needs.

3.10.1.2 Implementing (3) POST: Request accessToken & tokenised ID

user 1AM Smart 1AM Smart mobile
mobile app Core System browser

e-service server

7. Request acpessToken by authCode

;
|
i
i
| ?8 Check authCode !
|
| E 9. Return acpesgToken and tokenised ID
|
|
|
i

Please refer to Section 3.4.1.3.
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3.10.2 Scenario 2: Direct Access with Online Service Website

The sequence diagram below shows how users initiate Direct Access in the
“IAM Smart” Mobile App.

mobile browser iAM Smart mobile app

1. Click e-Service websfte direct access button
|

Step 2.

Step 3.

3. Run e-Service

2. Open default browser with

T
|
|
|
|
|
| direct access URL of e-Service

<

User opens “iAM Smart” Mobile App, browses Online Service
catalogue or views the detailed information of Online Service and
clicks the button to invoke the Online Service.

“IAM Smart” Mobile App opens the default browser with direct

access URL of Online Service. The three direct access URLs (or

fallback URLs, for the English, Traditional Chinese, and

Simplified Chinese languages) for the Online Service must be

registered in advance in the “1AM Smart” Platform. “iAM Smart”
Mobile App chooses the URL based on its current Ul display

language.

User starts using Online Service website in the default browser.
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3.10.3 Scenario 3: Direct Login with Online Service Website (Fallback

Mechanism)

The sequence diagram below shows how users initiate Direct Login in that
“IAM Smart” Mobile App but fallback to direct access because there is no

supported browser or exception happens.

user mobile browser iAM Smart mobile app

| | |
| | |
L 1. Click e-Service webgite direct login button L
|

[ 2. Detect any exception
} (including lack of

| supported browser)
|

|

3. Open default browser with
fallback (direct access) URL

>4. Run e-Service T
|

|

|

|

|

|

Step 1. User opens “iAM Smart” Mobile App, browses Online Service
catalogue or views the detailed information of Online Service and
clicks the button to invoke the Online Service.

Step 2. “IAM Smart” Mobile App checks if any exception is detected.
For example, “1AM Smart” Mobile App checks and does not find
browser that support the direct login process.

Step 3. “IAM Smart” Mobile App opens the fallback URL with the default
browser. The three fallback URLs (or direct access URLSs, for
the English, Traditional Chinese, and Simplified Chinese
languages) for the Online Service must be registered in advance in
the “14AM Smart” Platform. “iAM Smart” Mobile App chooses
the URL based on its current Ul display language.

Step 4. User starts using Online Service website with the default browser.
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3.10.4 Scenario 4: Direct Login with Online Service App (Direct Login v2)

The sequence diagram below shows how users initiate Direct Login in the

“1AM Smart” Mobile App and then automatically log in to the Online Service

app installed in the same mobile device.

User

Online Service Online Service “iAM Smart”

Server Mobile App

App

1. Click an Online Service in catelogue

“iAM Smart”
Core System

and code_challen

3. Request auth_co

2. Perform checking,
generate code_verifier

ger

e

de

T
]
'
'
]
i
]
'
'
]
i
]
'
'
'
i
]
i
'
'
i
]
'
'

-

6. Open Online Service App
with auth_code anId code_verifier

5. Return auth_code

) 4 Perform checkil

-+

auth_code and
code_verifier

7. Request access token by i

* 8. Request access token by

12. Login success

auth_code and
code_verifier

10. Return access token and fokenized ID

9. Perform chec
auth_code a
1 code_verifis

11. User matching

==

Figure-25

mmeee]

Direct Login with Online Service App

Pre-conditions: The Online Service App is registered to iIAM Smart team with

Step 1.

the following details,

¢ Basic information, including the service name, scope

e Package name (Submission should be made 3 months in

advance and should be registered in iAM Smart App)

e i0OS Universal Link and Android app fingerprint of the signing

certificate correspond to package name in ESP

User opens “iAM Smart” Mobile App, browses Online Service
catalogue or views the detailed information of Online Service and
clicks the “(Direct Login) App” button;
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Step 2-5.

Step 6.

Step 7.

“IAM Smart” Mobile App submits the login request to “iIAM
Smart” Core System. “iAM Smart” Core System verifies the
necessary information of the login request and returns login result
and authCode to “1AM Smart” Mobile App;

“iAM Smart” Mobile App invokes Online Service App with
required parameters using Universal Link (i0S) or package name
(Android) according to the operating system;

“IAM Smart” API (URL scheme: Callback with authCode to
Online Service App)

For iOS platform, the system browser will open the Universal Link
and forward the request to Online Service server. Upon receiving
the browser request, Online Service is recommended to instruct
user to download and install the Online Service App.

For Android platform, “iAM Smart” will validate the Online
Service App. If the Online Service App is installed and both the
fingerprint of signing certificate and package name are valid, it
will be launched by package name and the login request data,
including the authCode and code_verifier will be forwarded.
Otherwise, an alert dialog will be shown, the user can open the
fallback URL via system browser by choosing the “More” option.
Upon receiving the browser request, Online Service is
recommended to instruct the user to download and install the
Online Service App.

Please note that the Online Service app must check if another login
session is already exists and perform session management properly
according to the business needs. Online Service is strongly
recommended to terminate the existing login session before it
proceeds with the rest of the Direct Login workflow. The Online
Service is recommended to ask the user if he/she confirms to
logout the existing session and use “1AM Smart” Mobile App to
login. Please refer to Section 3.10.4.1 for implementation details
of the Online Service app on how to receive callback for direct
login.

Online Service App sends authCode, code_verifier, etc. to Online
Service Server,
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Step 8.

Step 9-10.

Step 11.

Step 12.

Online Service Server provides the authCode and code_verifier to
invokes the “1AM Smart” API to obtain the accessToken and the
tokenised ID (i.e., openID) of the “iAM Smart” user with the
selected Online Service. API data encryption is required.

“IAM Smart” API (POST: Request accessToken & Tokenised ID)

“1AM Smart” Core System verifies if the code verifier received
from Online Service Server and the code_challenge stored on the
system are valid. “IAM Smart” Core System return the
AccessToken and the tokenised ID (i.e., openID) of the “iIAM
Smart” user with the selected Online Service to Online Service
Server.

Online Service then performs user matching using the openlD with
its user repository and determines the result of this login request;

Online Service App shows the login result (e.g., successful when
Tokenised ID is matched with a user account of Online Service).

3.10.4.1 Implementing (1) Callback with authCode and code_verifier to Online

Service App
. . iAM Smart iAM Smart
user e-Service app e-Service server .
mobile app core system
[ [ | T \
: | 5 Return auth_code | Ha SHIVEN WITEn iy
1 ! 6. Open Online Service App a3
-~ with auth_code and code_verifier ‘
Il T

Pre-conditions

® “IAM Smart” user has initiated Online Service app via direct login in “iAM
Smart” Mobile App.

e Online Service has set up Universal Link and/or Android package name with
fingerprint of signing certificate for the Online Service App.

Post-conditions

e authCode will be expired in 30 seconds and Online Service can only use the

184



authCode once for requesting the accessToken from “i1AM Smart” System.

® C(Callback Parameters

Parameter Type Presence Description

code String Required The authorisation code generated by the
(Conditional) | “IAM Smart” System.  The authorisation
code will be expired in 30 seconds after
issuance. Online service MUST NOT use
the authorisation code more than once.

An error message will be returned if an

authorisation code is expired or re-used.

code verifier | String Required The value of code_verifier is generated by

“1AM Smart” System.

Example URL Scheme (iOS Only)

// Line breaks are for legibility only.
<Universal Link><landing location>
?code=0adl86353c424c64897£fcc00445¢c9bal

&code verifier=3LpK1lf7Qs8wNcIxRyO5JvD2Am9Vbhz0Z2t6G4BAFgHITjXeYkSpWgEuMrCnU
iVo1lx7Z2aQ9s8W7m6D4b3F2h5J9n0B8v7c6x522A1s3D4£7G8h9J0k1L2g3v5B4n6Mciss

Example Package Name (Android Only)

Intent ii=new Intent (<package name>, <activity name>);
ii.putExtra("code", "0adl86353c424c64897fcc00445c9bal");
ii.putExtra("code verifier", "DxjdFpOvKYCY4FODE6M3eEadLxcJBTb6k4LZ9J5z")
ii.putExtra ("activityParams", <activity params>);

startActivity (ii);

® Set up Universal Link

For the steps to set up Universal Link on iOS, please refer to Guides and Reference
for iOS in https://developer.apple.com/ios/universal-links/.

Please note that the Universal Link may not be triggered by “iAM Smart” Mobile App
only.

® Set up for Android

For the steps to enable “iAM Smart” to open Online Service app via Android
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Package Name, modification of android files are required.

An activity must be appended in AndroidManifest.xml. Please note that the name of

activity can be adjust according to the requirement of Online Service App.

<activity
android:name = ".PackageNameIntentActivity"

android:launchMode="singleTask" // Example only

android:exported = "true" // Example only
android:screenOrientation = "portrait">
</activity>

Within the PackageNameIntentActivity class, the authCode and
code_verifier should be captured and appropriately handled.

val authCodeId = intent.getStringExtra ("code")
val codeVerifier = intent.getStringExtra("code verifier")

val activityParams = intent.getStringExtra ("activityParams")

® Session Management

The Online Service app must check if another login session already exists and perform
session management properly according to the business needs. Online Service is
strongly recommended to terminate the existing login session before it proceeds with
the rest of the Direct Login workflow. As the Universal Link may not be triggered
by “IAM Smart” Mobile App, the Online Service app should take into this
consideration to design the session management.

Notes
e Please refer to Section 3.4.2.2.
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3.10.4.2 Implementing (2) POST: Request accessToken & tokenised ID

User

Online Service

App

Online Service "iAM Smart” "iAM Smart”
Server Mobile App Core System

Pre-conditions

® Online Service should request the

code_verifier [l !
= - 8. Request access token by

auth_code and
code_verifier

Do
[

10. Return access token and tokenized ID

ry

authCode is valid for 30 seconds and should not be used more than once.

® API data encryption is required

Post-conditions

e Please refer to Section 3.4.1.3.

Error conditions

e Please refer to Section 3.2.3.

® Request and Response Parameters

9. Perform checking on
auth_code and
code_verifier

accessToken using a valid authCode.

Name

Description

Service Full Name

Request access token and tokenised 1D with authCode

URI (as in RESTFUL API)

https://<iAM Smart domain>/api/v1/auth/getT

oken
Request Type POST
Service Version 1.0.0

Description of Service

Online service uses this API to retrieve the access token and
Tokenised ID (openID). An authorisation code is necessary
during the process. The accessToken and openID will be

used to call corresponding “iAM Smart” services subsequently.

® Request and Response Parameters

Parameter

Type Presence Description
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code String Required The authorisation code is received from
the authorisation server. It can only be

used once.

code verifier String Required The same code_verifier value returned
(Conditional) | by “IAM Smart” Core System should be
used. Required for Direct Login v2.

isDirectLoginV2 | Boolean Optional Online service must configure separate
callback endpoint (different from the one
for normal login and Direct Login v1) to
receive the authorisation code
("authCode") for Direct Login v2.

Online service must submit the parameter
"isDirectLoginV2" and set this value to
"t rue”if the authCode is received by the
callback endpoint for Direct Login v2.

If the authCode for normal login or
Direct Login v1 is received from other
callback endpoints, online service can
consider omitting this parameter or
returna"false" value.

The default value is "false".

grantType String Required The value MUST be set to

authorization code.

Example Request

// Line breaks are for legibility only.

// Please refer to section $EIR! IRAFRMWEAE - for generating shared common
parameters/ header format.

POST

https://<iAM Smart domain>/api/vl/auth/getToken

// Request Headers

clientID: "edae2e2529ff46228afle4d18c8405d1"
signatureMethod: "HmacSHA256"

signature: "5X42Y1B7MEd8Mm$2BonwjiQz9VCZkkrntADskXsYntavUs3D"
timestamp: 1557048906183

nonce: "e893647dc4204eb9%7b8eddd527b687c"

// Unencrypted Request Body (authCode from Direct Login v2)

{
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"code": "xxxa42e76bf4cb0846a68e6d83d6096",
"code verifier":"3LpK1lf7Qs8wNcIxRyO5JvD2Am9Vbhz0Z2t6G4BAFgHITjXeYkSpWgEuMr
CnUiVolx7Z2aQ9s8W7m6D4b3F2h5J9n0B8v7c6x522A1s3D4£f7G8h9J0k11L2g3v5B4n6Mcis8",

"isDirectLoginV2":

"trye"

"grantType": "authorization code"

Response Parameters

Parameter Type Presence Description

accessToken String Required accessToken value can be used
multiple of times before expiry.

tokenType String Required Token type, support "Bearer" only.

issueAt Long Required The accessToken issue time is
expressed in the number of
milliseconds since January 1, 1970
00:00:00 GMT.

expiresIn Long Required The lifetime in milliseconds of the
token. The value may vary for
different Online Services.

openlID String Required Tokenised ID, uniquely generated
for each user of each online service
website or mobile application.

lastModifiedDate | Long Required The datetime of the user complete

registration at “iAM Smart” System.
The value will be updated when
either of the following is valid:-

(1) If any one of the following
verified data are changed.

English name

Chinese name (* not applicable if
it was marked as unverified
during registration)

Gender

Date of birth

(2) User re-register “iAM Smart”
after “iAM Smart” de-registration.

The modification time will be
expressed in the number of
milliseconds since January 1, 1970
00:00:00 GMT.
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userType String Required default or sign
default: “iAM Smart” user
sign: “iIAM Smart+” user (digital
signing capability)

scope String Required The scope of the token. Please refer
to the corresponding section
specified in each API function.

® Example Success Response
// The descriptions of txID, code, and message are in Section $&zR! IHAFZ

// The decrypted body

{

"txID":

"code": "DOOOOO",

"message": "SUCCESS",

"content": {
"accessToken":
"tokenType": "Bearer",
"issueAt": 1557053922938,
"expiresIn": 14400000,
"openID":
"lastModifiedDate":
"userType": "sign",
"scope":

"<T=938ffbl93b4b4370b6c2584372c6a588>",

"0ad1l86353c424c64897£fcc00445c9%al",

"1iR14%2BvX%2F5hSumbuf4ERczu0KecDnIJASBM7FoMlag9c%3D",

1560849218006,

"eidapi auth eidapi formFilling"

® Example Error Response

// The descriptions of txID,
// The decrypted body
{
"txID":
"code":

"D40004",

"message":

"<T=938ffbl93b4b4370b6c2584372c6a588>",

"authCode not exist or expired",

code, and message are in Section 2.4
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Notes

e Please refer to Section 3.4.1.3, except for the following paramters:

® Request parameter “code verifier”: code verifier and hash of
“code verifier” (code challenge) are used to ensure the request validity and
prevent the code interception attack.
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3.10.5 Scenario 5: Direct Login with Online Service App (Direct Login v1)

The sequence diagram below shows how users initiate Direct Login in the

“1AM Smart” Mobile App and then automatically log in to the Online Service

app installed in the same mobile device.

iAM Smart
core system

]______________________

8. Perform checking

18. Check authCode

- . iAM Smart
user e-Service app e-Service server .
mobile app
| | | |
1 : 1. Click e-Service app direct login button : L
| |
| |
1 M 2. Open e-Service app indica;ing direct login
< 1
T
3. Initiate login request iR
4. Return iAM Smart app URL
including state
<, ,,,,,,,,,,,,,,,,,,,,,
2 5. Open iAM Smart robile app
6. Confirm login request]
T 7. Request authCode
|
|
| 9. Return authCode
| < -
|
|
: 3 10. Open e-Service app With authCode
| <
|
: 11. Login with authCode & state L
! 12 Verify !
: \setinesttlep Ztate !
| «— |
: 13. Request access'l‘loken by authCode
| 4 |
T A [ PO 15, Retum accessTaken & tokenised 1D
| |
| y
| |
: _<,,,,,,}Z-}99JH§“ECS§S 777777 _4/16. User matching :
| | | |
| | | |
Figure-26 Direct Login with Online Service App
Step 1. User opens “iAM Smart” Mobile App, browses Online Service
catalogue or views the detailed information of Online Service and
clicks the “(Direct Login) App” button;
Step 2. “IAM Smart” Mobile App opens Online Service app through

Universal Link URL (iOS) or App Links URL (Android) that has
been predefined in the “iAM Smart” Platform for opening the
Online Service app as direct login.
not installed in the same mobile device, the system browser will

If the Online Service app is
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Step 3-4.

Step 5.

Step 6-7.

Step 8-9.

Step 10.

Step 11.

open the URL and forward the request to Online Service server.
Upon receiving this browser request, Online Service is
recommended to redirect the request to Online Service app detail
page in the App Store (iOS) or Play Store (Android).

The Online Service app must check if another login session
already exists and perform session management properly
according to the business needs. Online Service is strongly
recommended to terminate the existing login session before it
proceeds with the rest of the Direct Login workflow. The Online
Service is recommended to ask the user if he/she confirms to
logout existing session and use “1AM Smart” Mobile App to login.
Please refer to Section 3.10.4.1 for implementation details of the
Online Service app on how to receive request for direct login.

Online Service App requests Online Service Server to prepare the
request parameters including “state”, “clientID”, “redirectURI”,
“scope”, “source” (set as App_Scheme or App_ Link), etc. and
constructs the URL Scheme to invoke “iAM Smart” Mobile App

by Online Service App;

Online Service App invokes “iAM Smart” Mobile App using URL
Scheme with request parameters (set <Context> as “auth” in URL
Scheme);

“IAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Authentication)

“IAM Smart” user logs in the “iAM Smart” Mobile App and
confirms the Online Service login request and then “iAM Smart”
Mobile App submits the login request to “1AM Smart” Server;

“IAM Smart” Server verifies the necessary information of the

login request and returns login result to “1AM Smart” Mobile App;

“IAM Smart” Mobile App invokes Online Service App with
required parameters using URL Scheme or Universal Link/App
Link;

Online Service Callback API (Callback with authCode to Online
Service App)

Online Service App sends authCode, state, etc. to Online Service
Server,
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Step 12-15. When Online Service Server gets the authCode, it shall verify the
state with the one generated in step 4 and then invokes the “1AM
Smart” API to obtain the accessToken and the tokenised ID (i.e.,
openlD) of the “iAM Smart” user with the selected Online Service.
API data encryption is required;

“IAM Smart” API (POST: Request accessToken & tokenised ID)

Step 16. Online Service then performs user matching using the openlD with
its user repository and determines the result of this login request;

Step 17. Online Service App shows the login result (e.g., successful when
Tokenised ID is matched with a user account of Online Service).

3.10.5.1 Implementing (1) GET: Online Service app to receive request for

direct login

user e-Service app e-Service server

1AM Smart iAM Smart

I 1 I

| |

1 2. Open e-Service app indica#ing direct login }
||‘- |

I

Pre-conditions

® “IAM Smart” user has initiated Online Service app via direct login in “iAM
Smart” Mobile App.

e Online Service has set up Universal Link and/or App Links for its app.

Post-conditions
e Online Service app is opened. It will request Online Service server to set a
state value that will be used to compare with the state returned with authCode

in “1AM Smart” request (i.e., step 10) during verification in step 12.

Error conditions

e Online Service needs to implement this GET request.  If Universal Link or
App Links has not been set up, Online Service is recommended to redirect
the request to Online Service app detail page in the App Store (iOS) or Play
Store (Android).
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Implementation Details

® API Description

Name

Description

Service Full Name

Open Online Service app indicating direct login

Universal Link URL or

https://<Online Service domain>/<Online

App Link URL Service context>/<app direct login endpoint>?
platform=<platform>&scope=<scope>

Request Type GET

Service Version 1.0

Description of Service

Online Service should register this endpoint in the “iAM Smart”
Platform and implement it as Universal Link URL (iOS) or App
Link URL (Android). If the Online Service app is installed in the
same mobile device, the Online Service app will be opened when
“IAM Smart” Mobile App invokes this URL. Otherwise, the URL
will be opened with system browser and we recommend Online
Service to redirect the browser request to the Online Service app
detail page in the App Store (iOS) or Play Store (Android).

® Request Parameters

Parameter Type | Condition Description

platform String | Required Either 10S or Android. Ithelps Online
Service to decide where the request should be
redirected to (i.e., App Store or Play store)
when Online Service app has not been installed
in the same mobile device.

scope String | Required The previously agreed scope (e.g.,
eidapi auth eidapi sign). Itwill be
URL encoded.

® Example Request

GET

=eidapi_auth

https://esd-isit.staging-

eid.gov.hk/eservice/directLogin?platform=i0S&scope
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® Set up Universal Link or App Link

3.10.5.2

For the steps to set up Universal Link on i0S, please refer to Guides and

Reference for iOS in https://developer.apple.com/ios/universal-links/.

For the steps to set up App Link on Android, please refer to the Guides for
Android in https://developer.android.com/training/app-links.

Please note that the Universal Link / App Link may not be triggered by “iAM

Smart” Mobile App only.

Session Management

The Online Service app must check if another login session already exists and
perform session management properly according to the business needs.
Online Service is strongly recommended to terminate the existing login session
before it proceeds with the rest of the Direct Login workflow. As the
Universal Link / App Link may not be triggered by “1AM Smart” Mobile App,
the Online Service app should take into this consideration to design the session
management. Online Service is strongly recommended to ask the user if he/she

confirms to logout existing session and use “1AM Smart” Mobile App to login.

for Authentication

user

e-Service app

e-Service server

iAM Smart
mobile app
|

Implementing (2) URL Scheme: Open “iAM Smart” Mobile App

5. Open iAM Smart g

no

ile app

Please refer to Section 3.4.4.1.

iAM Smart
core system
I
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3.10.5.3 Implementing (3) Callback with authCode to Online Service App

. . iAM Smart iAM Smart
user e-Service app e-Service server .
mobile app core system

[ [ | | i
| -
[
: 3 10. Open e-Service app with authCode
I -
|
|

Please refer to Section 3.4.4.2.

3.10.5.4 Implementing (4) POST: Request accessToken & tokenised ID

. . iAM Smart iAM Smart
user e-Service app e-Service server

mobile app core system
[ [ | | x

) setin steb 4 i

« | 4. Check authCode
]

13. Request access’l':(}ken by authCode

|
|
|
|
| 4 |
|
|
|
|

\ 4

|
15. Return accessTqken & tokenised ID &

Please refer to Section 3.4.4.3.
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3.11

LOGIN

WORKFLOWS FOR BULK DIGITAL SIGNING WITH SERVICE

There are different use cases for “1AM Smart” System and Online Services.

Interactions among user, Online Service and “iAM Smart” System can be

summarised into the following sequence diagrams.

3.11.1 Scenario 1: Bulk Digital Signing (Online Service Website/App in Different

Device)

The sequence diagram below shows how an authenticated user authorises and

signs multiple document hashes and/or digests when Online Service

website/app and the “iAM Smart” Mobile App are running in different devices.

user

e-Service
website / app
:

e-Service server

iAM Smart app

iAM Smart BDSS

1. Click sign by 1AM
Smart (submit bulk
signing request)

-

2. Send bulk signing 1'eques[Li

3. Submit bulk signing requiest by sending access token.
hashes / doc dxgeslé: and tokenised eID

4a. Acknowledge liu

Ik signing request

Remind user to continue bulk
igning process at IAM Smart

PR mobileapp |

6. Display identification
code calculated by e-
Service server

S
7. Poll bulk signing
request submission result

8. Click not|

10. Follow

£l

o1l

ation or view bulk signing tasklin

1AM Smart app

screen instructions to confirm byl

k signing request

15. Show submission
result

P RN L

4b. Push notification to
1AM Smart mobile app

9. Display
identification code
calculated by BDSS
server

11. Send confirmation info

»
»

Do

12. Callback with|by
submission resullt 4

1k signing request
nd BSQC token

14. Display bulk signing
request submission result

e

[L3. Return confirmation result

Figure-27 Bulk Digital Signing (Online Service Website/App in Different Device)
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Step 1.

Step 2-3.

Step 4a.

Step 4b.

Step 5-6.

Step 7.

Step 8.

Step 9.

User clicks the “Sign by iAM Smart” button in Online Service
Website/App;

Online Service initiates bulk digital signing request to invoke the
“IAM Smart” API with the “businessID” of this request,
accessToken, openID (Tokenised ID), source, redirectURI,
callbackResultURI, state, HKICHash, department, serviceName,
requestName, maxCallbackSigs, documents, etc.

The request parameter “documents” contains the Document Hash
(hashCode) / PDF digest (docDigest) of all documents, signature
algorithm (only for document). The request parameter “source”
will be the browser's user agent value (for Online Service Website)
or “App_Scheme”/“App_Link” (for Online Service App) in this
scenario. APl encryption is required;

“iAM Smart” API (POST: Request Bulk Signing)

“IAM  Smart” System verifies the validity of accessToken,
Tokenised ID, other parameters and confirms receipt of the digital
signing request to Online Service server by returning POST
response with parameter “authByQR” (set to “true”) in this
scenario;

“IAM Smart” System pushes a notification message to the “i1AM
Smart” Mobile App based on the Tokenised ID;

Online Service server concatenates all document hashes and PDF
digests and hash of Tokenised ID to calculate a 6-digit
identification code and instructs Online Service Website/App to
display the instructions with the 6-digit identification code to
inform “iAM Smart” user to process the signing authorisation
request in “1AM Smart” Mobile App;

Online Service Website/App should keep synchronising with
Online Service server for the digital signing processing result (e.g.

polling);

“IAM Smart” user opens “iAM Smart” Mobile App, reviews the
digital signing authorisation request (e.g. continue or reject the
request).

“IAM Smart” user verifies the 6-digit identification code with
Online Service Website/App;
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Step 10-11. “1AM Smart” user follows the instructions in “1AM Smart” Mobile
App to complete digital signing operation;

Step 12. “iAM Smart” BDSS invokes Online Service callback API to return
the BSQCToken coresponding with openlID of the digital signing
request. API data encryption by AES;

“IAM Smart” API (POST: Callback to Receive BSQC Token)

Step 13. “IAM Smart” BDSS saves the signing request to MQ queue and
returns the result with the same ‘“businessID” of the signing
request.

Step 14-15. Online Service server returns the submission result (status of
Pending for Digital Signing) to Online Service Website/App, and
then Online Service Website/App returns the result to user.
Response to Step 7.
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3.11.1.1 Implementing (1) POST: Request Bulk Digital Signing

e-Service

user )
website / app
:

e-Service server 1AM Smart app 1AM Smart BDSS

1. Click sign by iAM
. Smart (submitbulk 1
signing request)

2. Send bulk signing request E

. '
3. Submit bulk signing requiest by sending access token.
hashes / doc digesl:s and tokenised eID

H
4a. Acknowledge léulk signing request
e m e e e mmmm e cqm e meimamemmmemamaoas
j
5| Remind user to continue bulk : 4b. Push notification to
igning process at IAM Smart ! 1AM Smart mobile app
quing e DA MOPTe APD

PR mobileapp

6. Display identification
code calculated by e-
Service server

Pre-conditions

Online Service must possess a valid accessToken of the “i1AM Smart” user
with authorisation scope “bulk signing authorisation”.

Online Service Website/App and “iAM Smart” Mobile App are in different
devices in this scenario.

The “1AM Smart” user who signs the document must have a sign version
“IAM Smart”.

Online Service generates a “businessID” for this bulk signing request and
uses this identifier to match the callback result returned from “i1AM Smart”
BDSS.

Online Service generates the Document Hash as “hashCode” parameter from
the original documents to be signed using a hash algorithm that can suit the
specific business need. It is recommended to use a hash algorithm that is at
least SHA-256 or equivalent.

Online Service generates the digest as the parameter “docDigest” from the
pdf document to be signed using the Adobe.PPKLite filter and the
adbe.pkcs7.detached subfilter.

API data encryption is required.

Post-conditions

Online Service server should check the response parameter “authByQR” and

“ticketID” and determine the next action. For details, please refer to Section
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3.2.1. “ticketID” will not be provided by “IAM Smart” System in this
scenario.

e Online Service has to calculate a 6-digit identification code using all
Document Hashes and PDF digests and Tokenised ID hash value. Online
Service Website/App should show the 6-digit identification code and

instruction to inform “1AM Smart” user to process the digital signing request
in “1AM Smart” Mobile App when “authByQR” is “true”.
6-digit identification code generation algorithm is as follows:

1.

Concatenate all hashes and document digests following the submission
order to “iAM Smart” System.
i.e.: First Hash / Document Digest Bytes + Second Hash / Document
Digest Bytes + Third Hash / Document Digest Bytes + ...
Calculate SHA-512 hash value on the output of combining
concatenated value from Step 1 with SHA-512 hash value of Open ID
(for non-anonymous digital signing).
i.e.: For non-anonymous: SHA-512(Concatenated Value from Step 1 +
SHA-512(Open ID))
Calculate SHA-256 hash value on the output of hashing from Step 2.
i.e.: SHA-256(Output Value from Step 2)
Manipulate the output of hashing from Step 3 as follow to obtain the 6-
digits identification code.
Divide the 256-bits SHA-256 hash value into 8 groups of 4-bytes data.
Drop the last 2 groups of data (i.e., group 7 and 8).

b) Retain the only first byte for each group of 4-bytes data for the first

6 groups.
Perform 4-bits unsigned right shift on each byte.

d) Perform modulo 10 operations on each byte to get a value from 0 to

9.
Combine each 0 to 9 value resulted together to form the 6-digits
identification code. The value from group 1 as the first digit, the value

from group 2 as the second digit, and so on.
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32-bytes (256-bits) SHA-256 Hash Value

extract byte 1-4 for
group 1

1l

4-bytes Data

extract byte 5-8 for
group 2

11

extract byte 9-12
for group 3

extract byte 13-16
for group 4

extract byte 17-20
for group 5

extract byte 21-24
for group 6

extract byte 25-28
for group 7

extract byte 29-32
for group 8

4-bytes Data

4-bytes Data

| 4-bytes Data | 4-bytes Data | 4-bytes Data

retain first byte retain first byte

retain first byte

retain first byte

retain first byte retain first byte
XXXX 966¢ XXXX 36960¢ XXXX 36960¢ | XXXX 36960¢ XXXX 3060¢ XXXX 3606¢ |
4-bits unsigned 4-bits unsigned 4-bits unsigned 4-bits unsigned 4-bits unsigned 4-bits unsigned
right shift right shift right shift right shift right shift right shift
0000 xxxx 0000 xxxx 0000 xxxx | 0000 xxxx | 0000 xxxx | 0000 xxxx |
mojjljlo mojjljlo mojjljlo modulo 10 modulo 10 modulo 10
0-9 0-9 0-9 | 0-9 | 0-9 | 0-9
first digit of 6- second digit of 6- third digit of 6- forth digit of 6- fifth digit of 6- sixth digit of 6-
digits output digits output digits output digits output digits output digits output
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Pseudo code for generating 6-digit identification code

private static final char hexDigits[] = {‘0’, ‘1’, ‘2', 3’7, ‘4’,
‘57, ‘e, M1', 8', '9'};
private static String get6DigitsSignCode (byte[] combineHash,
byte[] openID) {
if (null == combineHash || null == openID) {
return null;
}
char code[] = new char[6];
byte[] source = new byte[combineHash.length +
openlID.length];
System.arraycopy (combineHash, 0, source, O,
combineHash.length) ;
System.arraycopy (openID, 0, source, combineHash.length,
openlID.length);
byte[] inData =
DigestUtil.digestToByte (DigestUtil.digestToByte (source,
Alg.SHAS512), Alg.SHA256);
try {
for (int i = 0; 1 < 6; i++) {
code[i] = hexDigits|[ (inDatali * 4] >>> 4 &
0xf) % 101;// I TH# 4 A, B
}
return new String(code);
} catch (Exception e) {
log.error (e.getMessage()) ;
if (log.isDebugEnabled()) {

log.debug(e.getMessage (), e);

}

return null;

e Online Service Website/ App should keep synchronising with Online Service
server for the bulk digital signing result returned from “1AM Smart” System.
e API data decryption is required.
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Error conditions

e For common errors, please refer to Section 3.2.3. Other errors of this API
include:
Error Code Error Description Suggested Action
code - D71004 user is not allowed to sign Inform user that “iAM Smart” bulk
digital signing is not allowed for
default “4AM Smart” and suggest
user to upgrade to “iAM Smart” with
bulk digital signing function
code - D71005 Inconsistent HKIC number Hash of HKIC number provided is

not matched with “1AM Smart” user.
Check hash of HKIC number or
inform user to authorise the digital

signing using the correct “iAM

Smart” account

Request and Response Parameters

Please refer to “iAM Smart” API Specification.

Notes

For common parameters in request and response, please refer to Section 3.2.2.
Request parameter “source”: Value should be matched with Online Service
client terminal (e.g. “App_Scheme”/“App_Link™ or browser’s user agent
value).

Request parameter “openID”: It is the Tokenised ID of the “iAM Smart” user.
Online Service should ensure the accessToken and Tokenised ID are in pair
and belongs to the target “i1AM Smart” user for the request. The target
“1AM Smart” user must have a sign version “1AM Smart”.

Request parameter “redirectURI”: Callback URI for the endpoint that Online
Service uses to receive BSQC Token. It must be in the same value as
provided during Online Service registration.

Request parameter “callbackResultURI”: Value should equal to URI of
“Callback to Receive Bulk Digital Signing Result” Online Service callback
API. It must be in the same value as provided during Online Service
registration.

Request parameter “hashCode”: It is the Document Hash to be signed. SHA-
256 or equivalent is recommended.
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Request parameter “docDigest”: It is the PDF digest to be signed. SHA-256
or equivalent is recommended.

Request parameter “sigAlgo™: It is the signature algorithm to be used by
“IAM Smart”. The default value is "SHA256withRSA". While using
"NONEwWithRSA", hashCode provided must be hashed with SHA-256.
Request parameter “HKICHash”: “iAM Smart” System will verify the HKIC
hash of the “iAM Smart” user with the “HKICHash” provided by Online
Service, and proceed the digital signing only when they matched. Online
Service should convert the HKIC number into hash value using SHA-256
before sending to “iAM Smart” System. Only the identifier of HKIC number
will be hashed, no check digit is needed.

Request parameters “department”, “serviceName”, “documents”: They are
the information of documents to be signed and will be shown in “iAM Smart”
Mobile App for “iAM Smart” user's reference with the 6-digit identification
code.

Response parameter “authByQR”: The value returned by ‘“tAM Smart”

System will be “true” in this scenario.
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3.11.1.2

Implementing (2) POST: Callback to Receive BSQC Token

e-Service . . X
user o e-Service server 1AM Smart app 1AM Smart BDSS
website / app
T
13
7. Poll bulk signing
request submission result
I3
8. Click not{figation or view bulk signing task{in{iAM Smart app i
9. Display
identification code
calculated by BDSS
10. Follow|ofp screen instructions to confirm puflk signing request server
11. Send confirmation info
|
2 12. Callback with(bylk signing request
submission resuft gnd BSQC token
< ......................
) o l13. Return confirmation result
14. Display bulk signing LJ =
15. Show submission request submission result !
P result
L H
:

Pre-conditions

® “iAM Smart” user accept the bulk digital signing request.

® “IAM Smart” user can also reject the bulk digital signing request.

Post-conditions
e API data decryption is required.
e Online Service server should match the callback result BSQC Token with

corresponding Online Service Website/App using the “businessID”.

Error conditions

e For common errors, please refer to Section 3.2.3. Other errors of this API

include:

Error Code

Error Description

Suggested Action

code - D71000

User cancelled signing request

Inform user the “iAM Smart” digital

signing request is cancelled

code - D71001

User rejected signing request

Inform user the “iAM Smart” digital

signing request is rejected
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Error Code

Error Description

Suggested Action

code - D71002

Failed to request signing

Inform user the “iAM Smart” digital
signing request is failed and retry
later

code - D71003

Signing request timeout

Inform user the “iAM Smart” digital
signing request is timeout and

provide way for user to retry

code - D71005

inconsistent HKIC number

Hash of HKIC number provided is
not matched with “1AM Smart” user.
Check hash of HKIC number or
inform user to authorise the digital

signing using the correct “iAM

Smart” account

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes

e For common parameters in request and response, please refer to Section 3.2.2.

® Callback parameter “businessID”: It is a unique identifier for Online Service
to differentiate different request. Online Service can use the businessID to
relate the BSQC Token with the original request.

® (allback parameter “state”: If the state parameter has been present in the
request message, the exact value of state will be returned. It is used to prevent
the CSRF attack. The value of state is defined by Online Service and it should
be a secure random value.

® (allback parameter “signature”: It can be used by the corresponding Online
Service to enquire the status of the submitted bulk digital signing request or
cancel the corresponding request.
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3.11.2 Scenario 2: Bulk Digital Signing (Online Service Website/App in Same
Device)

The sequence diagram below shows how an authenticated user authorises and
signs multiple document hashes and/or digests when online service
website/app and the “1AM Smart” Mobile App are running in the same device.

user C—Sf:l\!cc e-Service server 1AM Smart app 1AM Smart BDSS
website / app
' 1. Click sign by iAM H ! H |
L Smart (submir bulk ‘ : ;
signing request) ! ' !
2. Send bulk signing request i i i
3. Submit bulk signing request by sending access token,
hashes / doc digests and tokenised ¢ID -
4a. Acknowledge kiu]_k signing request
< __________________________________________________
i 4b. Push notification to
— 1AM Smart mobile app
3. Return identification code o —
6. Display identitication
code calculated by e-
Service server
7. Poll bulk signing
request submission result
2 8. Open iAM $mfart mobile app
9. Click notffigation or view bulk signing task{in|IAM Smart app )
10. Display
identitication code
calculated by BDSS
. . N . server
11. Follow|og screen instructions to contirm pullk signing request
12. Send confirmation info
3 13. Callback with|bylk signing request
submission resullt §nd BSQC token
14. Return confirmation result
<o L
15. Open c-Seryicp website / app :
16. Return bulk signing E E
17. Show submission < request 3_LL!3111|3§1_0_|1_|:§_5_L1![_ - E i
PR = S 3 5 |
L . i H 1

Figure-28 Bulk Digital Signing with Service Login (Online Service Website/App in Same
Device)
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Step 1.

Step 2-3.

Step 4a.

Step 4b.

Step 5-6.

Step 7.

Step 8.

User clicks the “Sign by iAM Smart” button in Online Service
Website/App;

Online Service initiates bulk digital signing request to invoke the
“IAM Smart” API with the “businessID” of this request,
accessToken, openID (Tokenised ID), source, redirectURI,
callbackResultURI, state, HKICHash, department, serviceName,
requestName, maxCallbackSigs, documents, etc.

The request parameter “documents” contains the Document Hash
(hashCode) / PDF digest (docDigest) of all documents, signature
algorithm (only for document). The request parameter “source”
will be the browser's user agent value (for Online Service Website)
or “App_Scheme”/“App_Link” (for Online Service App) in this
scenario. APl encryption is required;

“IAM Smart” API (POST: Request Bulk Signing)

“IAM  Smart” System verifies the validity of accessToken,
Tokenised ID, other parameters and confirms receipt of the digital
signing request to Online Service server by returning POST
response with parameter “authByQR” (set to “false”) in this

scenario;

“IAM Smart” System pushes a notification message to the “i1AM
Smart” Mobile App based on the Tokenised ID;

Online Service server concatenates all document hashes and PDF
digests and hash of Tokenised ID to calculate a 6-digit
identification code and instructs Online Service Website/App to
display the instructions with the 6-digit identification code to
inform “iAM Smart” user to process the signing authorisation
request in “1AM Smart” Mobile App;

Online Service Website/App should keep synchronising with
Online Service server for the digital signing processing result (e.g.

polling);

Online Service Website invokes “iAM Smart” Mobile App using
URL Scheme with “ticketID”. Other parameters of this API are not
used in this scenario;

“IAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Getting Context)
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Step 9.

Step 10.

Step 11-12.

Step 13.

Step 14.

Step 15.

Step 16-17.

“IAM Smart” user opens “iAM Smart” Mobile App, reviews the
digital signing authorisation request (e.g. continue or reject the
request).

“IAM Smart” user verifies the 6-digit identification code with
Online Service Website/App;

“1AM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

“1AM Smart” BDSS invokes Online Service callback API to return
the BSQCToken coresponding with openlID of the digital signing
request. API data encryption by AES;

“IAM Smart” API (POST: Callback to Receive BSQC Token)

“IAM Smart” BDSS saves the signing request to MQ queue and
returns the result with the same “businessID” of the signing

request.

“{AM Smart” BDSS instructs “iAM Smart” Mobile App to invoke
the Online Service App using URL Scheme, or Universal
Link/App Link (“iAM Smart” System queries the information
registered at Online Service registration depending on the “source”
submitted in Step 3);

Online Service server returns the submission result (status of
Pending for Signing) to Online Service Website/App, and then
Online Service Website/App returns the result to user. Response
to Step 7.
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3.11.2.1 Implementing (1) POST: Request Bulk Digital Signing

e-Service
website / app
:

user e-Service server IAM Smart app iAM Smart BDSS

1. Click sign by iAM
L Smart (submit bulk
signing request)

2. Send bulk signing request 3
>

. Submit bulk signing request by sending access token,
hashes / doc digests and tokenised eID

I ]

4a. Acknowledge kiu].k signing request

Pre-conditions
e Please refer to Section 3.7.1.1 except:
- Online Service Website/App and “iAM Smart” Mobile App are in the
same device in this scenario.

Post-conditions
e Please refer to Section 3.7.1.1 except:
- Response “authByQR” is “false”, “ticketID” will be provided by “iAM

Smart” System in this scenario.

Error conditions
e Please refer to Section 3.7.1.1.

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

Notes
e Please refer to Section 3.7.1.1, except for the following parameters:

Response parameter “authByQR”: The value is “false” in this scenario.
- Response parameter “ticketID”: It will be provided by “iAM Smart”
System in this scenario. It is a 36-byte (or less) UUID number (ASCII

character set).
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3.11.2.2 Implementing (2) URL Scheme: Open “iAM Smart” Mobile App for
Getting Context

e-Service

Hser website / app

c-Service server iAM Smart app 1AM Smart BDSS

1. Click sign by IAM
L Smart (submit bulk
signing request)

2. Send bulk signing rcquc:.[__i_
»

3. Submit bulk signing requeest by sending access token,
hashes / doc digcsté and tokenised eID o

»
>
[
4a. Acknowledge hulk signing request
g
|
' 4b. Push notification to
) ) . — 1AM Smart mobile app
3. Return identification code ——
6. Display identitication
code calculated by e-
Service server
7. Poll bulk signing
request submission result
9 >
=)
8. Open iAM prart mobile app

Pre-conditions

® Online Service Website and “iAM Smart” Mobile App are in the same device.

® Online Service has the “ticketID” provided by “iAM Smart” System for the
digital signing request;

e Other parameters of this API are not used in this scenario.

Post-conditions

® “iAM Smart” Mobile App will be launched.

e Online Service Website should keep synchronising with Online Service
server for the callback response of the digital signing request from “iAM

Smart” System.

Error conditions
e Nil

Request Parameters
® Please refer to “iAM Smart” API Specification.
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Notes
e Nil

3.11.2.3  Implementing (3) POST: Callback to Receive BSQC Token

user e-Serv e e-Service server 1AM Smart app iAM Smart BDSS
website / app
9. Click notffigation or view bulk signing task]in/iAM Smart app )
10. Display
identification code
calculated by BDSS
. . . server
11. Follow| o1} screen instructions to contirm pulk signing request
12. Send confirmation info
13. Callback with|bylk signing request
submission result ynd BSQC token
14. Return confirmation resul|
15. Open e-Scryicg website £ app ;
16. Return bulk signing : }
17, Show submission | | 1S0U¢st submission result. i |
P result. ________ 1 ' |
0 i H i

Please refer to Section 3.11.1.2.

215



3.12 WORKFLOWS FOR BULK DIGITAL SIGNING WITHOUT
SERVICE LOGIN (AKAANONYMOUS BULK DIGITAL SIGNING)

3.12.1 Scenario 1: Anonymous Bulk Digital Signing (Online Service Website in
Different Device)

The sequence diagram below shows how an anonymous user authorises and
signs multiple document hashes and/or digests when Online Service website
and the “1AM Smart” Mobile App are running in different devices.

e-Service
user .
website

1. Click sign by iAM
. Smart (submit bulk
signing request)

e-Service server | iIAM Smart app | | IAM Smart BDSS ‘

2. Send bulk signing request

3. Submit anonymous bulk!signing request by sending
HKIC hash and hashes / doc digests -

4. Acknowledge blilk signing request
R

5. Return redirect info and
identification code calculated
by o-Service server

6. Display identification
code and redirect to iAM

Saksaaion

7. Redirect to request QR page

N %

DD

8. Response QR page

9. Poll authCode

1p. pcan QR code using iAM Smar| app .
11. Display
identification code
calculated by BDSS
. . . server
12. Follow]og screen instructions to confirm [bullk signing request
13. Send confirmation info

e oo
4. Return confirmation result

15. Redirect to e-Sgrifice callback URL with authCodé (response for step 9)
e e mmm e emeecaeen] e L

EY

16. Redirect to
e-Service

18. Request acc ess:Token by authCode

- 19. Return accessToken and tokenised ID

20. Request bulk signing subniission result and BSQC token

5 21. Return bulk signing submission result and BSQC token
RS et e PRt

22. Display bulk signing

23. Show submission < fequest submission result |

P resule._______ |
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5-7.

Step 8.

After entering HKIC number and choose documents, the user
clicks the “Anonymous bulk digital signing” button in Online
Service Website;

Online Service Website initiates anonymous bulk digital signing
request to Online Service server with browser's user agent name

(use as value for request parameter “source”);

Online Service server initiates an anonymous bulk digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for hash document), etc. APl encryption is
required,;

"IAM Smart” API (POST: Request Anonymous Bulk Digital
Signing)

“’AM Smart” BDSS verifies and confirms receipt of the
anonymous bulk digital signing request to online service Server by

returning POST response with parameter “ticketID”;

Online Service Server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 6-digit identification
code and instructs Online Service Website to display the
instructions with the 6-digit identification code to inform “iAM
Smart” user to process the digital signing authorisation request in
“1AM Smart” Mobile App;

At the same time, the page polls Online Service for the submission
status at step 6, Online Service server prepares the request
parameters such as “clientID”, “redirectURI”, “source” (set as
browser’s user agent value), “scope”, “ticketID”, etc. and
constructs the GET request to invoke the “iAM Smart” API using
browser redirection;

“iAM Smart” API (GET: Request QR Page)

“IAM Smart” System returns the broker page (if Online Service
has set “brokerPage” to “true”) and after the broker page fails to
find the “1AM Smart” Mobile App, it will request QR page to be
displayed in browser. If Online Service does not request for broker
page (i.e. no broker page will be returned), the browser will
directly display QR Code page;
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Step 9.

Step 10.

Step 11.

Step 12.

Step 13-14.

Step 15-17.

Step 18-19.

Step 20-21.

QR Code page of “1AM Smart” System polls “1AM Smart” System
for the QR Code status;

“1AM Smart” user logs in “1AM Smart” Mobile App to scan the
QR Code;

“U/AM Smart” Mobile App requests and displays 6-digit
identification code from “1AM Smart” BDSS. “iAM Smart” user
reviews the signing authorisation request (e.g. continue or reject
the request) and verifies the 6-digit identification code with Online
Service Website;

“1AM Smart” user follows the instructions in “iAM Smart” Mobile
App to complete digital signing operation;

“IAM Smart” BDSS verifies the validity of QR Code and other
necessary information, and return the authorisation result to “i1AM
Smart” Mobile App;

QR Code page of “1AM Smart” System receives the polling result
returned by “iAM Smart” BDSS (i.e. response for the polling in
Step 9) which includes authCode and businessID or any error code
(e.g. “1AM Smart” user rejects the request), assembles and invokes
the Online Service callback API given in “redirectURI” using
browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e. openID) of the “iAM Smart” user.API data encryption is
required,;

“IAM Smart” API (POST: Request accessToken and Tokenised ID)

Online Service server invokes the “iAM Smart” API with the
accessToken and openID to obtain BSQCToken, then Online
Service invokes the “iAM Smart” APl with BSQCToken and
openlD to obtain the bulk digital signing result. APl data
encryption is required;

"iAM Smart” API (POST: Request BSQC Token)
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3.12.1.1 Implementing (1) POST: Request Anonymous Bulk Digital Signing

‘ IAM Smart BDSS

-Servic o | . .
user ST e-Service server | 1AM Smart app
website |

1. Click sign by iaM :
= Smart (submit bulk -
signing west)

igming req

|

2, Submit anonymous bulk! signing request by sending

vy :
HKIC hash and hpshes / doc digests i
L. :
4. Acknowledge bulk signing request
____________________________________________________

Pre-conditions

® Online Service Website/App and “iAM Smart” Mobile App are in different
devices in this scenario.

® The “iAM Smart” user who signs the document must have a sign version
“IAM Smart”.

® Online Service generates a “businessID” for this bulk signing request and
uses this identifier to match the callback result returned from “iAM Smart”
BDSS.

® Online Service generates the Document Hash as “hashCode” parameter from
the original documents to be signed using a hash algorithm that can suit the
specific business need. It is recommended to use a hash algorithm that is at
least SHA-256 or equivalent, or Online Service generates the Document
Hash as “docDigest” parameter from the original documents to be signed
using the Adobe.PPKLite filter and the adbe.pkcs7.detached subfilter.

e Online Service should convert the HKIC number (no check digit is needed)
into hash value using SHA256.

e APl data encryption is required.

Post-conditions

® Online Service server should check the response parameter “ticketID” and
determine the next action. “ticketID” will not be provided by “i1AM Smart”
System in this scenario.

e Online Service has to calculate a 6-digit identification code using the
Document Hash and Tokenised ID hash value. Online Service Website/App
should show the 6-digit identification code and instruction to inform “iAM
Smart” user to process the bulk digital signing request in “iAM Smart”
Mobile App when QR Code is scanned.

e 6-digit identification code generation algorithm refer to Section 3.11.1.1.

e Online Service Website/App should keep synchronising with Online Service

server for the bulk digital signing result returned from “iAM Smart” BDSS.
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e API data decryption is required.

Error conditions
e For common errors, please refer to Section 3.2.3.  Other errors of this API

include:
Error Code Error Description Suggested Action
code - D70002 Failed to request signing Inform user the “iAM Smart”

digital signing request is failed and

retry later

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.

221



3.12.1.2 Implementing (2) GET: Request QR Page

. e-Service
user .
website

e-Service server | l iANM Smart app

| IANM Smart BDDSS

/ 7. Redirect to request QR page |

#. Response QR page

| E¥x]
1

Pre-conditions
e Please refer to Section 3.4.1.1 except:
- Online Service has the “ticketID” provided by “iAM Smart” System for

the anonymous request in step 4.

Post-conditions
e Please refer to Section 3.4.1.1.

Error conditions
e Please refer to Section 3.4.1.1.

Request Parameters
e Please refer to Section 3.4.1.1.

Notes
e Please refer to Section 3.4.1.1 except the following parameter:
- Request parameter “ticketID’: Value provided by “iAM Smart” System
for the anonymous bulk digital signing request.
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3.12.1.3 Implementing (3) GET: Callback with authCode to Online Service
Server

. e-Service
user .
website

e-Service server | l iANM Smart app

| IANM Smart BDDSS

15. Redirect to e-S¢rvfice callback URL with authCodé (response for step 9)
BB i aa s Sa s e ma m e i R A o ciaquiecsascecas .

x

o

16. Redirect to
e-Service

e e——
_ L Lo

P

I 18. Request Jue;s:‘l'uken by authCode
Pre-conditions
e Please refer to Section 3.4.1.2.

Post-conditions
e Please refer to Section 3.4.1.2 except:
- Online Service server should match the callback result with
corresponding Online Service client terminal using the “businessID”.

Error conditions
e This Online Service callback API is a HTTP GET request. If parameter

“error_code” is returned, it means the request is failed.

Error Code Error Description Suggested Action

error_code - D71001 User rejected signing request Inform user the digital signing

request is rejected

error_code - D71002 Failed to request signing Inform user the digital signing

request is failed and retry later

error_code - D71004 User not allowed to sign Inform wuser that “iAM Smart”
digital signing is not allowed for
default “iAM Smart” and suggest
user to upgrade to “iAM Smart”

with digital signing function

error_code - D71005 Inconsistent HKIC number Hash of HKIC number provided is
not matched with “iAM Smart” user.
Check hash of HKIC number or
inform user to authorise the digital

signing using the correct “iIAM

Smart” account
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The error_code D71003 (signing request timeout) does not appear in this
scenario. For the QR Code timeout or request confirmation timeout in the

“1AM Smart” Mobile App, message will be prompted in the corresponding
user interface.

Callback Parameters
® Please refer to Section 3.4.1.2.

Notes
e Please refer to Section 3.4.1.2 except the following parameter:
- Callback parameter “businessID”: Value returned by “itAM Smart”
System should be the same one as Online Service submitted in the

anonymous request.
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3.12.1.4 Implementing (4) POST: Request accessToken and Tokenised ID

user e-Service e-Service server iAM Smart app | IAM Smart BDSS
website

= - ;
18. Request accessToken by authCode

-

A :

- 19, Retumn access Token and tokenised ID
I 20. Request bulk signing subngission result and BSQC token
: -
-

Please refer to Section 3.6.1.4
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3.12.1.5 Implementing (5) POST: Request BSQC Token

e-Service server l LAM Smart app | IAM Smart BDSS ‘

. e-Service
user

website

20. Request bulk signing subniission result and BSQC token

-
O + _21. Return bulk signing submission result and BSQC token

22, Display bulk signing
23, Show submission . Fequest submission result

el pesult

Pre-conditions
® Online Service provides parameters “accessToken” and “openID”.
e API data encryption is required.
Post-conditions
® Online Service has obtained “accessToken” and “openID” by previous request
Error conditions
Error Code Error Description Suggested Action
error_code - D20012 insufficient scope Check authorisation  scope(s)

requested is/are sufficient for

invoking the corresponding “iAM

Smart” API
Request Parameters
Parameter Type Presence Description
accessToken String Required accessToken value
openID String Required Tokenised 1D value
Response Parameters
Parameter Type Presence Description
BSQCToken String Required | BSQCToken can be used by the

corresponding Online Service to

enquire or cancel the submitted bulk

digital signing request
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3.12.2 Scenario 2: Anonymous Bulk Digital Signing (Online Service Website in

Same Device)

The sequence diagram below shows how an anonymous user authorises and
signs multiple document hashes and/or digests when Online Service website
and the “1AM Smart” Mobile App are running in the same devices.

& e-Service server
website

‘ e-Service

‘ 1AM Smart app | | 1AM Smart BDSS

i 1. Click sign by 1AM
. Smart (submit bulk
signing request)

2. Send bulk signing request
-

3. Submit anonymous bulk;slanmé n:ﬂ:les\ by sen i
HKIC hash and hashes / doc digests

—

3. Return redirect info and
identification code calculated
by e-Service server

6. Display identification
ode and redirect to IAM

SRS

=N TR R

A

7. Refdifect to request QR/App broker page

™

0. Poll authCode

| IR F. .

10. Open §AM Smart app 11. Display

identification code
calculated by BDSS
12. Follow|oif screen instructions to confirm pullk signing request server

13. Send confirmation info

< .......................
4. Return confirmation result

15. Open oripinal browser

16. Redirect to ¢

3 R -

17. Redirect to
e-Service

H
ce callback URL with authCbde (response for step 9)

e ———
18. Redirect to ¢ =

b m e

20. Return access Token and tokenised D

21. Request bulk signing su‘mn:ission result and BSQC token

) ;

22. Return bulk signing submission result and BSQC token

23. Display bulk signing
24 Show submission | |« [oduest submission result |

PR result L
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5-7.

Step 8.

Step 9.

Step 10.

After entering HKIC number and choose documents, the user
clicks the “Anonymous bulk digital signing” button in Online
Service Website;

Online Service Website initiates anonymous bulk digital signing
request to Online Service server with browser's user agent name

(use as value for request parameter “source”);

Online Service server initiates an anonymous bulk digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for hash document), etc. APl encryption is
required,;

"IAM Smart” API (POST: Request Anonymous Bulk Digital
Signing)

“U{AM Smart” BDSS verifies and confirms receipt of the
anonymous bulk digital signing request to Online Service server
by returning POST response with parameter “ticketID”;

Online Service server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 6-digit identification
code and instructs Online Service Website to display the
instructions with the 6-digit identification code to inform “iAM
Smart” user to process the digital signing authorisation request in
“1AM Smart” Mobile App;

At the same time, the page polls Online Service for the submission
status at step 6, Online Service server prepares the request
parameters such as “clientID”, “redirectURI”, “source” (set as
browser’s user agent value), “scope”, “ticketID”, etc. and
constructs the GET request to invoke the “iAM Smart” API using
browser redirection;

“TAM Smart” API (GET: Request OR Page)

“1AM Smart” System returns the broker page to the Online Service
Website;

Broker page of “1AM Smart” System polls “1AM Smart” System
for further action;

Broker page invokes the “iAM Smart” Mobile App in the same
device automatically and sends it the relevant parameters.
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Step 11.

Step 12.

Step 13-15.

Step 16-18.

Step 18-19.

Step 20-21.

“U/AM Smart” Mobile App requests and displays 6-digit
identification code from “iAM Smart” BDSS. “iAM Smart” user
reviews the signing authorisation request (e.g. continue or reject
the request) and verifies the 6-digit identification code with Online
Service Website;

“1AM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

“1AM Smart” BDSS verifies the validity of QR Code and other
necessary information, and returns the authorisation result to “iAM
Smart” Mobile App, “iAM Smart” Mobile App invokes the
original Online Service browser;

Broker page of “1AM Smart” System receives the polling result
returned by “iAM Smart” BDSS (i.e. response for the polling in
Step 9) which includes authCode and businessID or any error code
(e.g. “iAM Smart” user rejects the request), assembles and invokes
the Online Service callback API given in “redirectURI” using
browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invokes
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e. openID) of the “iAM Smart” user. API data encryption is
required,;

“IAM Smart” API (POST: Request accessToken and Tokenised 1D)

Online Service server invokes the “iAM Smart” API with the
accessToken and openID to obtain BSQCToken, then Online
Service invokes the “iAM Smart” API with BSQCToken and
openlD to obtain the bulk digital signing result. APl data
encryption is required;

"iAM Smart” API (POST: Request BSQC Token)
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3.12.2.1  Implementing (1) POST: Request Anonymous Bulk Digital Signing

e-Service
website

e-Service server IAM Smart app ‘ I IAM Smart BDSS

H 1. Click sign by iAM H

. Smart (submit bulk -

signing request)
gning req o

H
2. Send bulk signing request 1

2. Submit anonymous bulld signing request by sending
HEKIC hash and hpshes [ doe digests

1 o ' g

- 4. Acknowledge bhlk signing request

Please refer to Section 3.12.1.1

3.12.2.2 Implementing (2) GET: Request QR Page

user e-Service [ e-Service server I I iAM Smart app j | IAM Smart BDSS

/ 7. Redirect to reqquest QR page |

Lo
t

®. Response QR page

Please refer to Section 3.12.1.2

3.12.2.3 Implementing (3) GET: Callback with authCode to Online Service

Server

user EsServics e-Service server iAM Smart app iAM Smart BDSS
website

15. Redirect to e-S¢nfice callback URL with authCodé¢ (response for step 9)

A e e
A
P
16. Redirect to
e-Service
= " -
I 18. Request accessToken by authCode

Please refer to Section 3.12.1.3
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3.12.2.4  Implementing (4) POST: Request accessToken and Tokenised ID

us e-Service e-Service server iAM Smart app IAM Smart BDSS
website

= - ;
18. Request accessToken by authCode

-

A :

» 19. Return access Token and tokenised ID
I 20. Request bulk signing subngission result and BSQC 1oken
: -
-

Please refer to Section 3.6.1.4

3.12.25 Implementing (5) POST: Request BSQC Token

e-Service . : . . . . ok
user e e-Service server IAM Smart app 1AM Smart BDDSS
website
I o 3 IVEIHLLL GRS EDS LU A WIREIISE 1L | I

20. Request bulk signing subnfission result and BSQC token

0 >

5 + - 21. Return bulk signing submission result and BSQC token

22, Display bulk signing
23. Show submission . Fequest submission result
e vesult T

Please refer to Section 3.12.1.5
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3.12.3 Scenario 3: Anonymous Bulk Digital Signing (Online Service App in
Different Device)

The sequence diagram below shows how an anonymous user authorises and

signs multiple document hashes and/or digests when Online Service App and

the “1AM Smart” Mobile App are running in different devices.

‘ user ‘

e-Service app |

in-app browser

e-Service server ‘

1AM Smart app ‘

1AM SmartBDSS ‘

L Clicksignby iAM |
Smart (submit bulk ~ ©_

signing request) !
2. Send bulk signing request
: 3. Submit anonymous bulkisigning request by sending :
| 1 HKIC hash and hishes / doc digests 1
i 4. Acknowledge hlu signing request
: ...
3. Return QR page URL and identification code :
calculated b Tvice server H
Rt AN H
6. Display 7. Poll bulk *.'lgnmg submission result i
identification code ! H
8. Open browser o
9. Request QR page
0. Response QR page
e S
L1. Poll authCode
12. Scan QR dode using iAM Smart app
13. Display
identification code
calculated by BDSS
14. Follow on scregn to confirm bulk signing requsst server
15. Send confirmation info
L6. Return confirmation result
17. Redirect to e-Servife callback URL with authCode uéspcusc for step 11}
e -
18, Rn’;’)&)cl to
e-S@vice
N 19. Redirect to callback URL
24. Display bulk signini request submission result H
25, Show submission | |goooooooooo.oo..o  SEROREROSERT) '
PR result L ; ;
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5-6.

Step 7.

Step 8.

Step 9-10.

After entering HKIC number and choose documents, the user
clicks the “Anonymous bulk digital signing” button in Online
Service Website;

Online Service Website initiates anonymous bulk digital signing
request to Online Service server with browser's user agent name

(use as value for request parameter “source”);

Online Service server initiates an anonymous bulk digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for hash document), etc. APl encryption is
required,;

"iAM Smart” API (POST: Request Anonymous Bulk Digital
Signing)

“’AM Smart” BDSS verifies and confirms receipt of the
anonymous bulk digital signing request to Online Service server
by returning POST response with parameter “ticketID”;

Online Service server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 6-digit identification
code and instructs Online Service Website to display the
instructions with the 6-digit identification code to inform “iAM
Smart” user to process the digital signing authorisation request in
“1AM Smart” Mobile App;

At the same time, the page polls Online Service for the submission
status at step 6, Online Service server prepares the request
parameters such as “clientID”, “redirectURI”, “source” (set as
browser’s user agent value), “scope”, “ticketID”, etc. and
constructs the GET request to invoke the “iAM Smart” API using
browser redirection;

“TAM Smart” API (GET: Request OR Page)

Online Service App polls Online Service server for the digital
signing result from “iAM Smart” BDSS;

Online Service App invokes in-app browser (Safari for iOS,
Chrome for Android) to submit the GET request;

Browser opens the GET request to invoke the “1AM Smart” API

and QR Code page will be shown;
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Step 11.

Step 12.

Step 13.

Step 14.

Step 15-16.

Step 17-19.

Step 20-21.

Step 22-23.

“iAM Smart” API (GET: Request QR page)

QR Code page of “1AM Smart” System polls “1AM Smart” System
for the QR Code status;

“1AM Smart” user logs in “1AM Smart” Mobile App to scan the
QR Code;

“U/AM Smart” Mobile App requests and displays 6-digit
identification code from “iAM Smart” BDSS. “iAM Smart” user
reviews the signing authorisation request (e.g. continue or reject
the request) and verifies the 6-digit identification code with Online
Service Website;

“1AM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

“IAM Smart” BDSS verifies the validity of QR Code and other
necessary information, and return the authorisation result to “iAM
Smart” Mobile App;

QR Code page of “iAM Smart” System receives the polling result
returned by “1AM Smart” System (i.e. response for the polling in
Step 9) which includes authCode and businessID or any error code
(e.g. “1AM Smart” user rejects the request), assembles and invokes
the Online Service callback API given in “redirectURI” using
browser redirection;

Online Service Callback APl (GET: Callback with authCode to
Online Service Server)

When Online Service server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invokes
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e. openID) of the “iAM Smart” user. API data encryption is
required;

“IAM Smart” API (POST: Request accessToken and Tokenised ID)

Online Service server invokes the “iAM Smart” API with the
accessToken and openID to obtain BSQCToken, then Online
Service invokes the “iAM Smart” API with BSQCToken and
openlD to obtain the bulk digital signing result. APl data
encryption is required;
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"iAM Smart” API (POST: Request BSQC Token)
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3.12.3.1 Implementing (1) POST: Request Anonymous Bulk Digital Signing

&

O

user ‘

e-Service app ‘

1. Click sign by iAM
Smart | submut bulk
signing request)

W
in-app browser

2. Send bulk signing request

e-Service server

| 1AM Smart app ‘ | 1AM SmanBDSS

Please refer to Section 3.12.1.1

3l

L.

3. Submit anonymous bulk signing request by sending
HEIC hash and bjshes / doc digests

3.12.3.2 Implementing (2) GET: Request QR Page

in-app browser

user e-Service app ‘

~y

&, Open browser

e-Service server

1AM Smart app ‘ I 1AM SmartBDSS

2.

9. Request QR page

. Respanss QIR pags

Please refer to Section 3.12.1.2

11, Poll muthCode

3.12.3.3  Implementing (3) GET: Callback with authCode to Online Service

Server

e-Service app

18, Ry

e-Serv

ice server IAM Sman app ‘ l iAM SmanBDSS

( .......................
6. Return coafimaation result

reCt i

17, Redirect to e-Servi

Mieesnassssnsnasnannncnnssanis -

callback URL with anthCode (rgsponse for srep 1)

Please refer to Section 3.12.1.3

’ 19, Redirect to callback lﬁ.
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3.12.3.4  Implementing (4) POST: Request accessToken and Tokenised ID

&-Senvice 2pp

| hll > : |

1%, Redirect to callback TRL

e-Service server

1AM Smart app ‘ I 1AM SmarBDSS ‘

20, Reguest sccessToken by suthCode

21. Remen aceessToken and tokenised ID

Please refer to Section 3.6.1.4

3.12.3.5 Implementing (5): POST: Request BSQC Token

| user ‘ e-Service app ‘ in-app browser

e-Service server

‘ 1AM Smart app ‘ I 1AM SmariBDSS

22, Request bulk signing subagission result and BSQU token
>

Do

23, Rern bulk signing subasission result and BSQC 1oken

24, Display bulk signinf request submission resnlt

25, Show submission | feoooonnnooo.. oo TEPOMS
PR el

Please refer to Section 3.12.1.5
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3.12.4 Scenario 4: Anonymous Bulk Digital Signing (Online Service App in Same

Device)

The sequence diagram below shows how an anonymous user authorises and
signs multiple document hashes and/or digests when Online Service App and
the “1AM Smart” Mobile App are running in the same device.

user e-Service app e-Service server iAM Smart app 1AM Smart BDSS

1. Click sign by iAM E
o Smart (submit bulk H

signing request)

2. Send bulk signing request
=

3. Submit anonymous bulkisigning request by sending
HKIC hash and héshes / doc digests

—
Y

e g g
H
5. Return identification code !
calculated by e-Service server .
H
NSREREEEEEEEEEEEEEEEE R !
H
6. Display identification H
code :
H
H
> H
> H
7. Poll bulk signing H
confirmation result !
H
H
. H
2 8. Open iANI $mart app .
>
9. Display
identification code
calculated by BDSS
10. Follow] o1} screen instructions to confirm puflk signing request server
+

11. Send confirmation info

>

< et

12. Return confirmation result

13. Open e-Servicd app with authCode

9 T

A

14. Apply accessToken

»
»

I5. Request access Loken by authCode

T >

16. Return accessToi(en and tokenised ID

17. Request bulk signing suhniission result and BSQC token

19. Display bulk signing

. request submission result
20. Show submission <~ “quest suomussion resutl

result

DCEERTTL- - Sy
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5&6.

Step 7.

Step 8.

After entering HKIC number and choose documents, the user
clicks the “Anonymous bulk digital signing” button in Online
Service Website;

Online Service Website initiates anonymous bulk digital signing
request to Online Service server with browser's user agent name

(use as value for request parameter “source”);

Online Service server initiates an anonymous bulk digital signing
request to invoke the “iAM Smart” API with the “businessID” of
this request, Document Hash / PDF digest, HKICHash, signature
algorithm (only for hash document), etc. APl encryption is
required,;

"iAM Smart” API (POST: Request Anonymous Bulk Digital
Signing)

“’AM Smart” BDSS verifies and confirms receipt of the
anonymous bulk digital signing request to Online Service server
by returning POST response with parameter “ticketID”;

Online Service server uses the Document Hash / PDF digest,
HKICHash and hash of clientID to calculate a 6-digit identification
code and instructs Online Service App to display the instructions
with the 6-digit identification code to inform “iAM Smart” user to
process the digital signing authorisation request in “1AM Smart”
Mobile App;

Online Service server prepares necessary parameters such as
“clientID”, “redirectURI” (set as Online Service App URL
Scheme or Universal Link/App Link depending on “source”
parameter), “scope”, ‘“source” (set as “App_Scheme” or
“App_Link”), “ticketID”, etc. and constructs the URL Scheme to
invoke “iAM Smart” Mobile App by Online Service App;

Online Service App polls Online Service server for the digital
signing result from “iAM Smart” BDSS;

Online Service App invokes “iAM Smart” Mobile App using URL
Scheme with request parameters (set <Context> as “anon_bulk-
sign” in URL Scheme);

“IAM Smart” API (URL Scheme: Open “iAM Smart” Mobile App
for Getting Context)
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Step 9.

Step 10.

Step 11-12.

Step 13.

Step 14.

Step 15-16.

Step 17-8.

“1AM Smart” user logs in “1AM Smart” Mobile App, “1AM Smart”
Mobile App requests and displays 6-digit identification code from
“UIAM Smart” BDSS. “iAM Smart” user reviews the digital
signing authorisation request (e.g. continue or reject the request)
and verifies the 6-digit identification code with Online Service
Website;

“1AM Smart” user follows the instructions in “1AM Smart” Mobile

App to complete digital signing operation;

“1AM Smart” BDSS verifies the validity of QR Code and other
necessary information, and return the authorisation result to “iAM
Smart” Mobile App;

“1AM Smart” Mobile App invokes Online Service App using URL
Scheme or Universal Link/App Link with required parameters

such as “authCode”, “businessID”;

Online Service Callback APl (GET: Callback with authCode to
Online Service App)

Online Service App sends authCode, businessID, etc. to Online
Service server;

When Online Service server gets the authCode and businessID, it
verifies businessID as generated in Step 3 and should then invoke
the “1AM Smart” API to obtain the accessToken and the Tokenised
ID (i.e. openID) of the “iAM Smart” user. API data encryption
is required,;

“IAM Smart” API (POST: Request accessToken & Tokenised ID)

Online Service server invokes the “iAM Smart” API with the
accessToken and openID to obtain BSQCToken, then Online
Service invokes the “iAM Smart” API with BSQCToken and
openlD to obtain the bulk digital signing result. APl data
encryption is required;

"iAM Smart” API (POST: Request BSQC Token)
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3.124.1

Please refer to Section 3.12.1.1

3.12.4.2

user

e-Service app

Implementing (1) POST: Request Anonymous Bulk Digital Signing

1. Click sign by 1AM
Smart (submut bulk
signing request)

'
-

user

e-Service server

1AM Smart app

1AM Smart BDSS

H
2. Send bulk signing request 4:,.
L

1.

'
. L . .

3. Submit anonymons bulk!signing request by sending
HKIC

hash and hishes / doc digests

H
4. Acknowledge bylk signing request

i S R P

v

e-Service app

5. Return identification code
calenlated by e-Service server
..:_ _______________________

e-Service server

Implementing (2) URL Scheme: Open “iAM Smart” Mobile App
for Getting Context

1AM Smart app

1AM Smart BDSS

D

8. Open IANI $mart app

Pre-conditions
® Please refer to Section 3.4.1.2.
Post-conditions
e Please refer to Section 3.4.1.2.

Error conditions

Request Parameters

Notes

® Please refer to Section 3.4.1.2.
® Please refer to Section 3.4.1.2.

e Please refer to Section 3.4.1.2, except:

Set <Context> as “anon_bulk-sign” in URL Scheme.

9. Display
identification code

IR

CR Y Skl
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3.12.4.3

user

Implementing (3) GET: Callback with authCode to Online Service

Server

[ ]
e-Service app

e-Service server

1AM Smart app

1AM Smart BDSS

O TP LT T

2. Return confirmation result

13. Open e-Servicd app with authCode

14. Apply accessToken

Pre-conditions

=
>

Please refer to Section 3.4.1.2.

Post-conditions

Please refer to Section 3.4.1.2 except:

Online Service server should match

the callback result with

corresponding Online Service client terminal using the “businessID”.

Error conditions

This Online Service callback API is a HTTP GET request. If parameter

“error_code” is returned, it means the request is failed.

Error Code

Error Description

Suggested Action

error_code - D71001

User rejected signing request

Inform user the digital signing

request is rejected

error_code - D71002

Failed to request signing

Inform user the digital signing

request is failed and retry later

error_code - D71004

User not allowed to sign

Inform wuser that “iAM Smart”
digital signing is not allowed for
default “iAM Smart” and suggest
user to upgrade to “iAM Smart”

with digital signing function
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Error Code

Error Description

Suggested Action

error_code - D71005

Inconsistent HKIC number

Hash of HKIC number provided is
not matched with “1AM Smart” user.
Check hash of HKIC number or
inform user to authorise the digital

signing using the correct “iIAM

Smart” account

The error_code D71003 (signing request timeout) does not appear in this
scenario. For the QR Code timeout or request confirmation timeout in the

“1AM Smart” Mobile App, message will be prompted in the corresponding

user interface.

Callback Parameters

® Please refer to Section 3.4.1.2.

Notes

® Please refer to Section 3.4.1.2 except the following parameter:

- Callback parameter “businessID”: Value returned by “itAM Smart”

System should be the same one as Online Service submitted in the

anonymous request.
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3.12.4.4

user

e-Service app

14. Apply accessToken

e-Service server

.
L

Implementing (4) POST: Request accessToken and Tokenised ID

1AM Smart BDSS

1AM Smart app

16. Return :icressTui;en and tokemsed ID

Please refer to Section 3.6.1.4

3.12.4.5

user

Implementing (5) POST: Request BSQC Token

e-Service app

e-Service server

1AM Smart app

1AM Smart BDSS

Please refer to Section 3.12.1.5

LU PUEIULEL L s DURSLL AU WAL SEU Iy

5.

17. Request bulk signing snbni:ssmu result and BSQC token

18. Return bulk signing submission result and BSQC token

________________________ S
0

19. Display bulk signing

remmest suhmission resnlt
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3.13  WORKFLOWS FOR CALLBACK BULK DIGITAL SIGNING
RESULT

3.13.1 Workflows for Callback Bulk Digital Signing Result

3.13.1.1 Implementing (1) POST: Callback to Receive Bulk Digital Signing
Result

e-Service server 1AM Smart BDSS

— L 1. Callback bulk signing result ]

2. Acknowledge bulk signing result

»>

Pre-conditions
® “iAM Smart” user can accept and complete the digital signing request.

® “iAM Smart” user can also reject the digital signing request.

Post-conditions
® API data decryption is required.
® Online Service server should match the callback result with

corresponding Online Service Website/App using the “businessID”.

Error conditions

® For common errors, please refer to Section 3.2.3.  Other errors of this
API include:

Error Code Error Description Suggested Action

code - D71000 User cancelled signing request Inform user the “iAM Smart”

digital signing request is

cancelled
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code - D71001

User rejected signing request Inform user the “i{AM Smart”
digital signing request is

rejected

code - D71002

Failed to request signing Inform user the “iAM Smart”
digital signing request is failed

and retry later

code - D71003

Signing request timeout Inform user the “iAM Smart”
digital signing request is
timeout and provide way for

user to retry

Callback Parameters

Notes
°

Please refer to “iAM Smart” API Specification.

For common parameters in request and response, please refer to Section
3.2.2.

Callback parameter “hashCode”: It is the Document Hash provided by
Online Service and Online Service may use for checking purpose.
Callback parameter “timestamp”: It is the timestamp returned by “iAM
Smart” System when the digital signing operation is successful.
Callback parameter “signature”: It is the RSA signature of the Document
Hash submitted by Online Service for digital signing. The value is
BASE64 encoded.

Callback parameter “cert”: It is the “iAM Smart” e-Cert of the “iAM
Smart” user. It is in X.509 format and the value is BASE64 encoded.
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3.13.1.2 Implementing (2) POST: Online Service Acknowledges Bulk

Digital Signing Result

e-Service server

— 1. Callback bulk signing result

1AM Smart BDSS

2. Acknowledge bulk signing result

v

Pre-conditions

® Online Service receives the “1AM Smart” bulk digital signing result and

completes its document digital signing process.

® API data encryption is required.

Post-conditions

® Online Service may record the bulk digital signing acknowledgement

result.

Error conditions

® For common errors, please refer to Section 3.2.3.

Other errors of this

API include:
Error Code Error Description Suggested Action
code - D71006 Failed to process digital signing | “iAM Smart” digital signing

acknowledgement

acknowledgement  processing failed,

retry later

Request and Response Parameters

® Please refer to “iAM Smart” API Specification.

Notes

® For common parameters in request and response, please refer to Section

3.2.2.
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® Request parameter “businessID”: It is the same “businessID” submitted
in the digital signing request.

® Request parameter “signingResult”: It is the status of Online Service
document digital signing process after receiving the “iAM Smart” digital

signing result. Its value must be equal to those specified in this API.
3.14 WORKFLOWS FOR ENQUIRE BULK DIGITAL SIGNING RESULT
3.14.1 Workflows for Enquire Bulk Digital Signing Result

3.14.1.1 Implementing (1) POST: Enquire Bulk Digital Signing Status

user e-Service web/app e-Service server iAM Smart BDSS

>

>

1. View bulk signing status =

2. Request bulk signing
status

v

(7]

Enquire bulk signing
status

T I

4. Rfturn bulk signing status

A

5. Response bulk signing
status

<
<

6. Show bulk signing status

<
<

Pre-conditions
® Online Service provides parameters “openID” and “BSQCToken”.

® API data encryption is required.

Post-conditions

® API data encryption is required.

Error conditions
® For common errors, please refer to Section 3.2.3.  Other errors of this
API include:
Error Code Error Description Suggested Action
code - D71008 BSQC Token not found BSQC Token may expire

Request and Response Parameters
® Please refer to “iAM Smart” API Specification.
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Notes

® For common parameters in request and response, please refer to Section
3.2.2.

® The BSQC Token that’s used to enquire digital signing status or cancel
signing request is valid for 1 day.

249



3.15 WORKFLOWS FOR CANCEL BULK DIGITAL SIGNING REQUEST

3.15.1 Workflows for Cancel Bulk Digital Signing Request

3.15.1.1

Implementing (1) POST: Cancel Bulk Digital Signing Request

user

e-Service web/app e-Service server 1AM Smart BDSS

<

6.

- - Ll
1. Cancel bulk signing
request

v

2. Request cancellation

3. Send cancellation request

eturn cancellation result

A

4. K

5. Response cancellation
result

<
<

Show cancellation result

<

Pre-conditions

Online Service provides parameters “openID” and “BSQCToken”.
The request of which status is “Pending for Signing” can be cancelled.

API data encryption is required.

Post-conditions

API data encryption is required.

Error conditions

® For common errors, please refer to Section 3.2.3.  Other errors of this
API include:
Error Code Error Description Suggested Action

code - D71008

BSQC Token not found BSQC Token may expire

Request and Response Parameters

Notes
°

Please refer to “iAM Smart” API Specification.

For common parameters in request and response, please refer to Section
3.2.2.
Only the request of which status is “Pending for Signing” can be
cancelled.
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® The BSQC Token that’s used to enquire digital signing status or cancel

signing request is valid for 1 day.
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APPENDICES

A. NOT APPLICABLE

B. NOT APPLICABLE

C. NOT APPLICABLE

D. ESSENTIAL TIPS FOR APP-TO-APP DIRECT LOGIN V2

Direct Login v2 has adopted a new approach on Android for launching the online service app. The
authCode and related parameters are passed in the form of an Android Intent. This section outlines
essential tips and common pitfalls associated with Direct Login v2, including issues where the online
service app does not launch successfully and the authCode cannot be retrieved from the “iAM
Smart” Android Intent.

D.1 Prerequisites to launch Android App via Package Name

In order to launch the online service app from the “iAM Smart” App catalogue successfully, the
following configuration shall be valid:

e Package name

e Activity name

e Signing certificate fingerprint

An error message stating “An error occurred, unable to launch the mobile application” will be
displayed if otherwise. Information can be gathered from the ESP, the online service app, and
the submitted “iAM Smart” catalogue application form to ensure that the above configurations

are aligned and correct.

ltem Item to check Retrieve information from
online service app

Certificate ESP Refer to D.1.1 $&3R! A Z)
Fingerprint APK SRR -
Package name | ESP Refer to D.1.2

APK

Application form
Activity class APK Refer to D.1.3
name Application form

D.11 Retrieve signing certificate from online service app

To retrieve the certificate from the online service app, the Android SDK Platform-Tools are
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required. After installing the Android SDK Platform-Tools, execute the command below to
obtain the signing fingerprint of the app. Please note that if different certificates are used for
signing the production and development apps, the fingerprints will differ..

apksigner verify -print-certs -v <path-to-apk-file>

[&+] Command Prompt

>cd Downloads

\Downloads>apksigner verify --print-certs -v app-development-release-v2.1.9._apk

O=zinesikvudo. L=Unknown. ST=Unknown. C=Unknown
1 certificate 6 dig b3 S 1 > - 2 =bbb66ac
certiticate
1 certificate M
1 key algori

1 public st: d45dae42des 4 I - > O < f f 75971

2bca] c6793a9c
Bd+C 7e3c8

The fingerprint can be found in the Signer certificate SHA-256 digest. Please note that the
format may differ from what is required in the ESP. For example, the format in the ESP is
22:D7:CE...66:AC, whereas it may appear as 22d7ce. . .66ac in the terminal.

D.1.2 Retrieve package name from online service app

To retrieve the package name from the online service app, the Android SDK Platform-Tools are
required. After installing the Android SDK Platform-Tools, execute the command below to
obtain the package name of the app. Please note that the package names for the production and

development apps may differ depending on the configuration of the online service app.

aapt dump xmltree <path-to-apk-file> AndroidManifest.xml
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[&+] Command Prompt

2 \Us \Downloads>aapt dump xmltree esdemo-aos.apk AndroidManifest.xml
N: ( ( e hemas . android.com/apk/
E: manifest (lin )
A: andr

compileSdkV ]
- _andraoid- rnmf‘\i 1eSdkVer ) 12" )
A: package="com. N ice" (R om. _eservice")
- PLALTUNMBULLIUVEDSLOT
A: platformBuildVersionNa

E:

A: : )="android.permission.READ_EXTERNAL_STORAGE" (Raw: "android.permission.READ_EXTERNAL_STO
RAGE™)
E: uses-permissi
A: android:name( "android.permission.WRITE_EXTERNAL_STORAGE" (Raw: "android.permission.WRITE_EXTERMAL_S
TORAGE™)

android.permission.MANAGE_EXTERNAL_STORAGE" (Raw: "android.permission.MANAGE_EXTERNAL
| STORAGE™)
E:
A: an p1016 "android.permission.VIBRATE" (Raw: "android.permission.VIBRATE")
E: uses-per 5
A: andr : 5 910083)="android.permission. INTERNET" (Raw: "android.permission.INTERNET™")

: intent (1lin
: action (lin
A: android:name( "android.intent.action VIEW" (Raw: "android.intent.action.VIEW")

”

The package name can be found in “A: package=...".
D.1.3 Retrieve activity name from online service app

Online service provider should have decided which activity to handle the incoming intent from
“IAM Smart”. To retrieve the full activity name (e.g. com.example.dev.MainActivity

instead of MainActivity) from the app, the Android SDK Platform-Tools are required. After
installing the Android SDK Platform-Tools, execute the command below to obtain the activity

name of the app.

aapt dump xmltree <path-to-apk-file> AndroidManifest.xml

The contents of the Android Manifest file will be displayed in the terminal, including the
activity name that handles the intent from “iAM Smart”,

Use correct method to obtain the authCode and code_verifier from Android Intent

Since the iIAM Smart has adopted a new approach on Android to pass the authCode, online
service app is required to retrieve the authCode and code_verifier from the received intent using
the following code.

val authCodeId = intent.getStringExtra("code")
val codeVerifier = intent.getStringExtra("code verifier")
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val activityParams = intent.getStringExtra("activityParams") //

optional

Please note that the code uses getStringExtra() method, not the getData() method.

For more details, refer to the section 3.10.4.1.
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