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Disclaimer

Please be aware that the video is intended for preliminary introduction. It shall not be followed as
the technical instruction. “iAM Smart” Sandbox Programme would not guarantee the correctness
and timeliness of data which could be possibly affected by the modification of development.
Development team shall follow the guidelines and policies or enquire to related professionals if any

safety apprehension.
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@ R -LALELE What is Digital Signing with Service Login

inmsmart | Programme

Users can use "iAM Smart+" to perform digital signing in accordance with the Electronic
Transactions Ordinance (Chapter 553 of the Laws of Hong Kong) to process legal documents and
procedures online. The function can be performed after the service login.

/ Req uest
Perform ,
"
N Acknowledge

User Digital signing System
through iAM Smart
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iAM Smart

ALY PDF Digital Signing / Hash Digital Signing

Programme

After iAM Smart
receiving the
document that
requiring signature,
OSP need to choose
which kind of digital

<.7:t> — 1234 ——)

\ Get the

signing would be Generate 4-digit User verification
executed. document(PDF, text, identification code
image, etc...)
The PDF Digital Signing
Inform client only support the digital

the accessToken

terminal to stop E
polling and save < — o — <
o =]

signature with PDF file
type. Corresponding to
other document type,
the hash digital signing
Result computing would be selected.

Server acknowledge
the result to “iAM
Smart” System
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. @ S - AELARLLMY [dentification Code for Document to be signed
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— MD5
< F F> concatenate ‘% SHA-512 @ calculation @

hash Tokenized ID Digital digest 128-bit MD5
hash value

A 4-digit identification
code would be calculated 4-bit unsigned
to inform user for right shift

processing the digital
signing authorization.

Assembly Obtain
1234 — 0-9 S
4%
Identification 4 bytes hexadecimal
Code data

SANDBOX
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. @ SRR OIS "AIM Smart+" Users and “iAM Smart" Cert

Certification information

« Originality N=F Each iAM Smart-Cert is valid for one year.
\ Hongkong Post
* Issued by Hongkong Post % 5 BRY
* Functionality "iAM Smart" will send a mobile push
» Key factor for digital signing function notification and an email reminder to the
relevant user 30 days before the expiry of
* Security an iAM Smart-Cert to renew

e Stored in the "iAM Smart" System

B2h @

IAM Smart

<
(Electronic Transactions Ordinance (Cap. 553))

SANDBOX




@ R B -ALELY Ul Requirements
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After an online service sends the digital signing Same Device Different Device
request to “iAM Smart” system, the online service
is required to show the online service name, Traditional | S35 LI T 88 : - AL T ¢ -
. e s . Chinese. | 1. ZHELT TBRRUEH(E. @i I HEREEES TESE, BRE
document name, identification code and instruct ). WEER EHE, EROBIEE| S
1 12 . . ]ﬁ_ju ‘
u§er to ope.n the “iAM S-mart mobile app in N — D@
his/her mobile phone referring to format shown on B massE 2. WEER TR L ETETRAIESH
. . — ﬁd
the table with corresponding language. e S p——
: : : Simplified | BEELTHE : - BEENTSE -
Same Device Different Device Chinese. |1 A&HLUT THEEHE, . L FERENEN (EHE, mER
2. BBmE TEFE, ERWREBE| o
Examp]e Sign your application with “IAM Smart’ Sign your application with AM Smart” Bl ‘
Service Name : Application for Licance o e« Appfcmton for Liownow 3. g TEE LUEREBEEE @
Dosumer: o 18 ——— 2. WG TEHE, BRSRSIBE
Identification code : 1158 i [E]«
Please follow the steps below: 1. Open “IAM Smait’ app in your bl device 3. A FE%J D,i%ﬁﬁﬁﬁ%g% -
I Click on “Open iAM Smart” below [ English- Please follow the steps below:« Please follow the steps below:«
% sth)ffn -l:"".fm':'esﬂ::f‘;fgzixnfme LS o . 1. Click on “Open iAM Smart” below « | 1. Open “iAM Smart” app in your mobile
3. Tap on “Sign” to complete the digital - "s;.:fﬁ'l';"u;'f}'f.f..” PR ET S o 2. Make sure the identification code deviceo
signing i el o e shown in “iAM Smart” is the same+ M
3. Tap on “Sign” to complete the digital E&g>
signing ¢ o

[

: Make sure the identification code
Open IAM Smart shown in “iAM Smart™ is the same«

Here is the example showing the signing step and . 3. Tap on “Sign” to complete the digital
interface signing

SANDBOX
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Obtain all the parameters and the CEK as variable
of calling API.

Location: RequestSigningController.java
(initiateSigning)

Construct the JSON

Compute the
hashcode by encoding
with SHA-256 method
to get a Baseb4
encoded value

Initiate digital signing

with the JSON and the N

CEK

DbjectNode j j bjectMapper.createObjectNode();

jsonObj.put(” -ID", UUID.randomUUID().toString().replace(”-", ""});
jsonObj. put(’ , accessToken);

jsonObj. put(“open openId);

jsonObj.put(’ source);

jsonObj. put(’ rectURI™, iamCallbackEndpoint + Constants.API_SIGNING_CALLBACK) ;
jsonObj. put(’

String hashCode = "";
try
byte[] documentBytes = docxResource.getInputStream().readAllBytes()};
hashCode = Base64.getEncoder().encodeToString(Security.digestToByte(documentBytes, "SHA-256"));
System.out.println(hashCode);
catch (IOException e
e.printStackTrace();

jsonObj.put( "hashCode"”, hashCode);
jsonObj.put(”si ", "NONEwithRSA™);

j50nDbj.pht
jsonObj.put(’
jsonObj. put(’

String respJlson = callApi(Constants.API SIGNING REQUEST, jsonObj,

SANDBOX
10 Programme




@ b a BRIV 1) 4 APl — Initiate Digital Signing After Service Login —
Lj inmsmart | Programme )

String resplson = callApi(Constants.API_SIGNING_REQUEST, jsonObj, cek);

After calling the API, it needs to calculate the
identification code for acknowledgement.

. . . . ApiRespSigning<ApiContentRequest> resp = new ApiRespSigning<>(resplson, cek,
Location: Securlty.Java (g@tSlgnCOdE) Security.getSignCode(hashCode, openId));

Calling the method

. q q q tring respCode = resp.getCode();

InSIde SecurItY'Java if (respCode != null &8 respCode.equals(Constar CCESS CODE)
return ResponseEntity.ok{new Result<>("SUCCESS", resp));

c 5tring getSignCode(String hashCode, String openID) {

return ResponseEntity.status(HttpStatus.BAD REQUEST).body(new Result<>("iAM Smart error”, resp));

hashCodeBytes = Basefd.getDecoder().decode(hashCode);

openlDBytes = digestToByte(openID, "SHA-512");
code = new char[4];

Perform the SHA-512
source = new byte[hashCodeBytes.length + openIDBytes.length]; q
ath) s calculation

arraycopy ( hashCodeBytes, @, source, @, hashCodeBytes.l

arraycopy (openIDBytes, 8, source, hashCodeBytes.length, opasi@

Perform the MD5 calculation

inData = digestToByte(source, “SHA-512"

digestMDSData = digestToByte(inData, "MD5");

B; 1 < 4; i+ . A R
code[i] = hexDigits[(digestMDSData[i * 4] »>> 4 & 6xf) ¥ 18]; Flnal Step to assembly Into 4-d|g|t COde

return new String(code);

SANDBOX
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. [ R E LY AP1 - Open "iAM Smart” App For Digital Signing

Online Service App invokes The context links deeply to Using the same device
“iIAM Smart” Mobile App redirect users to the “iAM as an example

using URL Scheme with Smart” mobile app.

request parameters.

n A}
Base on Open r{} !75\
Q — — @ i s .,

Online service app <context> iAM Smart mobile app

SANDBOX
= 1, Programme
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iAM Smart return the
result to e-Service Center

User could accept or reject
the digital signing request

return

E——

iIAM Smart system

@ %0 4 (@ ‘ 110 d APl = Digital Signing Callback from “iAM Smart™

“iIAM Smart” System invokes Online

Service callback API to return the result
with “businessID” of the digital signing
request to Online Service server. APl data

decryption is required.

e-Service Center

13
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0y %= SANDBOX [\ (I ~dee Digital Siehing Result —
@iﬁufﬁ% epteupiad APl — Acknowledge Digital Signing Result — 1

Online Service Server completes the #PostMapping (Constants.APT_SIGNING CALLBACK)
document digital signing process, verify seEntity<Object> responseSigning(@RequestBody CallbackRespBase
the result and acknowledges “iAM Smart” JTIng secretkey = Body-getsecretiey

g String content = body.getContent

System the digital signing result using “iAM
Smart” APl with the same “businessID” of
the digital signing request. if (secretKey == null || content == null || secretKey.isEmpty() || content.isEmpty()
Location: ResponseSigningController.java
(repsonseSigning)

System.out.println(”Signing

System.out.println

cek = Sed

ng resplson ecurity.decrypt(content, cek);
if (resplson == null || respJson.isEmpty()
System.out.println{"CEK ok");

Get CEK first

Try to read the content
inside the response json catch ( 1gEXC
e.printStackTrace();

SANDBOX
14 Programme
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@ =l - AIELALLEWE AP| — Acknowledge Digital Signin;

Put in the businessID
for looking for the
same request

Create a X509Certificate instance

Check validity

Verify the signature with the
original documents

Call the API for the

acknowledgement \

jectNode jsonObj = objectMapper.createObjectNode();
jsonObj.put(“businessID”, resp.getContent().getBusinessId());

byte[] certByte = Baseb4.getDecoder().decode(resp.getContent().getCert());

byte[] signatureByte
if (signatureByte == n

y.getInstance("X.589");
ate) f.generateCertificate(new ByteArrayInputStream(certByte));

cert.checkValidity();
cert.checkValidity(new Date(resp.getContent().getTimestamp()));

PublicKey publicKey = cert.getPublicKey();

byte[] documentBytes = docxResource.getInputStream().readAllBytes();

bac n isCorrect = Security.verifySignature(publicKey, cert.getSigAlgName(),

if (lisCorrect) {

Jjson0bj.put(“sign e, ™ 1");
callApi(Constants.APT_SIGNING ACK RESULT, jsonObj, cek);

signatureByte, documentBytes);

SANDBOX
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@ g7 @ ‘ ~Laea:andl What is Anonymous Digital Signing

inmsmart | Programme

Anonymous digital signing allows user to perform digital signing without service login but only perform
authentication before signing steps. Users can use "iAM Smart" to perform digital signing in accordance
with the Electronic Transactions Ordinance (Chapter 553 of the Laws of Hong Kong) to process legal
documents and procedures online.

| [\ i
1. Sending to confirmation
S E R
4. Show result E 3. Acknowledge
0 =,

Online Service iIAM Smart System User
Signing Request

|

SANDBOX
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After an online service sends the digital
signing request to “iAM Smart” system, the
online service is required to show the online
service name, document name, identification
code and instruct user to open the “iAM
Smart” mobile app in his/her mobile phone.

By following the format on the right,
developers should apply language changes
for different users considering to the
adaptability. Developers may follow the
format shown on the next slide.

Ul Requirements — 1

Same Device -1

Different Device — 2

Example-

1) For Online Service Website in Same
Device«
Sign your application with “AM Smart”

Service Name: AXXXXXXXXXXXXX
Document : XXXXXXXX
Identification Code: 1234

Please follow the steps below:

L. Record the above information and identification
o

ode

2. Click on “Sign with IAM Smart” below to
access the broker page

3. Click to open "IAM Smart” mobile app

4. Check the document information and identification
code in “iAM Smart” and complete the digital

2) For Online Service App in Same Device

o

Sign your application with “iAM Smart”
Service Name: XXXXXXXXXXXXXX
Document : XXXXXXXX

Identification Code: 1234

Please follow the steps below:

1. Record the above information and identification
code

2. Click ox“Sign with IAM Smart” below to
open “iAM Smart” mobile app

3. Check the document information and identification
code in “iAM Smart” and complete the digital
signing

@ sign with iAM Smart

Sign your application with “iAM Smart™

Service Name: AXNXXXXXXXXXXXX
Document : XXXXXXXX
Identification Code: 1234
Please follow the steps below:
1. Record the above information and
sdentification code

2. Open “iAM Smart” in mobile device and
scan the QR code

%
3. Check the document information and
identification code in “iAM Smart” and
complete the digital signing

18
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@ I AIELUDLEIYLS Ul Requirements — 2
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Here are the instruction formats of different languages of Anonymous Digital Signing:

Same Device -1 Different Device — 2 Same Device -1 Different Device — 2
Instructions English 1) For Online Service Website in Same | Please follow the steps belt_)w_:
Traditional | 1) For Online Service Website in Same | 537718 2555 Device L. E;;L{;r:’;ildttl:;n :;é:c information and
1 Devi MO8 [ e (L =Sl T, S0 1 TEE L A . . .
Chinese Levice | DR =l W = Y 4 Please follow the steps below: 2. Open “iAM Smart” in mobile device and
S ) RSB 2. BEEEDUR LU R ) frdak 1. Record the above information and scan the QR code
B BABLIR T4 L T, R identification code >
L Gk RALSCPRER a6 2 2. Click on “Sign with iAM Smart” ™
2. B®PT TDEFEES ) - below to access the broker page 3 Cheek the d - ) i
i UL £ 5 Clcktoopen 1AM St bl py |5 Shck e decument fomuion ad
3. EEERPEPEL{T M LAY T (E 3. G TESE  NEI R 4. Check the document information and complete the digital sienine
eI . TR - SRS identification code in “IAM SMArt” | supmd e
4. BZE TEAE ) NETRESEE R e and complete the digital signing i@ continue with iAM Smart

@ vsreea

Tl RS » PR SERR B

Sign with iAM Smart

@ vsreEss

2) For Online Service App in Same Device

2) For online service App in Same Device Please follow the steps below:
1. Record the above information and
SETEIE LT identification code
L AR RO R 2. Click on “Sign with iAM_Smart
2, BEEEDIT TLIEAEEE ) a;;w to open “i mart” mobile
N N r *D 5
?;ffiﬁé frFieliy DI & 3. Check the document information and
=F A B } identification code in “iAM Smart”
3. s DRI 4 WETWY#Q and complete the digital signing
el Re il lES - ZRIRSER IS S

a Sign with iAM Smart

) wmsEss

ad 4 1N BOX

S —————————————————— 19 Programme




-

late Anonymous Digital Signing —

>>> requestAnonymousSigning(
ing hkic

-

inmsmart | Programme

RN API — Init

Obtain all the parameters and the CEK as variable

Of Calllng APl- apper objectMapper = new ObjectMapper();
Location: RequestSigningController.java oot Jaomoh b ot ereateObjectuode )

(requestAnonymousSigning) Ctring hochtode = -

hyte[] documentBytes = docxResource.getInputStream().readAllBytes();
Compute the hashCode .getEncoder() .encodeToString(Security.digestToByte (documentBytes, "S

. t prlntln(hash(odu],
hashcode by encoding

with SHA-256 method —

.pr :LntStackTr‘aca\ 'H

tO get d Base64 String wuid = WID.randomUUID().toString().replace(”-", ™"
Constants. bu51n ssIdAnonymousFormFilling.add(uuid);
enCOded Value jsonObj.put(’ ID", wuid);

jsonObj.put(”ha hashCode);
jsonObj.put(” "

json0bj.put
Construct the JSON “ L
json0bj.put

jsonObj.put nt ) 5 1 '-‘g demo™
sin dc Constants.businessIdAnonymousFormFilling. toString());
r X ants.API_ANONYMOUS_SIGNING REQUEST, jsonObj, cek);
|n|t|ate d|g|ta| S|gn|ng tentRequest> resp = new ApiRespDecrypted<>(resplson, cek);
with the JSON and the N String respCode — rasp. getcoda();
if (respCode != null && respCode.equals(C SUCCESS_CODE)
CEK return ResponseEntity.ok(new Result<> , resp, wuid));

return ResponseEntity.status(Http5tatus.BAD REQUEST).body(new Result<>("i mart error”, resp));

SANDBOX
o0 Programme




= 75 2 | SANDBOX Fi\aJ jlate Anonymous Digital Sighing — 2

Init

i t | Programme =
After calling the API, it needs to calculate the String respJson = callApi(Constants.APT ANONYMOUS SIGNING PDF_REQUEST, jsonobj, cek);
identification code for acknowledgement. N N
) o i ApiRespSigning<Apic - C . ApiRespSigning<>(resplson, cek,
Location: Security.java (getSignCode) | B security (docDigest, hkic, clientId));

Calllng the method string respCode = resp.getCode();
inside security.java if (respCode != null && respCode.equals(Constants.SUCCESS CODE)) {

| return ResponseEntity.ok(new Result<>("SUCCESS", resp));

(String hashCode, String hkicHash, String clientId) {

] hashCodeBytes = Base64.getDecoder().decode(hashCode); eEntity.status(HttpStatus.BAD REQUEST).body(new Result<>("iAM Smart error”, resp));
hkicHashBytes = Base64.getDecoder().decode(hkicHash); - _

byte[] clientIdBytes = digestToByte(clientId, "SHA-512");
char[] code = new char[4];

byte[] source = new byte[hashCodeBytes.length + hkicHashBytes.length + clientTdBytes.length]; Perform the SHA-512
system.arraycopy(hashCodeBytes, @, source, @, hashCodeBytes.length); Ca|CU|atI0n

System.arraycopy(hkicHashBytes, @, source, hkicHashBytes.length, hkicHashBytessd o
system.arraycopy(clientIdBytes, ©, source, hashCodeBytes.length + hlki o os.length, clientIdBytes.length);

byte[] inData = digestToByte(source, "SHA-512"); q
Perform the MD5 calculation
byte[] digestMD5Data = digestToByte(inData, "MD5");

for (int 1 =0; 1 < 4; i+) { . . ..

| code[i] - hexnigits[ (digestMDSData[i * 4] >»> 4 & exf) % 10]; Final step to assembly into 4-digit code

b

return new String(code);

SANDBOX
Programme




B85 @

SANDBOX D
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Programme

GetQR would be a usual API for authenticate
user by calling out a broker page or QR page.
After authorization by user, the page will be
redirected to the redirectURI with authCode
and state parameters.

Location: GetQrUriController.java (getQrUg

state

redirectURI

redirectURI with

authCode and state

ng state = UUID.randomUUID().toString
n isStoredState = storeState(state);

e (lisStoredState

state = UUID.randomUUID().toString().replace("-", "");

isStoredState = storeState(state);

.replace("-", ""

source.split(" ")[@];
an isBrokerPage = platform.equals(Constants.SOURCE_PLATFORM_ANDROID) ||
platform.equals(Constants.SOURCE_PLATFORM I05);

String prefix = platform.equals(Constants.SOURCE_PLATFORM APP
ticketID.isEmpty() ? iamUrlScheme + Constants.API GET QR _APP :
iamUrlScheme + Constants.API_ANONYMOUS_ FORM_FILLING REQUEST_APP
iamDomain + Constants.API_GET_QR_WEE;
URLEncoder.encode(ticketID.isEmpty() ? Constants.TOKEN SCOPE
UTF_&8),;
StandardCharsets.UTF 8);

String scope
Constants.TOKEN SCOPE_ANON, StandardCharsets.
String redirectUri = URLEncoder.encode(redirect,

String uri = prefix + "r
clientId + " rCes=

+ state;

scope + "&clientID=" +
" + redirectUri +

;ponseType=(
+ source +

“&state="

SANDBOX
Programme
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“IAM Smart” returns the
result to e-Service Center

User could accept or reject
the digital signing request

return

“iIAM Smart” system

@ 50 1 (@ ‘ Y110 d API= Anonymous Digital signing Callback from

“iIAM Smart” System invokes Online

Service callback API to return the result
with “businessID” of the digital signing
request to Online Service server. APl data

decryption is required.

e-Service Center

23
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iAM Smart

SANDBOX A
Programme

The Anonymous Digital Signing would only request
the access token for ONCE.

onte
ce”, defaultValue
String state) {

initiateSigning(
am ( value = g source,

value =

f (source.isEmpty()

accessToken and openlD request
only in signing initiate stage

Different from form filling, the
anonymous digital signing would
convert the token in the response
controller.

Location:
ResponseSigningController.java
(initiateAnonymousSigningCallBack)

accessToken _

openld /

return ResponseEntity.status(HttpStatus.BAD REQUEST).body(new Result<>("source no

f (state.isEmpty()
return ResponseEntity.status(HttpStatus.BAD REQUEST).body(new Result<>

eToken iamResponseToken = findTokenByState(state);
sponseToken == null
return ResponseEntity.status(HttpStatus.BAD REQUEST).body(new Result<>

accessToken = iamResponseToken.getAccessToken();
openId = iamResponseToken.getOpenId

if (accessToken == null || openId == null || accessToken.isEmpty() || openId.isEmpty()

return ResponseEntity.status(HttpStatus.BAD REQUEST).body(new Result<>("state invalid™, nu

11));

RequestSigningController.java (initiateSigning)

JsonNode respNode =
Jsonhode

s objectMapper. convertValue(resp, JsonNode.class);
espNodeContent = resplode.get("content"”);

L |

r
ApiContentToken content = objectMapper.convertValue(respNodeContent, ApiContentToken.class);

SANDBOX
Programme
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0y %= SANDBOX [\ (I ~dee Digital Siehing Result —
@iﬁufﬁ% epteupiad APl — Acknowledge Digital Signing Result — 1

Online Service Server completes the #PostMapping (Constants.APT_SIGNING CALLBACK)
document digital signing process, verifies seEntity<0Object> responseSigning(@RequestBody CallbackRespBase
the result and acknowledges “iAM Smart” Jring secretiey - body.getsecretiey

g String content = body.getContent

System the digital signing result using “iAM
Smart” APl with the same “businessID” of
the digitalsigr1h1g request. if (secretKey == null || content == null || secretKey.isEmpty() || content.isEmpty()
Location: ResponseSigningController.java
(repsonseSigning)

System.out.println(”Signing

System.out.println

cek = Sed

ng resplson ecurity.decrypt(content, cek);
if (resplson == null || respJson.isEmpty()
System.out.println{"CEK ok");

Get CEK first

Try to read the content
inside the response json sERe ToEREE
e.printStackTrace();

SANDBOX
»s  Programme
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@ =l - AIELALLEWE AP| — Acknowledge Digital Signin;

Put in the businessID
for looking for the
same request

Create a X509Certificate instance

Check validity

Verify the signature with the
original documents

Call the API for the

acknowledgement \

jectNode jsonObj = objectMapper.createObjectNode();
jsonObj.put(“businessID”, resp.getContent().getBusinessId());

byte[] certByte = Baseb4.getDecoder().decode(resp.getContent().getCert());

byte[] signatureByte
if (signatureByte == n

y.getInstance("X.589");
ate) f.generateCertificate(new ByteArrayInputStream(certByte));

cert.checkValidity();
cert.checkValidity(new Date(resp.getContent().getTimestamp()));

PublicKey publicKey = cert.getPublicKey();

byte[] documentBytes = docxResource.getInputStream().readAllBytes();

bac n isCorrect = Security.verifySignature(publicKey, cert.getSigAlgName(),

if (lisCorrect) {

Jjson0bj.put(“sign e, ™ 1");
callApi(Constants.APT_SIGNING ACK RESULT, jsonObj, cek);

signatureByte, documentBytes);

SANDBOX
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O g 75 8 ‘ LA What is Bulk Digital Signing with Service Login

inmsmart | Programme

Online Services can make use of Bulk Digital Signing APl to enable “iAM Smart” users complete digital
signing online for multiple documents with only one digital signing cycle. It can be used in many cases,
such as bulk digital signing online application form and bulk digital signing contract and agreement. The

function can be performed after the service login.

/o \ Al
1. Select from conflrmatlon
— (0 =
4. Digital signing E 3. Acknowledge
4——

Multiple Documents “iIAM Smart” System User

SANDBOX

— ————————————————————— )8 Programme
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iAM Smart

Ul Requirements — 1

I

1. The requirement of sign with “iAM Smart” 2. Instruction page with identification code

Same Device Different Device Same Device Different Device
Traditional | FEZHEITEER | LA EY Tors! Document Numbee : 10 T Total Document Number - 10
Chinese L BREEDUR T DI TSR ) iR | 1 BARUR T Ay TEOT(E , ERER e Y oorpal Tha Mahes of Obumadei 10 1 ool
BRELIR FA% A T OTE  ERE @) The Number of Documents : 10 View the Document Names > R
ft: View the Document Names > 2 002 pat
2. FEEMR I ) BURECIRRR | e e ——— TS —— 3 (e
REASHEE 2. BEELR T SRR R i . CRPR— . oo
! ; - 4 oep "
3. B CEE | DSEREEEE AT
'-_'Ia'ﬁ;. Li*nﬁﬁ 3. %% Fﬁ%J bi%ﬁjﬂﬁ%ﬁﬁ:% ?‘:‘?:::::::::M p— s ospat 1 '0:,,-‘».0 Senart” app In your mobie device S CoSp
L =] beiow ’ L 0 00\ e
e 2 Moke sure the document information and SIS | &
Simplified | FRIELL [55 - DN T ¥ it o houn o 0 St o Ny R —— 7 o
HERTHLLER " E ) MR E igns 3. Tap on"Sign” 1o compiate the digital
2N — signing _
2. %Eﬁﬁ'\- P 5 e ORI SR . s .
RS AR E] 2. '%Tlﬁi{% TN O Ca iy Y
3. i TEE, USREEEE B .
—= 3. ik (BB SR
& wErEES
English Please follow the steps below: Please follow the steps below:
1. Click on *Sign with iAM Smart” [ 1. Open “iAM Smart” app in your mobile
below device
2. Make sure the document information .i
and identification code shown in “1AM \i‘)
Smart™ is the same
3. Tap on “Sign” to complete the digital | 2. Make sure the document information
signing and identification code shown in “iAM
. _ Smart” is the same
.H Sign with IAM Smart 3. Tap on “Sign” to complete the digital
signing

29
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3. Two Signing results:
- Request status is completed
- The bulk digital signing with service
login is finished. User could either
download the documents or leave this
page.
- Request status is cancelled
- The bulk digital signing with service
login is failed. User could leave this page
to have another attempt.

l

Request status is
Complated

L ST

oA api

UamEmE I sfaH Al

L C T

LHERM

EELE
RS

TR

10 EREEIR-

S
202 50001 TOA 14000558
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Request status is
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(accessToken == null || openId == null || accessToken.isEmpty() || openId.isEmpty
return ResponseEntity.status(HttpStatus.BAD_REQUEST).body(n ult<>("sta )

Obtain all the parameters and the CEK as variable .
Of Ca | “ng APl . er objectMapper = new ObjectMapper();
] cek = cekObj.getPrivateKey();

Location: RequestSigningController.java e T S eresteomeciede
(initiateBulkSigning) '

DocumentList = getDocument(d

(Documentlist!=null) {

g uuid = VUID.randomUUID().toString().replace("-", "");
Constants.businessTdAnonymousFormFilling. add (uuid);
System.out.println("sSt "+state);

Get accessToken and o 2o

jsonObj.put =n", accessToken);
jsonObj.put openId);

openld with service login Suonb].put

jsonObj.put

E

jsonObj.put
jsonObj.put 1 ", 108);
jsonObj.put R amCallbackEndpoint + Constants.API SIGNING_BULK_SERVER_CALLBACK_TOKEN) ;
jsonObj.put b 1 ', iamCallbackEndpoint + Constants.API_SIGNING BULK SERVER CALLBACK +"/"+s
jsonObj. put ' H
Construct the JSON jsonObj.putArray (" .addAll{DocumentList);
System.out.println(” igni "+json0bj.toString());
resplson = callApi(Constants.API_SIGNING_BULK_REQUES jsonObj, cek);
resp = >(resplson, cek);

ing respCode = resp.getCode();

| nitiate digital Signing stem.out.println “+resp.getMessage());

respCode != null & respCode.equals(Constants.SUCCESS_CODE)

with the JSON and the
CEK

return ResponseEntity.ok(new t CC , resp, wuid));

SANDBOX
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@ R BRIV D110 & APl — Open “iAM Smart™ App For Bulk Digital
L_/ iAM Smart ‘ Programme Signing

Online Service App invokes The context links deeply to Using the same device
“iIAM Smart” Mobile App redirect users to the “iAM as an example

using URL Scheme with Smart” mobile app.

request parameters.

n A}
Base on Open r{} !75\
Q — — @ i s .,

Online service app <context> “iAM Smart” mobile app

The difference is bulk digital signing allows users to sign multiple documents at once.

SANDBOX
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“iIAM Smart” returns the “IAM Smart” System invokes Online
result to e-Service Center Service callback API to return the result

with “businessID” of the digital signing
request to Online Service server. APIl data
User could accept or reject decryption is required.

the digital signing request

“iIAM Smart” system e-Service Center

SANDBOX
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@7 '_fo ﬁ; gr’%grgnﬁ‘%)é APl — Acknowledge Bulk Digital Signing Result — 1

Online Service Server completes the bulk
digital signing process, verifies the result
and acknowledges “iAM Smart” System
the digital signing result using “iAM Smart”

ith th “busi 7 of th 5tring secretkKey = sigMetadata.getSecretKey();
APl wit the same usinessiD of the g constent = sigMetadata.getContent();
d|g|ta| signing request. ] sk = Security.decryptCek(secretKey);
Location: ResponseSigningController.java ] cek = cekobj.getPrivatekey();
(B |kss|gn|ngca”Back) g resplson = Security.decrypt(constent,

u

sp 4;_c§trlngr sigMetadata,
g state} {

pper ﬂb]ectﬂdpper = new ObjectMapper();
5 taData> resp = null;
ontentBulkSigning> result = nel - ss<CallbackContentBulkSigning>();

Get CEK first

resp = objectMapper.readValue(resplson, new TypeReference<>() {});
resp.getContent( ) .setState(state);

result.setContent(new CallbackContentBulkSigning(resp.getContent()});

Save information of content, code,
message, txid into result result.setCode(resp.getCode());
result.setMessage(resp.getMessage());
result.setTxId resp.gethId{} ;
catch (JsonProcessing

e.printStackTrace

SANDBOX
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f (resp == null) {
return ResponseEntity.status(HttpStatus.BAD REQUEST).body(null);

Convert MU|t|partF||e to Strlng g sigFileContent = FileUtil.convertMultipartFileToString(sigFile);
g resplsonl = Security.decrypt(sigFileContent, cek);
t(resplsonl);

signature.length();i++
sigfile = objectMapper.readValue(signature.getString(i), new TypeReference<
result.getContent().addSigFile(sigfile);

Store the Slgnlng reSU|t _ storeBulksigning(objectMapper.writeValueAsString(result), result);

" + e.getMessage());

e jsonObj = objectMapper.createObjectNode();
ng businessID = result.getContent().getSigMetatData().getBusinessID

if (businessID y()) irn ResponseEntity.status(HttpStatus.BAD REQUEST).body(new Result<»("

Put the essential information into R -crce ot ", businessIo);
. . json0Obj.pu ni "s "SRBE1");
jsonObj et

(Constants.API_SIGNING BULK_ACKRESULT, jsonObj, c
ackResultresp = new ApiRespDecrypted ckResultresplson, cek);

ackResultrespCode = ackResultresp.getCod
ystem.out.println +ackResultresp.getMessage());
if (ackResultrespCo null &% ackResultrespCode.equals(Constants.SUCCESS_CODE)) {

Ca” the API tO aCknOW|edge the return ResponseEntity.ok(new Result< ", resp});
bulk digital signing result

SANDBOX
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Put necessary information into jsonObj

 ——

Calling Api to get the status

’

Decryption and Convertion

Return the signing result

¢

Location: ResponseSigningController.java
(initiateAnonymousBulkSigningCallBack)

API — Enquire Bulk Digital Signing Status

createObjectNode();
,respResult.getBSQCToken
)", content.getOpenId());
tusResultlson = callApi(Constants.API_SIGNING BULK_STATUS, jsonObj, cek);

respSuccess = objectMapper.readValue(respStatusResultdson, new TypeReference<>() {

.printStackTrace

respDecryptedResultlson = Security.decrypt( pSuccess.getContent(), ¢
if (respDecryptedResultlson == null || respDecryptedResult]son.isEmpty
return ResponseEntity.status(HttpStatus.BAD REQUEST).body(null

rl

System.out.println
11 ContentBul

1
e.printStackTrace();

if (respStatusResult == n {
return ResponseEntity.status(HttpStatus.BAD REQUEST) .body(n

System.out.println(respStatusResult.getStatus()+", "+respStatusResult. toString
respResult.setSigningStatus(respStatusResult.toString

return ResponseEntity.ok(new Result<» ("< , respResult));

SANDBOX
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What is Anonymous Bulk Digital Signing

@g 5 @ ‘ SANDBOX

inmsmart | Programme

Similar to Bulk Digital Signing API, online service can request “Anonymous Bulk Digital Signing” API to
complete digital signing online for multiple documents with only one digital signing cycle. Unlike the
accessToken obtained from Authentication API, the accessToken received in this APl can only be used once.
It can be used in many cases, such as digital signing online application forms and digital signing contracts
and agreements.

| / \ 2 WEL31T
1. Sending to confirmation
S E R

4. Digital E 3. Acknowledge
signing multiple S

——

Online Service iIAM Smart System User
Signing Request

SANDBOX
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@ I AELUDLEIYS U] Requirements — 1

1. The requirement of sign with “iIAM Smart” in The requirement of sign with “iAM Smart” in English
Chinese(Traditional)
: : _ Same Device -1 Different Device - 2
Same Device -1 Different Device - 2
_ _ 1) For Online Service Website in Same | Please follow the steps below:
Instructions Device 1. Record the above information and
: - - o " - identification code
II)) For Online Service Website in Same EHFE,EEM—F?%T N B Please follow the steps below: 2. Open*iAM Smart” in mobile device and
Eﬁ?\;‘:ﬁgbﬂzﬁﬁ- L EEE L HC RS R R A 1. Record the above information and scan the QR code
e 2. BRERDUR T DU OT(EHRGE | Btk identification code 4
I SCHE EaC e R sk R i BB Fay T | RN 2. Click on “Sign with iAM Smart” ™
2. BEDUF TDUEAEEE ) i # below to access the broker page

3. Check the document information and

s A EREERA : 3. Click to open “iAM Smart™ mobile app Senificati de in “IAM .
3. RRBHRUrF0E L TEGE, .® 4. Check the document information and identification c.n‘(.a “1 14 Smart” and
et 3. EE TEEE, AETIEER identification code in *“iAM Smart” complete the digital signing

4. i gj‘j‘{% 1 W@;ﬁmi{fpfg T ERAITE - Shie = R _,__ CGIII[JIB[E the dlgltﬂl Slg.l'lll'lg a Continue with iAM Smart
& uss e

RSl (TN Sl AL

Sign with iAM Smart

@ vweress

e 2) For Online Service App in Same Device

2) For Online Service App in Same Device Please follow the steps below:

s LT A B 1. Record the above information and

Dot & WAl =4 & 9l identification code

2, BEEEDIF LI OS{HEEE ) fEi 2. Click on “Sign with iAM Smart”
AGABR 08wy T fE below to open “iAM Smart” mobile
FFE= app - .

3. Bl TEHE, NERNHE 3. Check the document information and

identification code in “1AM Smart”
and complete the digital signing

@ sign with iAM Smart

Ao R+ 2R SE IR A

& wsrEEs
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2. Instruction page with identification code

Same Device -1

Different Device - 2

2} For Online Service App in Same Device

Ssrvics Nams : Applcadon for Licence

(R
Tha Husvbssr of Documenis | 10
Visw the Documsn Manss 2. gl
Mentcation come - | 1 5823 3. sapd
Pizase fobo ihe steps boiow 4 s8d il
1 Arcoed the ahove nfommonon amd
hmib i aalicn o 5 sespdl
2 Chekan “Signweth [AM imart™  Deiowin
oper “IAM Sman” mabie app L
3 ST v 02 STl R Taaben and
MO ON £00 1N W SMaT and 7. ®oddecy
compise fre digial sgning
a

CETTE _

Sign yuur application with “AM Smart Document Mames
Total Docursast hhamber - 10

1) For Online Service Websile in Same | se pew ssslicaion wih 28 Smar Document Hames
* Taral Dacumant Mumber : 10
1 ol
Tha Mambar of Docinanis @ 10
epkcation with Akl Bmart Document Names
e = Viww the Dccument ames = 2 mE
Toal Cotument Numbe
Barvars Here  Applcaion b Lcance
L 0t \dentifcation code: 115823 3. mapd
Thon Besssibar of Dagumenis 9
Vs o O Mpmey 7 oo Flease follow the sieos below 4 M
. Apoord i abaver nlomaion and
sensmuten s 1 | 15823 i ol [y 5 005
2 Open "M Bma in motis deice ard
Premss: iolow he HEPS Delow & oMpd span the O code 0. (9cnce
1 R ord Be above el e T
e i shon code i
2 Chckon “Sgn with B0 Smer®  bejos (D L P e
ATESS Mk DrOke Dage
e 7 T . W ) o
4 Cex he document imormator anc . o piaiz i dig i siing
e g G
ihe gtal
= g B HMidecs

Ul Reguirements — 2

3. Signing results:

l

Request status is
Completed

L= EAC

EEZR
LR

ErEE

10 ERER-

#aE
200 ST TOAT LS H

Roquast status is
Cancallad
Ll il -
-~ R
EIFHHEE
0 e e il
HLER
L HET
HEER
wFRRE
TR
10 ERHIR=
2l ]
102 1B0Y 17 04 S0OIS E
TAE
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@ - AT AL AP| — Initiate Anonymous Bulk Digital Signing
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@GetMapping(
. . yublic £ >»>» initiateAnonymousBulkSigning(
Obtain all the parameters and the CEK as variable SLET
equestParam
of Ca”ing APl. @RequestParam
. . . . @RequestParam
Location: RequestSigningController.java i
Obje apper objectMapper ne
(initiateAnonymousBulkSigning) byte[] cek = cekob. getF_'mateke
Example Documents ing uuid = WID.r tostring() .replace("
(on\tants buc1ne~;IdAnonymousFormF1111ng add(uuid) ;
jsonObj.
jsonobj.
jsonObj.
jsonObj.
jsonObj.
Construct the JSON Jsonob.
jsonObj . putArray s addﬂll DocumentList);
System.out.print(json0bj);
on = LallApl Constants.API_ANONYMOUS_SIGNING_BULK_REQUEST, jsonObj, cek);
= d est> resp = new ApiRespDecrypted<>(resplson, cek);
String respCode = resp.getCode();
|nitiate digltal Slgning if (respCode != null && respCode.equals(Constants.SUCCESS CODE)
Wlth the JSON and the return ResponseEntity.ok(new Result , resp, uuid));

CEK

return ResponseEntity.status(HttpStatus.BAD REQUEST) .body(new Result

SANDBOX
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@ % £ (@ ‘ I 110 d API=Open "iAM Smart™ App For Anonymous
L] CUEE N ICluInCE Bulk Digital Signing

Online Service App invokes The context links deeply to Using the same device
“iIAM Smart” Mobile App redirect users to the “iAM as an example

using URL Scheme with Smart” mobile app.

request parameters.

n A}
Base on Open r{} *IH\
‘:’_|---} — @gﬁui.

Online service app <context> “iAM Smart” mobile app

The difference is anonymous bulk digital signing allows users to sign multiple documents at once.

SANDBOX
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@ %0 4 (@ ‘ V110 d API= Anonymous Bulk Digital Signing Callback
L] CUERER N CININGE from “iAM Smart™ Server

“iIAM Smart” returns the “IAM Smart” System invokes Online
result to e-Service Center Service callback APl to return the result
with “businessID” of the digital signing
request to Online Service server. APIl data
User could accept or reject decryption is required.

the digital signing request

“iIAM Smart” system e-Service Center

SANDBOX
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.-@ DR ARIV )10 d APl — Acknowledge Anonymous Bulk Digital

LU IC T Sighing Result — |

Online Service Server completes the bulk
digital signing process, verifies the result
and acknowledges “iAM Smart” System
the digital signing result using “iAM Smart”
APl with the same “businessID” of the
digital signing request.

Location: ResponseSigningController.java
(initiateAnonymousBulkSigningCallBack)

Get CEK first

@GetMapping(” fanonymous/signing/bulk/callback™)

lic ResponseEntity<Result<CallbackContentBSQCToken>> initiateAnonymousBulkSigningCallBack(
@RequestParam({value = "businessID", defaultValue = "") String businessID,
@RequestParam({value = "code”, defaultvValue = ") String code,
@RequestParam(value » defaultValue = "") String state,
@@RequestParam(value “error_code”, defaultValue = ") String error_code )}

ObjectMapper objectMapper = new ObjectMapper();

ObjectNode jsonObj = objectMapper.createDbjectNode();

byte[] cek = cekObj.getPrivateKey();

jsonDbj.put (" cod

jsonDbj.put("grantType", Constants.GRANT TYPE);

System.out.println(jsonObj);

String resplson = callApi(Constants.API GET TOKEN, jsonObj, cek);
System.out.println(“call k™ + state);

System.out.println{“businessID: "+businessID);
ApiRespDecrypted<ApiContentToken> resp = new ApiRespDecrypted<>(resplson, cek);
System.out.println("plaintext:"™ + resp);

jsonObj create for converting value a | reference

JsonNode r

spNode = objectMapper.convertValue(resp, JsonMode.class);
Jsonlode respNodeContent = respNode.get(”content”);

e
e

ApiContentToken content = objectMapper.convertValue(respNodeContent, ApiContentToken.c

SANDBOX
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--@ DR ARIV )10 d APl — Acknowledge Anonymous Bulk Digital

CELZER N CInInEE Signing Result — 2

System.out.println( ‘+content);
System. printl sToken: "+content.getAccessToken());
System.out.println( N +content.getOpenId());

jsonDbj = objectm r.createObjectNode();
0 . . jsonObj . put C oken", content.getAccessToken());
jsonObj create for converting value a 3s0n0bj . put(~openID”, content.getOpentd());

String respResultlson = callApi(Constants.API_ANONYMOUS SIGNING BULK_GET_BSQC_TOKEN, jsonObj, cek);
System.out.println(respResultlso
ApiRespSuccess<String> respSuccess = null;
try {
respSuccess = objectMapper.readValue(respResultJson, new TypeReference<»() {
Get BSQC Token by the jsonObj E
}c (JsonProcessingException e) {

L
rintstackTrace();

Acknowledge bulk digital
signing result

jsonObj = objectMapper.createCbjectNode();

Jjson0bj.put(’ essID” ,businessID);

jsonDbj.put("signing .

String respAckResultdson =

System.out.println{respAckResultlson);

System.out.println({respResult.getBSQCToken());
Save the signing status jsonObj = objectMapper.createObjectNode();
jsonObj.put("B 1" ,respResult.getBSQCToken
Jjson0Obj.put("openID”,content.getOpenId());

String respStatusResultlson = callApi(Constants.API SIGNING BULK STATUS, jsonDbj, cek);

respsSuccess =

SANDBOX
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L/ inmsmart | Programme KN&(dl]

{7y

Put necessary information into jsonObj

objectMapper. createObjectNode();
M json0Obj . Token™,respResult.getBSQCToken
Obj. ontent.getOpenId());

esultlson = callApi(Constants. API_SIGNING BULK_STATUS, jsonObj, cek);

Cal“ng API to get the status - r;espsljcc955 = objectMapper.readValue(respStatusResultlson, new TypeReference<>() {

e.printStackTrace
respDecryptedResultlson = Security.decrypt( ySuccess.getContent(), ¢

’ if it ultdson == null || res y sultJson. isEmpty

)ecryptedResultlson);
tus respStatusResult = null;

Decryption and Conversion

respStatusResult = objectMapper.readValue(respDecryptedResultlson, new TypeReference<>() {

K

.printStackTrac

if (respStatusResult == null)

| return ResponseEntity.status(HttpStatus.BAD REQUEST).body(null);

System.out.println(respStatusResult.getStatus()+", "+respStatusResult.toString
respResult.setSigningStatus(respStatusResult.tostring());

Return the signing result

Locat|on. ResponSESIgnlngcontrO||er‘.Java return ResponseEntity.ok(new Result<» ("< ", respResult));
(initiateAnonymousBulkSigningCallBack)

SANDBOX
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Question:
What is the purpose of identification code ?

A. Useless

B. For user to verify the identification code are the same before
authorising the signing request

Reference number

For login

O O

Answer: B

SANDBOX
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