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Disclaimer

Please be aware that the video is intended for preliminary introduction. It shall not be followed as
the technical instruction. “iAM Smart” Sandbox Programme would not guarantee the correctness
and timeliness of data which could be possibly affected by the modification of development.
Development team shall follow the guidelines and policies or enquire to related professionals if any
safety apprehension.
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Digital Signing with Service Login



What is Digital Signing with Service Login
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Users can use "iAM Smart+" to perform digital signing in accordance with the Electronic
Transactions Ordinance (Chapter 553 of the Laws of Hong Kong) to process legal documents and
procedures online. The function can be performed after the service login.

User Digital signing 
through iAM Smart

System

Perform
Request 

Acknowledge 



PDF Digital Signing / Hash Digital Signing
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After iAM Smart 
receiving the 

document that 
requiring signature, 
OSP need to choose 
which kind of digital 

signing would be 
executed.

Get the 
document(PDF, text, 

image, etc…)

Generate 4-digit 
identification code

User verification

Result computingServer acknowledge 
the result to “iAM

Smart” System

Inform client 
terminal to stop 
polling and save 
the accessToken

The PDF Digital Signing 
only support the digital 
signature with PDF file 
type. Corresponding to 
other document type, 
the hash digital signing 

would be selected.

1234



Identification Code for Document to be signed
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A 4-digit identification 
code would be calculated 
to inform user for 
processing the digital 
signing authorization.

Tokenized ID

concatenate SHA-512

Digital digesthash

MD5 
calculation

128-bit MD5 
hash value

4-bit unsigned 
right shift

hexadecimal 
data

Obtain 

0-9

4*

4 bytes

Assembly

1234

Identification 
Code



"iAM Smart+" Users and "iAM Smart" Cert
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Certification information

• Originality
• Issued by Hongkong Post

• Functionality
• Key factor for digital signing function

• Security
• Stored in the "iAM Smart" System

(Electronic Transactions Ordinance (Cap. 553))

Each iAM Smart-Cert is valid for one year. 

"iAM Smart" will send a mobile push 
notification and an email reminder to the 
relevant user 30 days before the expiry of 
an iAM Smart-Cert to renew



Same Device Different Device

Same Device Different Device

UI Requirements

9

After an online service sends the digital signing 
request to “iAM Smart” system, the online service 
is required to show the online service name, 
document name, identification code and instruct 
user to open the “iAM Smart” mobile app in 
his/her mobile phone referring to format shown on
the table with corresponding language.

Here is the example showing the signing step and 
interface



API – Initiate Digital Signing After Service Login –
1 

10

Obtain all the parameters and the CEK as variable 
of calling API.
Location: RequestSigningController.java 
(initiateSigning)

Compute the 
hashcode by encoding 
with SHA-256 method 
to get a Base64 
encoded value

Initiate digital signing 
with the JSON and the 
CEK

Construct the JSON



API – Initiate Digital Signing After Service Login –
2 
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After calling the API, it needs to calculate the 
identification code for acknowledgement.
Location: Security.java (getSignCode)

Calling the method 
inside security.java

Perform the SHA-512 
calculation

Perform the MD5 calculation

Final step to assembly into 4-digit code



API – Open "iAM Smart" App For Digital Signing
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Online Service App invokes 
“iAM Smart” Mobile App 
using URL Scheme with 
request parameters.

<context>Online service app iAM Smart mobile app

Using the same device 
as an example

Base on Open

The context links deeply to 
redirect users to the “iAM
Smart” mobile app.



API – Digital Signing Callback from "iAM Smart" 
Server
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iAM Smart return the 
result to e-Service Center

User could accept or reject 
the digital signing request

“iAM Smart” System invokes Online 
Service callback API to return the result 
with “businessID” of the digital signing 
request to Online Service server. API data 
decryption is required.

iAM Smart system e-Service Center

return



API – Acknowledge Digital Signing Result – 1 
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Online Service Server completes the 
document digital signing process, verify 
the result and acknowledges “iAM Smart” 
System the digital signing result using “iAM
Smart” API with the same “businessID” of 
the digital signing request.
Location: ResponseSigningController.java 
(repsonseSigning)

Get CEK first

Try to read the content 
inside the response json



API – Acknowledge Digital Signing Result – 2 
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Put in the businessID
for looking for the 
same request

Create a X509Certificate instance 

Check validity 

Verify the signature with the 
original documents

Call the API for the 
acknowledgement
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Anonymous Digital Signing



What is Anonymous Digital Signing
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Anonymous digital signing allows user to perform digital signing without service login but only perform
authentication before signing steps. Users can use "iAM Smart" to perform digital signing in accordance
with the Electronic Transactions Ordinance (Chapter 553 of the Laws of Hong Kong) to process legal
documents and procedures online.

Online Service 
Signing Request

iAM Smart System User

1. Sending to
2. Ask for 

confirmation 

3. Acknowledge 4. Show result 



UI Requirements – 1 
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After an online service sends the digital
signing request to “iAM Smart” system, the
online service is required to show the online
service name, document name, identification
code and instruct user to open the “iAM
Smart” mobile app in his/her mobile phone.

By following the format on the right,
developers should apply language changes
for different users considering to the
adaptability. Developers may follow the
format shown on the next slide.

Same Device – 1 Different Device – 2 



Same Device – 1 Different Device – 2 

UI Requirements – 2 

19

Here are the instruction formats of different languages of Anonymous Digital Signing: 

Same Device – 1 Different Device – 2 



API – Initiate Anonymous Digital Signing  – 1 
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Obtain all the parameters and the CEK as variable 
of calling API.
Location: RequestSigningController.java 
(requestAnonymousSigning)

Compute the 
hashcode by encoding 
with SHA-256 method 
to get a Base64 
encoded value

Initiate digital signing 
with the JSON and the 
CEK

Construct the JSON



API – Initiate Anonymous Digital Signing  – 2 
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After calling the API, it needs to calculate the 
identification code for acknowledgement.
Location: Security.java (getSignCode)

Calling the method 
inside security.java

Perform the MD5 calculation

Final step to assembly into 4-digit code

Perform the SHA-512 
calculation



API - GetQR
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GetQR would be a usual API for authenticate 
user by calling out a broker page or QR page. 
After authorization by user, the page will be 
redirected to the redirectURI with authCode
and state parameters.
Location: GetQrUriController.java (getQrUri)

redirectURI

state

redirectURI with 
authCode and state



API – Anonymous Digital signing Callback from 
"iAM Smart" Server
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“iAM Smart” returns the 
result to e-Service Center

User could accept or reject 
the digital signing request

“iAM Smart” System invokes Online 
Service callback API to return the result 
with “businessID” of the digital signing 
request to Online Service server. API data 
decryption is required.

“iAM Smart” system e-Service Center

return



API – RequestToken
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The Anonymous Digital Signing would only request 
the access token for ONCE.

RequestSigningController.java (initiateSigning)

accessToken and openID request 
only in signing initiate stage

accessToken

openId

Different from form filling, the 
anonymous digital signing would 
convert the token in the response 
controller.
Location: 
ResponseSigningController.java 
(initiateAnonymousSigningCallBack)



API – Acknowledge Digital Signing Result – 1 
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Online Service Server completes the
document digital signing process, verifies
the result and acknowledges “iAM Smart”
System the digital signing result using “iAM
Smart” API with the same “businessID” of
the digital signing request.
Location: ResponseSigningController.java
(repsonseSigning)

Get CEK first

Try to read the content 
inside the response json



API – Acknowledge Digital Signing Result – 2 
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Put in the businessID
for looking for the 
same request

Create a X509Certificate instance 

Check validity 

Verify the signature with the 
original documents

Call the API for the 
acknowledgement
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Bulk Digital Signing with Service Login



What is Bulk Digital Signing with Service Login
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Online Services can make use of Bulk Digital Signing API to enable “iAM Smart” users complete digital
signing online for multiple documents with only one digital signing cycle. It can be used in many cases,
such as bulk digital signing online application form and bulk digital signing contract and agreement. The
function can be performed after the service login.

“iAM Smart” System User

1. Select from
2. Ask for 

confirmation 

3. Acknowledge 4. Digital signing

Multiple Documents



UI Requirements – 1 
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1. The requirement of sign with “iAM Smart” 2. Instruction page with identification code

Same Device Different Device Same Device Different Device



UI Requirements – 2 
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3. Two Signing results:
- Request status is completed

- The bulk digital signing with service 
login is finished. User could either 
download the documents or leave this 
page.

- Request status is cancelled
- The bulk digital signing with service 

login is failed. User could leave this page 
to have another attempt.



API – Initiate Bulk Digital Signing 
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Obtain all the parameters and the CEK as variable 
of calling API.
Location: RequestSigningController.java 
(initiateBulkSigning)

Get accessToken and 
openId with service login

Initiate digital signing 
with the JSON and the 
CEK

Construct the JSON



API – Open "iAM Smart" App For Bulk Digital 
Signing
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Online Service App invokes 
“iAM Smart” Mobile App 
using URL Scheme with 
request parameters.

<context>Online service app “iAM Smart” mobile app

Using the same device 
as an example

Base on Open

The context links deeply to 
redirect users to the “iAM
Smart” mobile app.

The difference is bulk digital signing allows users to sign multiple documents at once.



API – Bulk Digital Signing Callback from "iAM
Smart" Server
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“iAM Smart” returns the 
result to e-Service Center

User could accept or reject 
the digital signing request

“iAM Smart” System invokes Online 
Service callback API to return the result 
with “businessID” of the digital signing 
request to Online Service server. API data 
decryption is required.

“iAM Smart” system e-Service Center

return



API – Acknowledge Bulk Digital Signing Result – 1 
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Online Service Server completes the bulk
digital signing process, verifies the result
and acknowledges “iAM Smart” System
the digital signing result using “iAM Smart”
API with the same “businessID” of the
digital signing request.
Location: ResponseSigningController.java
(BulksSigningCallBack)

Get CEK first

Save information of content, code, 
message, txid into result



API – Acknowledge Bulk Digital Signing Result – 2 
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Convert MultipartFile to String

Put the essential information into 
jsonObj

Call the API to acknowledge the 
bulk digital signing result

Store the signing result



API – Enquire Bulk Digital Signing Status
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Put necessary information into jsonObj

Calling Api to get the status

Decryption and Convertion

Return the signing result

Location: ResponseSigningController.java 
(initiateAnonymousBulkSigningCallBack)
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Anonymous Bulk Digital Signing



What is Anonymous Bulk Digital Signing
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Similar to Bulk Digital Signing API, online service can request “Anonymous Bulk Digital Signing” API to 
complete digital signing online for multiple documents with only one digital signing cycle. Unlike the 
accessToken obtained from Authentication API, the accessToken received in this API can only be used once. 
It can be used in many cases, such as digital signing online application forms and digital signing contracts 
and agreements.

Online Service 
Signing Request

iAM Smart System User

1. Sending to
2. Ask for 

confirmation 

3. Acknowledge 4. Digital 
signing multiple 

documents



Same Device - 1 Different Device - 2

UI Requirements – 1 
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1. The requirement of sign with “iAM Smart” in 
Chinese(Traditional)

The requirement of sign with “iAM Smart” in English

Same Device - 1 Different Device - 2



Same Device - 1 Different Device - 2

UI Requirements – 2 
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2. Instruction page with identification code 3. Signing results:



API – Initiate Anonymous Bulk Digital Signing 
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Obtain all the parameters and the CEK as variable 
of calling API.
Location: RequestSigningController.java 
(initiateAnonymousBulkSigning)

Example Documents

Initiate digital signing 
with the JSON and the 
CEK

Construct the JSON



API – Open "iAM Smart" App For Anonymous 
Bulk Digital Signing
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Online Service App invokes 
“iAM Smart” Mobile App 
using URL Scheme with 
request parameters.

<context>Online service app “iAM Smart” mobile app

Using the same device 
as an example

Base on Open

The context links deeply to 
redirect users to the “iAM
Smart” mobile app.

The difference is anonymous bulk digital signing allows users to sign multiple documents at once.



API – Anonymous Bulk Digital Signing Callback 
from "iAM Smart" Server
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“iAM Smart” returns the 
result to e-Service Center

User could accept or reject 
the digital signing request

“iAM Smart” System invokes Online 
Service callback API to return the result 
with “businessID” of the digital signing 
request to Online Service server. API data 
decryption is required.

“iAM Smart” system e-Service Center

return



API – Acknowledge Anonymous Bulk Digital 
Signing Result – 1 
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Online Service Server completes the bulk
digital signing process, verifies the result
and acknowledges “iAM Smart” System
the digital signing result using “iAM Smart”
API with the same “businessID” of the
digital signing request.
Location: ResponseSigningController.java
(initiateAnonymousBulkSigningCallBack)

Get CEK first

jsonObj create for converting value



API – Acknowledge Anonymous Bulk Digital 
Signing Result – 2 
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Get BSQC Token by the jsonObj

jsonObj create for converting value

Acknowledge bulk digital 
signing result

Save the signing status



API – Enquire Anonymous Bulk Digital Signing 
Status
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Put necessary information into jsonObj

Calling API to get the status

Decryption and Conversion

Return the signing result

Location: ResponseSigningController.java 
(initiateAnonymousBulkSigningCallBack)



Quiz
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Question:
What is the purpose of identification code ?

A. Useless 
B. For user to verify the identification code are the same before 

authorising the signing request
C. Reference number
D. For login

Answer: B
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