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Disclaimer

Please be aware that the video is intended for preliminary introduction. It shall not be followed as
the technical instruction. “iAM Smart” Sandbox Programme would not guarantee the correctness
and timeliness of data which could be possibly affected by the modification of development.
Development team shall follow the guidelines and policies or enquire to related professionals if any
safety apprehension.
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Authentication Overview



Authentication API
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Authentication API
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UI Requirements
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Authentication API - Direct Login (Trigger from 
"iAM Smart" App)
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Authentication API - Login with "iAM Smart"
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Account Linkup and Creation



Account linkup/ creation with Form Filling APIs
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• Profile fields are required for the account linkup/creation
• Generally for user identity verification purpose
• Click the button in the consent page to call the form filling API

Profile Fields



Account creation with Form Filling APIs
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• Profile fields are necessary for the account creation
• e-ME fields could be voluntarily input for better form filling experience
• For form filling usage

Profile Fields
(e-ME Fields)



API - GetQR
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GetQR would be a usual API for authenticate 
user by calling out a broker page or QR page. 
After authorization by user, the page will be 
redirected to the redirectURI with authCode
and state parameters.
Location: GetQrUriController.java (getQrUri)

redirectURI

state

redirectURI with 
authCode and state



API - RequestToken - 1 
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Online service use this API to retrieve accessToken
and openID.
Location: RequestTokenController.java(requestToken)

CEK

jsonObj

Constructing those parameters for 
calling the get token api.



API - RequestToken - 2 
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Convert into different format

Get the accessToken and openID

Try to store the accessToken for 
reuse or re-authentication

Match the openID to find isLinked. If 
not, require for the profile

Online service use this API to retrieve accessToken
and openID.
Location: RequestTokenController.java(requestToken)
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Form Filling (with Service Login and Anonymous)



API - Form Filling with Service Login
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Calling requestEme method require for profileFields and 
eMeFields at the same time
Location: RequestFormFillingController.java (requestEme)

Asking for accessToken and openID
to confirm the service login status

Constructing the json as a 
parameter to call the form filling 
request api



API – Open "iAM Smart" For Form Filling
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Online Service App invokes 
“iAM Smart” Mobile App 
using URL Scheme with 
request parameters.

<context>Online service app iAM Smart mobile app

Using the same device 
as an example

Base on Open

The context links deeply to 
redirect users to the “iAM
Smart” mobile app.



API - Form Filling Callback from "iAM Smart" 
Server
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Calling responseEme method for form filling callback from 
server
Location: ResponseFormFillingController.java (responseEme)

Getting content and key for decryption 
from the body

Try to decryption the content

Read the value from the 
content and store it



Self service portal registration - redirectURI
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The redirectURI should be registered in self-service portal



Anonymous Form Filling API
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Service App
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UI Requirements
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- Button
Online services shall use 
the text provided below for 
different functions 
according to the request 
for retrieving data from 
“iAM Smart e-ME” or 
“iAM Smart” profile.



UI Requirements

23

- “iAM Smart” Tag
For online services using the “iAM Smart” form 
filling function, it is required to add the below 
legend in the form to remind users the 
information is provided by “iAM Smart”.

English Data is provided by “iAM Smart”.

Traditional Chinese 該項資料由「智方便」提供。

Simplified Chinese 该项资料由「智方便」提供。



API – Initiate Anonymous Form Filling 
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Online service use this API to request anonymous 
form filling.
Location: RequestFormFillingController.java 
(requestAnonymousFormFilling)

Adding the businessID into jsonObj

Calling the API with jsonObj and 
CEK variables

Adding the eMeFields and profileFields
into jsonObj



API – GetQR
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GetQR would be a usual API for authenticate 
user by calling out a broker page or QR page. 
After authorization by user, the page will be 
redirected to the redirectURI with authCode
and state parameters.
Location: GetQrUriController.java (getQrUri)

redirectURI

state

redirectURI with 
authCode and state



API – RequestToken
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Unlike the Form Filling API with Service Login. The 
Anonymous Form Filling API would only request the 
access token for ONCE.

RequestFormFillingController.java (requestEme)

accessToken and openID request 
only in form filling with service 
login

accessToken

openId

Since it is the one-time request of 
accessToken, the online service perform 
the token request in controller.
Location: 
RequestFormFillingController.java 
(requestAnonymousFormFillingResult)



API - Request Anonymous Form Filling Result
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The whole process of requesting anonymous 
form filling result
Location: RequestFormFillingController.java 
(requestAnonymousFormFillingResult)

Obtain CEK and token by calling API

Get anonymous form filling 
result by matching accessToken
and openId
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Practical Tips



Tip 1: Broker Page not applicable for App in same 
device
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Here are some tips for you

• Check App Permissions

• Update the App and browser

• Network Connection

• Clear App Cache

• Review App Configuration

• Contact Support



Tip 2: Account link up with username password
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Users are reminded to remember their 
own usernames and passwords. 

If a user lost his / her username or 
password unfortunately, user may

• Get help by clicking the “Forget Password” 
button on the e-Service platform

• Get help by direct login from “iAM Smart”

• Contact Support



Tip 3: Broker Page not applicable for App in same 
device
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Here are some tips for you

• Check App Permissions

• Update the App and browser

• Network Connection

• Clear App Cache

• Review App Configuration

• Contact Support



Quiz
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Question:
Can the accessToken in Anonymous Form Filling be re-used?

A. Cannot be re-used
B. Can be re-used once
C. Can be re-used before it is expired
D. Can be re-used permanently

Answer: A



Quiz
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Question:
Which statement below is true?

A. Profile fields have more fields than eME fields 
B. eME fields are necessary for an “iAM Smart” account
C. eME fields does not relate to profile fields
D. eME fields have more fields than profile fields

Answer: D
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